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Chapter 1

Getting started with Ektron
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Getting started with Ektron

Ektron manages the life cycle of content, from creation to approval and publication. It
helps your organization set up a process for overseeing changes to a website, indicate
the status of content within that life cycle, and inform the next approver that it is their
turn to review the content.

Business users, such as marketing or public relations professionals, can author,
manage and publish Web content, build and deploy Web forms, and collect and
leverage visitor information. The editor supports the industry’s best in-context editing
environment, ensuring user adoption and project success.

People interact with your Ektron website in different ways. Some people operate in
different roles, and sometimes different roles overlap in activity. For example, a
developer uses PageBuilder to create page structures, while content authors use
PageBuilder to build a page in those structures. Similarly, some administrators and
developers may perform installation and set-up actions.

The major roles for people interacting with your website are as follows:

« CMS User (Content Author). creates content for your website and may edit the
content in context on the Web page or in the Workarea. Content authors can have
specialized roles and permissions, such as a discussion board administrator.

o Ektron's marketing suite on page 1115
® Creating personalized Web experiences with personas on page 1129

® Connecting visitors with targeted content on page 1147
® Measuring Web experiences with multivariate testing on page 1171
® Managing landing pages on page 1193
® Managing calls to action on page 1185
® Managing a blog platform on page 1229
" Fktron's marketing suite on page 1115
® Analyzing websites on page 523
® Targeting content with GeolP information on page 1164
o Editing in Ektron on page 597
o Creating PageBuilder pages on page 1069
o Editing content on a PageBuilder page on page 1074
°o Managing content on page 637
o Working with Ektron content on page 671
o Working with assets in the Document Management System on page 700
o Working with files in the library on page 725
o Working with collections on page 796
o Managing user communities on page 1615
o Working with discussion boards on page 1005
o Working with forums on page 1017
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Getting started with Ektron

° Assigning and managing tasks on page 1441
o Working with calendars on page 983

» Marketer. marketing campaign managers, lead generation managers, digital
marketers, and content marketing managers.
o Ektron's marketing suite on page 1115

» Creating personalized Web experiences with personas on page 1129
» Connecting visitors with targeted content on page 1147

» Measuring Web experiences with multivariate testing on page 1171
» Managing calls to action on page 1185

e Managing landing pages on page 1193

e Managing a blog platform on page 1229

» Analyzing websites on page 523

» Personalizing a Web page on page 1429

« CMS Administrator. manages the website including access to all content,
taxonomies, users, rules, and settings.
o Setting up your CMS folder structure on page 141

°o Managing content on page 637

o Working with Ektron content on page 671

o Approving content for publication on page 741

° QOrganizing content with taxonomies on page 1349

o Creating a mobile-driven Web experience on page 495
o Synchronizing servers using eSync on page 1917

o Developing wireframe templates on page 1085

o Using responsive frameworks with PageBuilder on page 1079
o Applying adaptive image resizing on page 510

o Personalizing a Web page on page 1429

o Creating and using widgets on page 1263

o Creating menus for your website on page 1331

o Creating user-friendly URLs with aliasing on page 1391
o Navigating a website with breadcrumbs on page 1423
o Working with multi-language content on page 1499

o Analyzing websites on page 523

o Defining roles on page 1573

o Creating business rules for your website on page 1465
o Working with Smart Forms on page 880

o Viewing network server diagnostics on page 2041

° Managing users and user groups on page 1547
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Getting started with Ektron

Sending notifications to a community on page 1657
Sending Web Alert emails to subscribers on page 1473

« Web Administrator. installs, upgrades, or migrates sites to Ektron and gets
Ektron ready for use.

o

o

o

o

o

o

Ektron release notes

Ektron system requirements

Installing Ektron on page 9

Upgrading to Ektron 9.10 SP3 on page 37

Securing Ektron on page 57

Setting up Ektron on page 71

Setting up search for your website on page 183

Ektron Digital Experience Hub release notes on page 491
Distributing resources with 3-tier architecture on page 167
Using LDAP with Ektron on page 1608

» Developer. writes API code, modifies ASPX pages, creates wireframe templates
with PageBuilder, and create widgets to customize your website.

o

[}

[}

[}

[}

o

o

o

Framework API

Framework UI

Templated server controls

Server controls

Strategies

Constants

Ektron Markup Language

Creating and using widgets on page 1263

For information about developing a Web strategy, see Creating a mobile-driven Web
experience on page 495.
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Installing Ektron
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Installing Ektron

For information about system requirements for the current release, see System
Requirements. If your system does not conform to them, you should upgrade before
installing or upgrading Ektron.

IMPORTANT: Each deployment has unique requirements. Ektron recommends that
you engage with a Certified Ektron Partner when making decisions about the needs
of your production environment.

License keys

IMPORTANT: Read the Ektron Perpetual License Agreement before installing
Ektron software.

Ektron controls the usage through a license key, a unique code assigned to your
domain. Your license key is included in the email that is sent when you request or
purchase Ektron.

When you login to a website that contains Ektron, it checks the license key(s) against
the domain.

If the URL of a valid license key matches the URL of the site being accessed, the
Workarea appears.

If no valid license key is found for the URL of the site being accessed, Ektron is disabled
and you must log in the with Builtin account to change the License Key.

If you have a broken license key or a license key with an incorrect base URL, an error
message appears in the Ektron Login window. The message states, “Error: A license
violation has occurred and the application is presently locked. Please see your
administrator.” If this message appears, login with the Builtin account and reenter your
license key. If the message continues to appear and you are sure you have a valid key,
contact Ektron Support.

Domains in which you can use a license key

The license key is assigned to a base URL, typically your domain name. For example, if
your domain name is www.mycompany . com, the license key follows this pattern:
WWw.mycompany.com (expdate) (Modifiers) ?1234567890.

Each domain requires its own license key. For example, to support the domains,
WWW.mycompany.com, sales.mycompany.com and support.mycompany.com, YOou need 3
license keys.

When you purchase a license key, be sure to register a domain name, not an IP
address. Although Ektron supports IP addresses, the domain that you license becomes
the required URL in the browser address. For example, if you register 192.168.0.1, you
would need to access the site as
http://192.168.0.1/somedirectory/myloginpage.aspx. Because users would
typically not identify a Web page by its IP address, register a domain name instead.
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Using Ektron without a license key

Using Ektron without a license key

For evaluation purposes, when you install Ektron, you do not need a license key. During
the installation process, leave the License Key field blank and click Next on the
License screen. This lets you use Ektron as localhost.

Inserting the license key

You are prompted to enter a license key during installation. If you do not, enter it by
choosing Workarea > Settings > Setup > Edit and completing the License Key(s)
field.

When cutting and pasting license keys, keep the full license key intact without adding or
deleting characters. License keys that are changed in any way render Ektron
inoperable.

Upgrading a license key

If you upgrade Ektron and want to replace the old license key with a new one, choose
Workarea > Settings > Setup > Edit. Next, add the license key to the License Key
(s) field. If you want to add new keys in addition to old keys, create a comma-delimited
list of keys in the License Key(s) field.

Installing Ektron

By default, the installation places files in 2 server locations:
e C:\Program Files (x86)\Ektron\CMS400vxX.sample and minimal databases,
documentation, utilities, setup files for creating additional sites.

e C:\Inetpub\wwwroot\site root. bin folder, Web services, scripts, supporting
files, uploaded files and images, graphics used in Ektron, CustomAPI, and so on.

NOTE: The bin folder stores Ektron’s binary executable files. .NET automatically
searches this folder for .dll files.

During installation, the ASPNET or IIS_WPG and IUSR users are given permission to
create folders in these directories:

e C:\Inetpub\wwwroot\site root\uploadedfiles

e C:\Inetpub\wwwroot\site root\uploadedimages

Before you install

1. Create a folder for the site. Make sure the drive and folder to which you install your
Ektron website have sufficient space. Anticipate future needs, since the site is
likely to grow over time.
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5.

Installing Ektron

Make sure that Internet Information Server (IIS) is installed on your server. See
Creating multiple websites on a single server on page 95.

Install the Application Server role on your server. For more information, see
https://technet.microsoft.com/en-us/library/cc754684.aspx.

Create an IIS site. See also: How to set up your first IIS Web site.
a. OpenIIS.
b. In the left panel, right click the Sites folder and choose Add Web Site.

c. Inthe Add Web Site dialog, insert sitename, hostname, and physical path for
the new site.

IMPORTANT: Ektron does not support the installation of nested sites, each
having its own web.config file. Nested sites can disrupt features, such as
Aliasing, Menus, and eSync.

Also, do not install the site under another application’s folder within Web
root, nor to an IIS Application under another site.

@-d|Z |8
— ‘Qﬁ Start Page
Eﬁj HOTSPAREL (HOTSPARE L Adn
----- ;i’ Application Pools
L@ Sites
1403 Default Web Site
- asprekclient

53 Qe

@ h_cutsp =
+-€P Test
€-H |z |8

%5 Start Page
=193 HOTSPAREL (HOTSPARE1}Admir
‘;* application Pocls
=] @] Sites
-3 Default Web Site
-- sl _hekcoarel a
@ Zorrect

If you are setting up one website that uses multiple Ektron servers and points to a
single database server, make sure both servers connect to the same database. This
configuration ensures that membership user registrations, forum/blog posts,
statistics, and so on, are the same on both servers. For more information, see
Setting up Ektron on page 71.

Decide which search provider you will use. See also: Search providers on page 184.
If you will use any Microsoft search provider, install it. See also: Working with
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Installing the Ektron base

Microsoft FAST search on page 458; Setting Up Microsoft Search Server 2010 on
page 317; Using Solr search on page 208

7. Enable IIS 6 metabase compatibility and ASP.NET. To do that:
a. From the Windows Control Panel, choose Programs and Features.

b. From the left panel, choose Turn Windows Features On or Off.

@"ﬁf|@ » Control Panel » Prograrns and Features - |*’3~| Sea

Tasks ;
i Uninstall or change a program

View installed updates
Teo uninstall a program, select it from the list and then click "Unil

Get new programs cnline at
Windows Marketplace

: Organize » 12 Views .-
View purchased software
-

(digital locker) MNarne Publishe
¥ Turn Windows features on or 81 Adobe Flash Player 9 Activel Adobe &

off B2 2dobe Reader 8,10 Adobe &
Eladobe® Photoshop® Alburm Starter Edition 3.2 hitkp e
L] aLPS Touch Pad Driver

.Eruadcu:ur‘n tanagermnent Programs Eroadco
[T B TR R e :

c. Click to open Internet Information Services > Web Management Tools
> IIS 6 Management Compatibility.

d. Check IIS Metabase and IIS 6 configuration compatibility.

e. Click to open Internet Information Services > World Wide Web
Services > Application Development Features.

f. Check ASP.NET.
g. Click OK.
8. Obtain a license key from Ektron. Send email to license@ektron.com.

Installing the Ektron base

1. Contact your Ektron account manager to obtain a link to download Ektron.
2. Double click the downloaded CMS400Basevreleasenumber.exe file.

3. Ektron verifies that your server has all required components. You must install any
missing ones before you can continue.
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Installing Ektron

Ektron ChA5400

E ktron CM 5400 Prerequisites Checkhst

4 Check if curent user iz an administratar

4 Check if server iz NTFS

4 Check if system is Win2008 sp2 or greater

4 Check if 15 is installed
4 Check if MET 4.5 iz installed

4 Check if 85P.MET iz installed

4. A screen displays Ektron’s License Agreement. Read it and click I Accept. If you do
not accept, the setup ends.

“ READ THIS BEFORE LOADING SOFTWARE™

ektron

OUR RIGHT TO USE THE PRODUCT DELIVERED 15 SUBJECT TO THE TERMS AND
CONDITIOMS SET OUT IM THIS LICENSE AGREEMENT. USIMNG THIS PRODUCT
SIGHIFIES vOUR AGREEMENT TO THESE TERMS. IFvOU DO NOT AGREE TO THIS
SOFTWARE LICENSE AGREEMENT, DO NOT DOWMLOAD.

CUSTOMER should carefully read the following terms and conditions befare uzing the
zoftware program(z] contained herein [the "Software"). Downloading and/ar uzsing the
Saftware or copying the Software onto CUSTOMER'S cormputer hard drive indicates
CUSTOMER S acceptance of these terms and conditions. If CUSTOMER does not agree
with the terms of this agreement. CUSTOMER should not download.

Ektron, Ihe. ["Ektron''] grants, and the CUSTOMER accepts, a nontransferable and
nonexcluzive License to uze the Software on the following terms and conditions:

1. Licenze: Licensor hereby grants to Licensee a worldwide, fully paid. royalty free,
imrevocable not-excluzive licenze [the "'License’"] to uze the following Software:

CHSA00.MET [specify Professional with number of LUIRLz and seats, or Enterprise Package
with Lnlimited Usgers and Unlimited URLs on a single server]

Lnistaf| field [ < Back H et > ‘ I Cancel J

5. Select Complete to install all components. Or, select Custom to choose which
components to install. You can also choose where to install them.
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Installing the Ektron base
Setup Type
Select the setup type to install

zetup type.

kiron

All program features will be installed. (Requires the e

ich program Featur want installed. Recommended for advanced

’ < Back H Mest > ] Cancel

6. When you click Next, the install checks for SQL or SQL Express on the server. If
SQL is not installed, a dialog prompts you to install SQL Express.

7. If you will use a remote SQL server, click Continue. If you plan to use SQL Server
on this computer, click the link on the message to install SQL Server Express 2008
R2 RTM. If you do, the Ektron installation terminates. After installing SQL Server
Express, restart the Ektron installation.
s s e IR
HoS0L Server wasdetected onthis system. SOLServer 2005 5P2 or gieateris required. |fyou planon using

a remote SQL Server, click 'Continue’to proceed. Adownload link for SOL ServerExpress 2008 B2 RTH is
provided below. Clickingthe SQL Express download link willclose the Ektion CMSA00NET mstal

Microsoft SOL Server Express 2008 F!_2 FiTh: http:/fgo. min_srosoft-. corn/fwlink/?Link|d=186753

| tontinue |

4

8. The Ready to Install the Program screen appears. Click Install. The
installation program copies files to the c:\Program Files folder.
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Installing Ektron

Heady to Install the Program

The wizard iz ready to begin installation.

ktron

Instalahiel [ < Back H Fnstall | ] Cancel

IMPORTANT: After completing the installation, further configure your
permissions based on your network security model before using Ektron.

9. Click Yes to check for updates. This verifies that you have the latest version of
Ektron.

Question

e
e

Wiould you like the install ko check For updatesy

- -

10. You might be prompted to restart your server. If so, you should restart now.
Otherwise, the installation begins.

IMPORTANT: If this dialog appears, do not run the site setup until the system
reboots.
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Installing a site

Inztall5hield Wizard Complete

ktron

A reboat of po rm in nows required to continue setup of Ch5 400,

O Yes, | want to restart my compliter now,

& Mo, | will restart my computer |ater.

Ltamatically,

izl ’ < Back ” Finizh l Cancel

After you install Ektron, the web.config file is updated as follows.

o ek_sitePath. webroot/siteroot

e ek_buildNumber. Current build number of Ektron

» ek_cmsversion. Current version of Ektron

» Connection String. Information about the database's connection to Ektron
See also: Managing web.config on page 78

Installing a site

NOTE: Continue with these steps after completing Installing the Ektron base on
page 13.

The installation copies the following folders from C:\Program Files
(x86) \Ektron\CMS400vxx to the Web root folder you specify:

« BIN

» workarea

e documentation

» uploaded files and uploaded images

» alogin page

« the Visual Studio solution file
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Installing Ektron

1. You can create a new site manually by clicking the cms400sitesetup.exe file
located in C:\Program Files (x86) \Ektron\CMS400vxx\Utilities\SiteSetup Or
by choosing Start > Programs > Ektron > CMS400vXX Utilities > CMS400
Site Setup. The Setup Type screen appears.

If you're using Windows 8 or 2012, press the Windows key (a)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

2. Choose an option and click Next.
+ CMS400 Full Installation. For setting up a new site installation.

« CMS400 Upgrade. For upgrading existing site's database and site files.
» CMS400 Database Setup. For setting up a new site database. Site files,
such as .aspx pages, are not included in this setup.

3. Inthe License Key field, enter your primary license key for Ektron. License keys
are typically emailed to your organization when you request a copy of the
application. When cutting and pasting a license key, keep it intact without adding
or deleting characters. If you do not have license keys now, you can insert them
later.

License Key

ektron

Key example: yourdomain. c

Inistallshield l < Back ” Mest » ] Cancel

4. Select a site to install. This screen does not appear the first time you run the site
setup for a starter site. If you run it again and have multiple sites, this dialog
appears.
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Installing a site

Please select demo site: E

Ektron Site Selection

ChAS400 Mingite. T his htaing the minimurm components needed to run a site.

Tyt el ’ Back l ’ Meut l Cancel

5. Select from the drop-down list the site to which you want to install Ektron. You

created the site when preparing for the Ektron installation, as documented in Step
4 of Before you install on page 11.
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Installing Ektron

Please select which site and host you would like to use

Website and Host selection

: zite and host would like ko install 5400 ta,

Default wWeh Site hd

localhost v

M| Enter Host Marually

ek

Istalshield | Bk || (New! | —

6. Enter the destination folder for the site. If your website resides in a folder other
than the default, click Browse and go to that folder. The default reflects your
selection in the previous dialog.

WARNING! Do not install under another application’s folder within the Web
root.

IMPORTANT: Ektron does not support the installation of nested sites, each
having its own web.config file. Nested sites can disrupt Ektron features, such
as Aliasing, Menus, and eSync.
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Installing a site

Browsze. ..

7. Enter the path of the Secure Asset Location. The Site Options screen appears.

IMPORTANT: If you plan to load balance several servers, make sure this path
is the same for all servers in the cluster. See also: Balancing the load on your
servers on page 99.

NOTE: Be sure the drive to which you install the asset library has sufficient
storage space plus room for growth.
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Installing Ektron

Secure Asset Storage Location

ktron

Cancel

et el [ <Back ”

8. You may see the following dialog.

Question

security purposes, This requires the Microsoft IIS Feature to be
enabled on this server, Wiould you like For the installation to enable
this and restrick access ko these specific site Folders? Select “es' to

@ Ekkron requires IP Restrictions to be set on several Folders For

conkinue or 'Mo’ to cancel the installation and configure this
rnanially,

Click Yes if you want the installation to

a. Enable IIS's IP Address and Domain Restrictions role.

b. Restrict access to the /workarea/webservices and /workarea/services
folders and the /workarea/ServerControlWs.asmx file, so they are only
accessible from localhost.

If you click No, the site installation is terminated.

For more information, see https://portal.ektron.com/kb/10234/.
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Installing a site

If you click Yes and complete the installation, you may have to grant permission to
other servers that need to access the restricted folders and file. To do this:

Go to IIS.

Choose the /workarea/webservices folder.

Choose IP Address and Domain Restrictions.

Click Add Allow Entry from the right panel

Add IP addresses for each server that will access this server's
/workarea/webservices folder.

f. Repeat Steps a through e for the /workarea/services folder and the
/workarea/ServerControlWsS.asmx file.

® oo 0D

9. On the Search Provider screen, choose the search provider you will use with
Ektron.

Ektran CMS400.MET (=3

Search Provider

kfron rl.' -: = . c - - pour IT:I=:.tn:-r'|-:i::ite.-

o Microsaft

& Micro earch Server 2010 (Full]

r 2000 [Full]

that is free to

Tristel SHield ’ < Back ” Mewt = l Cancel

See also: Working with Microsoft FAST search on page 458; Setting Up Microsoft
Search Server 2010 on page 317; Using Solr search on page 208.

10. On the Site Options screen, check each option you want to install.

NOTE: You should generate a security certificate because it lets the Ektron
Windows Service register Ektron sites with Search. Certificates also allow
content scheduling and are required for eSync.

See also:
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Installing Ektron

» Viewing network server diagnostics on page 2041.
e Managing eSync security certificates on page 1971
InstallShield Wizard “

Site Options If you

& eSync Security Certificates

k'l'l’on M Diagnostic Utiity

Descriptions:

eSync Securty:  The eSync feature requires security certificates to ensure secure communication
between servers. A tool to generate the certificates will launch after the Site
Setup is finished unning.
You can run this tool later if desired but it must be un prior to using eSync.

Diagnostic Utilty:  Provides information about servers in your Ektrion network. (CMS400.NET
server, connected database servers, and other servers with which your Web
site has an eSync or Load Balance relationship.)

| <Back || | | Cancel |

NOTE: eSync is only available if the eSync modifier is in your license key.

11. After choosing, click Install. The Moving Files dialog appears, and the following
things happen.
« files are copied to the site

» permissions are set for the site’s directories

» ASPNET, IIS_WPG, or Network Service user and IUSR are given permissions to
the directories

» the site is set up to use .NET 4.5
» web.config settings are configured
» IISis configured

Setting up a database

If you are using a separate database server, you need the following information:
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Setting up a database

Database server host name or IP address.

If the database server is on the same domain as the application server, it supports
NT or SQL authentication.

If the database server is on a separate domain from the Ektron server, it supports
SQL authentication.

You have database administrator or database creator privileges .

NOTE: Continue with these steps after completing Installing a site on page 17.

Your database contains information such as users and content blocks. The database
setup program:

checks for SQL or SQL Express server. If either is installed on your server, an
appropriate database is set up.

loads database tables

updates the web.config file with information about your database connection,
based on your responses

. You are prompted to set up a database. Click Yes.

F -
Question l J

Mote: You must be able to connect to Microsoft SQL Server 2005/2008,
SQLExpress 2008 R2 RTM, SQL Server 2012 or a SQL Azure Database to
run this setup.
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Installing Ektron

2. Enter a name for the database.

Database Name

Enter the database name pou would like setup to create.

ktron

Inistal|shield l < Back ” Nest » ] Cancel

3. Enter the Ektron administrator user's password. It cannot be admin. You may also
change the user's username if you wish.
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Setting up a database

Ektron CRAS400.MET =53]
Admin User

ktron

UserM amne:

[ristal| Shie)d [ < Back l ’ Mext » l Cancel

After completing the installation, Ektron administrators may edit these values in
the Ektron Workarea > Settings > Users screen.

The Ektron administrator user is a member of the Administrators group. Group
members have access to all Ektron Workarea screens.

4. Enter the builtin user’s password. For information about the builtin user, see
Editing the builtin username and password on page 117.
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Builtin User

update your Builtin Lzemame algo be doke in th

ktron

Canfirmn P

Installstied < Back n Meut > Cancel

5. Click Next. The SQL Server DB Setup screen appears and prompts for database
connection information.

SAL Server DB Setup

ktron

Ivehal el < Back n MHewt » Cancel
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» Server. List the database server on this system. To setup the database on this
server, accept the default. Otherwise, enter a SQL or SQL Express server that
already exists. For SQL, this would typically be (local) if it's installed on the
local server. Otherwise, enter the Server’s name. For SQL Express, enter
(local)\SQLEXPRESS.

» Username. Enter the username you will use to access the database.
» Password. Enter the password you will use to access the database.

NOTE: If you want to use NT authentication, leave the username and
password blank. This will set up a trusted connection.

After you complete the screen, the setup verifies the database connection
information. If the database name already exists, you are asked to assign a
different name. When a connection is made and the name is available, the
installation program creates a database using the provided information.

6. If you did not leave the Username and Password fields blank on the previous
screen, the following screen appears.

7. The setup verifies the database connection information. If the database name
already exists, you are asked to assign a different name. If the name does not
already exist and a connection is made, the installation program creates a
database using the provided information.

8. Click Install to begin the installation. The Setup Status screen appears.

Setup Status

is instaling CMS400.MET SDE,

kiron

ions.elntranetsbinO el

Tt Eneld
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9. When the SDK install is finished, the following screen appears. Click Finish. The
site and database setup portion of the install is complete.

InstallShield Wizard Complete

ktron

treellEisle | <Back ||

10. The following screen appears, providing information about setting up a search
provider. The message varies according to the chosen search provider.

Search Configuration: Apache Solr E

-

L ou have selected Spache Solr as the search provider for your Ektron
. site, If wou have installed the Ektron Solr Search cormponents on your
search server, you can register your site with the Ektron Solr
Sdministration console,

Please see the Ektron Reference for information an how to install the
Ektron search components and register your site,

k.

11. If you checked the eSync box in Step 9 of Installing a site on page 17, the
following dialog appears.
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2 Ektron eSync Security Configurator

Troubleshooting installation issues

— Certificate Generatar

— Generate Certificates

Site Narme: |l

Site Path:

FC:Ainetpubh T rek,

REENERNERNARERRRERERR

Wb Site [D:
Local Server Hame: SMACDOMALDT

HEHREMMMHERMRHNRERE NN

Database Server:

REENERNERNARERRRERERR

D atabaze Mame:

Dizcard Exizting Keys r

—&pply Remate Server Certificates

e FRemote Server
Certificate Folder

C:hlocal secunty certificate

Status

Manage Certz | Help

Al zitez are now configured for eSenc,

Generate

To learn about eSync security certificates, see Part 2: Generate and copy security

certificates on page 1929.

Troubleshooting installation issues

Error: Failed to Create Directory

CMS400 - InstallShield Wizard

in I13, Please perform this manually.

Q

Error: Failed to create directory ciinetpubiwswrootCMS4003ample as YWeb Application

O

The possible cause and solutions are as follows:

» User does not have permission to create objects. Grant user permission to create
objects. For information on how to, read IIS Security help topic “Setting NTFS

Permissions for a Directory or File.”
http://localhost/iishelp/iis/htm/core/iidfpsc.htm

» Host is not localhost. Install Ektron on localhost machine only.

Error: Configuration error
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Server Error in '/' Application.

Configuration Error

Description: An error occurred during the processing of & configuration fie required fo service this request. Please review fhe specific errar details below and moekty your configuration file sppropeiatety
Parser Error Message: Unrecoanized sitribute TargetFramework’ Mote that atirioute names sre case-sensithve

Source Error:

Line BO8: debugging ASP.NET files.
Line BO9: =3

Line 810: ccompilation debug="false" targetFramework="4.0">

Line E11: <buildProvi derss

Line B12: cadd extension=".htm" types="System.Web.Compilation.PageBuildProvider” />

Source File: Clinetpub\sited bweb config  Line: 510

¥ersion Information: Microsoft NET Framework Version:2 0 50727 4206,

If Ektron requires .NET 4.0, but you server has a previous version of the Microsoft .NET
framework, Install the .NET 4.0 framework.

Installing Ektron on several servers

Perform these steps on the development server.

1. Complete all steps in Before you install on page 11.
2. Download and run the Ektron installation file, cMS400Basevversionnumber. exe.

3. In Windows Explorer, create a folder to be used for development (for example,
c:/cmsdev).

a. Atthe Setup Type page, select CMS 400 (Complete).
b. On the Site Setup screen, at the Select Site drop-down, select the site you

created in Step 3, dev.example.com. At Select Host, select the host you
entered for dev.example.com.

c. On the Site Path Directory screen, browse to the ¢:\cmsdev folder.

d. Onthe Host screen, enter http://dev.example.com or an IP address. A
window prompts you to define the Asset Storage Location. Enter
C:\assetlibrary\cmsdev and C:\assetcatalog\cmsdev. The Database
Setup utility begins. (See Setting up a database on page 24.)

4. Run the Site Setup utility by choosing Start > Programs > Ektron > Utilities >
CMS400 Site Setup. This installs the site on the development server. (See
Installing a site on page 17.)

If you're using Windows 8 or 2012, press the Windows key (E)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

a. Enter your database name, cmsdev to continue the example. (Do not leave it
as localhost.)

b. Enter your database server information, then the host, user and password.
The database is created. The site is ready for use.
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c. Open Internet Explorer and go to http://your web site/login.aspx to test
the site.
d. Login to make sure the database is working.

Using the steps, install sites to your staging and production servers.

Uninstalling Ektron

Uninstalling removes all Ektron files from your server. You might want to do this if you
installed Ektron, experimented with it, and now want to remove that version and install

a clean, new version.

IMPORTANT: Do not use the Windows Add/Remove programs utility to uninstall
Ektron. Use the uninstall utility instead.

To uninstall Ektron:

1.
2. GotoC:\Program Files (x86)\Ektron\CMS400vxx\Utilities.

3.

4. From that folder, run CMSUninstaller.exe. You can uninstall specific websites, the

Close all programs that are using your Ektron website. Close all Ektron files.

Copy the CMS uninstaller folder to your desktop.

Ektron application directory, or all Ektron files.
(B cMs Uninstaller Lo e e |

CLOSE VISUAL STUDIO BEFORE CLICKING UNINSTALL!
Choose the site you want to uninstall

Ainetpub wwwroot'WOn Trek: - Remove Website

Site Version: 9.0.0.1581
Database Name: OnTrek

Remove Websites Database
[ Remowe Bltron Application directory (includes DxH)

[7] Remowe Ektron Solr Files and Services

[] Remove All Sites and Application Directory {ncludes ChcH)

Uninstall

Effect of removing a website

When you uninstall a website, the following happens.
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Installing Ektron

The IIS and Indexing Service stops.
The website's database is deleted.
The website folder's files are deleted.
The IIS and Indexing Service starts.

Effect of removing a website's database

If you check the Remove Websites Database box, the site database is removed.

Effect of removing the Ektron application directory

If you check the Remove Ektron Application directory box, the following items are
removed.

» All EKktron services
» These Program Files (x86)\Ektron directories (if they exist)

[}

[}

[}

o

[}

[e]

CMS400v76

CMS400v75

CMS400v70

Dms400
EktronWindowsService40
EktronWindowsService30
EktronWindowsService20
EktronWindowsService
EktronCmsFileHelperService
EktronNotificationServices
Plugins

CMS400SDK

» Various system directory files
» These registry entries

e}

Everything under Software\Ektron

o All StarterSite keys

[e]

SDK install key

» The base installer key

Removing search server files and services

If you check the Remove Ektron Search Server Files and Services box, the
services and files that Ektron uses for Microsoft Search Server are removed. (This
action does not remove Microsoft Search Server 2010).
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Removing all sites and application directory

If you check the Remove All Sites and Application Directory box, all Ektron files
are removed.

NOTE: After you complete the uninstall, you may need to manually remove the
AssetLibrary, EktronSearchData directories.

Removing third-party programs

To remove all third-party applications required to run Ektron, go to Windows Control
Panel > Uninstall a Program and remove these programs.

» Your search provider (for example, Microsoft Search Server 2010)

» SQL 2008 R2 Reporting Services Sharepoint 2010 Addin

» Microsoft Sync Framework 2.1 SDK

e Microsoft Visual C++ 2010 x64 Redistributable

» Microsoft Filter Pack 2.0

» Microsoft Visual C++ 2008 Redistributable

e MSXML 4.0 SP2 Parser and SDK

» Microsoft Visual C++ 2005 Redistributable (x64)

» Microsoft Server Speech Recognition Language = Tele (enUS)

» Adobe PDF iFilter for 64bit platforms

» Microsoft Chart Controls for Microsoft .NET Framework 3.5

» Microsoft Server Speech Platform Runtime (x64)

» Microsoft ASP.NET 2.0 AJAX Extensions 1.0

» Microsoft .NET Framework 4 Extended

e Microsoft .NET Framework 4 Client Profile

» Microsoft Sync Services for ADO.NET v2.0 (x64)

» Microsoft Report Viewer Redistributable 2008 SP1

» Microsoft Office 2003 Web Components

NOTE: Some applications may have been installed before you installed Ektron.

Installing help files on a local server

Beginning with Ektron Version 8.5, Ektron online help files reside in an Ektron-hosted
Web server instead of a folder on your Web server. If you block your users' workstation
access to the Internet, help files are not available, and users see an error when they
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click the help button. To remedy this issue, either change the firewall to allow access to
the internet, or install help files locally.

PREREQUISITE

* You can download files to the Ektron server.
» You can edit files in your website's siteroot folder.

Step 1: Download and install the help folder on your

Web server

1. Click the following link:
http://documentation.ektron.com/cms400/v9.30/Reference/Zip/EktronReference
.zip.

2. Download the .zip file to your Ektron server.

3. Create a folder called help in the Workarea folder, typically
inetpub/wwwroot/your-website/Workarea/.

4. Unzip the file to your Ektron help folder, typically inetpub/wwwroot/your-
website/Workarea/help. (You can install help to any website folder.)

NOTE: If you installed help to another folder, replace the web.config default
value with the complete URL to that folder. For example: <add key="ek
helpbDomainPrefix" value="http://www.example.com/help" />

Step 2: Change your website's web.config file

1. Edit your siteroot/web.config file.
2. Find ek helpDomainPrefix.

3. If you installed the help folder to this website's Workarea folder, remove the path
value. For example:

<add key="ek helpDomainPrefix" value=""/>

If you installed help to another folder, replace the default value with the complete
URL to that folder.
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Chapter 3

Upgrading to Ektron 9.10
SP3

Ektron Reference | 37




Upgrading to Ektron 9.10 SP3

The upgrade procedure copies Ektron’s latest features to your Web server. Ektron is
installed to its own folder, C:\Program Files (x86)\Ektron\CMS400v91. This means
Ektron can coexist with previous versions on the same machine—the template
directories are independent.

If you are upgrading from version 8.00 or higher, follow the instructions in this section.
If you are upgrading from an Ektron version prior to 8.00 and need assistance, please
contact Ektron technical support.

For information about the current release's system requirements, see System
Requirements. If necessary, upgrade your infrastructure before beginning the Ektron
upgrade.

Consider the following information before upgrading:

« Warning! During the upgrade procedure, your website’s Bin, Workarea and
Documentation folders are removed. Any customized files in these folders will be
lost. Only store custom files in these folders when absolutely necessary. Even then,
keep a backup file in another folder.

 Important! You cannot upgrade Ektron sample or starter sites because they are
designed to demonstrate the product's latest features, so each version is uniquely
created to support a release.

« Important! Each deployment has unique requirements. Ektron recommends that
you engage with a Certified Ektron Partner when making decisions about the needs
of your production environment.

The Site Setup utility uses files in the cMS400v9x base folder to create and upgrade
Ektron sites. The base folder contains these subfolders.
» AssetManagement. Folders and files for the Document Management Functionality
e Bin. Required .NET assemblies
e CMSServiceUpdate. Files to update your services

» CommonFiles. Application Global Resources, Web References and Starter
Application files

* Documentation. Documentation. The site setup procedure copies this directory to
the workarea directory when setting up a site.

e EktronAsyncProcessor Service. Files needed to add Asynchronous Processor for
Web Alerts

e StarterSites. Files for starter sites that have been added
e StudioHelp. Files for adding API help to Visual Studio
» SyncUpdate. Files to update eSync

e Utilities. Utilities for
° database upgrade

o database application strings update
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Backing up databases

° email encrypt password tool
° a setup SharePoint Portal
o Document Management Registration tool
° Load Balancing service files
» Workarea. Scripts used for the Workarea

NOTE: The contents of this folder are later copied to a website folder, typically
in the Web server’s Web root. The sample provides a good way to learn how to
work with an Ektron site.

Backing up databases

To protect your database, back it up before upgrading. During the upgrade, Ektron
attempts to back up your database. If that fails, use the following MSDN link for
instructions on backing up and restoring your database via SQL Server.

 Backup SQL Server

NOTE: On that web page, links for restoring a backed-up database are at the
bottom of MSDN resources.

Before restoring a SQL database, either stop the Ektron Windows service or force all
connections closed. You need to do this because the Ektron Windows Service accesses
the database. To view and update the status of the service, go to Computer
Management > Services and Applications > Services. For more information, see
Handling background processing functions with the Ektron Windows Service on

page 136.

Upgrade overview

The upgrade procedure performs these tasks.

1. Installs new files to new directories. See also: Installing the Ektron base on
page 13.
2. Removes the following folders (and their subfolders) from and copies new folders
to your site directory.
e bin
o workarea
e Documentation

WARNING! Any customized files in these folders will be lost. So, only store
custom files in these folders when absolutely necessary. Even then, keep a
backup of customized files in another folder.

3. Updates the web.configfile.
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Updates your databases using the upgrade and language update utilities.

NOTE: The upgrade automatically starts the IIS and Search services.

Performing the upgrade

1.

If you have not done so already, install a Search provider. You must use an
external search provider if you want to use search with Ektron. See also: Setting up
search for your website on page 183.

. Copy the Assets folder.

NOTE: This step is only relevant if you are using Microsoft Search Server 2010
on a server that is different from your Ektron server.

For Microsoft Search Server 2010 to index your Ektron assets, they must be copied
from the Web server to the Search Server. This process is handled in the
background once your site is up and running. However, if your site has a large
number of assets, the initial copy may get clogged. To avoid this problem, inspect
the size of your Ektron site's Assets folder. If it exceeds 1 gigabyte, follow these
steps. Failure to do so may result in errors.

a. Create a folder on your search server to hold the assets. The folder's path
must match the path to your Ektron site's Assets folder and include
EktronSearchData between Cc:\ and the beginning of the path.

For example, if your site's Assets folder is
C:\inetpub\wwwroot\OnTrek85\Assets, create a folder on your Search
Server named C:\EktronSearchData\inetpub\wwwroot\OnTrek85\Assets.

b. Copy the Assets folder from your Ektron site folder to the Search Server folder
you created in Step a.

. Follow the steps of the installation procedure, Installing the Ektron base on

page 13, which instruct you to install Ektron and restart your server. Continue to
the next step when the Site Setup Selection appears.

. The Setup wizard appears. (If this screen does not appear, launch it by following

this path from the Windows Start menu: Start > Programs > Ektron >
CMS400vxx > Utilities > Site Setup. If you're using Windows 8 or 2012, press

the Windows key (a)/Q then enter CMS400 Site Setup.)
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CMS400 Setup Wizard

b

Thank youfor installing EMS400. The following wizard will allow you to setup; upgrade; ar reihstall

k'['ron 2 CMS 400 site.

Ektron CMS400.MET

Setup Type

Select the setup type that best suits vour needs.

A Pleaze zelect which zetup tupe youwould ke to use fram the fallawing:
ekfron

& CWS400 Full Installation
O ChiS400 Upgrade
& CM5400 Database Setup
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6. Choose an application directory. If you are not sure, use the default (C:\Program
Files (x86) \Ektron\CMS400vxx). This directory stores Ektron components and
utilities.

NOTE: This dialog appears only if Setup cannot detect the location of the site’s
application directory.

CM5400 Application Directory

wour CM5400 Spplhication Directary. Thiz iz tpically under your Program FileshEkton

ktron

Browse. .

7. If your server operating system accommodates multiple websites, select the site to
which you want to upgrade Ektron. Otherwise, accept the default.
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Please select which site and host you would like to use

Website and Host selection

ktron

Default ‘wWeh Site hd

localhost A

M| Enter Host Manually

8. Select the path of the website you are upgrading. Note that the upgrade only
updates the web.config file, Ektron assembly files, and Web services/Workarea
components. It does not update your templates nor other files not mentioned
above.

el | Bak ||
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Site Path Directory

Please select the directory where your CMS400 site is located. This upgrade will only update
kfron Ektron CMS files. All user added templates, fles and folders will remain untouched.

estination Foldgfpr—morommmmm—m—mmm——— o - — oo
c:\inetpubhwanaroot

9. The following message appears. Click Yes to back up your site.

WARNING! Ektron strongly recommends backing up your site before
continuing the upgrade. If you choose No and the upgrade fails, you cannot
revert the files to their original state.

@ Wiould wou like the install to backup wvour site? IF not, it is

recommended you back it up now before continuing.

10. If you choose to back up your site, a dialog asks where to store the backup, and
provides a suggested folder.

44 | Ektron 9.10 SP3




Performing the upgrade

Ektron CMS5400.NET
Site Backup

& you want your site bo be backed upcto.

Browsze...

11. If you chose to back up your site, you may see the following dialog.

Queskion

security purposes, This requires the Microsaft 115 Feature bo be
enabled on this server, Would vou like For the installation to enable
this and restrick access to these specific site Folders? Select "es' to

@ Ekkron requires IP Restrictions to be set on several folders For

conkinue of 'No' ko cancel the installation and configure this
manually.

Click Yes if you want the installation to

a. Enable IIS's IP Address and Domain Restrictions role.

b. Restrict access to the /workarea/webservices and /workarea/services
folders and the /workarea/ServerControlWs.asmx file, so they are only
accessible from localhost.

If you click No, the site installation is terminated.

For more information, see https://portal.ektron.com/kb/10234/.
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If you click Yes and complete the installation, you may have to grant permission to
other servers that need to access the restricted folders and file. To do this:

Go to IIS.

Choose the /workarea/webservices folder.

Choose IP Address and Domain Restrictions.

Click Add Allow Entry from the right panel

Add IP addresses for each server that will access this server's
/workarea/webservices folder.

f. Repeat Steps a through e for the /workarea/services folder and the

/workarea/ServerControlWsS. asnx file.

12. On the Search Provider screen, determine which search provider you will use with
Ektron.

Ektron CMS400.MET 23]

Search Provider

P a0 o

ktron

2 Micr

& Micre

ion that is free to

rarealiS izl ’ < Back ” Mewt > l Cancel

See also: Setting up search for your website on page 183.

13. The Site Options screen appears. Check the box next to each option you want to
install. Boxes are grayed out if an option is not available for your site. See also:
» Viewing network server diagnostics on page 2041

» an eSync security certificate. See also: Managing eSync security certificates
on page 1971.

» Using Ektron’s Developer SDK
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14. After choosing, click Install.

15.

16.

17.

NOTE:

eSync is only available if you have the eSync modifier in your license key. SDK
is only available if Visual Studio 2010 is installed on your server.

Installshield Wizard x|
Site Dplions

ktron

it sebup for t

PCI Compliance:

Inistal Efield

< Back n [rstall Cancel

You are asked if you want to update your siteroot/widgets directory. Click Yes
to install the latest widgets. Before doing so, rename any customized widgets in
that folder; otherwise, they will be overwritten.

You are notified that files are moving to the starter site directory. The Choose
Destination Location screen appears.

Enter the path to your AssetManagement Directory.

NOTE: This dialog appears only if the upgrade cannot find the
AssetManagement directory.
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CM5400 - InstallShield Wizard

Choose Destination Location

Select folder where zetup will install files.

Fleaze enter the the path bo wour current &zzeth anagerment Directan).

C: M netpubbissnaroothCh S 400E s ampletd zzethd anagemen

Browse. ..

< Back " Mest = ][ Cancel

18. If you chose to do so, your site is backed up. Next, the bin, Workarea and other
files are updated. Any missing permissions or Index catalogs are added.

WARNING! The previous version’s bin and Workarea folders are removed from
your website. Any customized files within these folders are lost. Do not store
custom files in them unless absolutely necessary. Even then, always keep a
backup file in another folder.

19. Yourweb.config file is updated with information needed to run Ektron. If other
applications use the web.config file, their sections are unaffected.

20. A dialog asks if you want to upgrade the database. Select Yes to upgrade. If you
select No, the site will not work properly until the database upgrade has been run.
To upgrade the database at a later time, run the Site Setup and select Database
Upgrade. The site setup is located in Start > Programs > Ektron >
CMS400vxX > Utilities > CMS400 Site Setup. If you're using Windows 8 or

2012, press the Windows key (E)/Q then enter CMS400 Site Setup.
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21. If you selected yes, the Database Upgrade Wizard appears. Click Install.

CM5400 Database Upgrade

to upgrade your CM5400 Databaze.
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22. This screen prompts for database connection information.

Ektron CMS400.MET
SAL Server DB Setup

“op [sMacDoNALDY

Inistallshield l < Back H Hext > l Caticel

Server. List the database server on this system. To set up the database on this
server, accept the default. Otherwise, enter a SQL or SQL Express server that
already exists. For SQL, this would typically be (local) if it’s installed on the local
server. Otherwise, enter the Server’s name. For SQL Express, enter
(local)\SQLEXPRESS.

NOTE: This dialog appears if you are using SQL Authentication. If you are using
Windows Authentication, skip to the next step.

23. A dialog appears asking you to back up your database. See also: Backing up
databases on page 39
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24. If you clicked Yes, select the location of your database backup. If this path does
not exist on your database machine, the backup will fail. Otherwise, skip to the
next step.

Database Backup Directory

kiron

Mext >

IMPORTANT: If the backup fails, the following message appears: Warning!
The install could not backup your database. Please manually back it
up now before continuing. You should manually back up your database
before clicking OK.

25. If your license key was not generated for the 9.x Release, you are prompted to
enter a 9.x license key. If you do not have an 9.x license key:
o Complete the upgrade.

» Obtain a 9.x license key from Ektron (send email to license@ektron.com).

» Log in as builtin user. See also: Editing the builtin username and password on
page 117.

» Insert the key into the Settings > Configuration > Setup screen's >
General tab >License Key(s) field.

26. If you selected Microsoft Search Server as a search provider, the following screen
appears.
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I@ The Microsoft Search Server needs to be upgraded for your search to
‘' have the latest updates. Please run the C:\Program Files
~ (x86)\Ektron\ CMS400vB5" Utilities\SearchServer\EktronSearchConfigurat
icn.exe on your Microsoft Search Server. If this has already been done

then click yes to re-register your website,

» If you have already upgraded the search server to use the Ektron 9.10 SP3
Search components, click Yes. (This would typically be the case when an
Ektron site on the server is already using search).

» If you have not set up a search provider, or the Ektron search components
have not yet been installed or upgraded to Ektron 9.10 SP3, click No.

After completing the Ektron CMS installation, install the search provider and
the Ektron 9.10 SP3 search components.

If you chose Solr, the following dialog appears. Click OK.

-

Search Configuration: Apache Solr @

Iﬁl YWou have selected Spache Solr as the search provider for your Ektron
W site. If wou have installed the Ektron Solr Search components on your
~ search server, ywou can register ywour site with the Ektron Solr
Sdministration consale,

Please see the Ektron Reference for information an how to install the
Ektron search components and register your site,

To complete the search setup, log on to the search server, click the Windows Start
menu > All Programs > Ektron > CMS400Vxx > Utilities > Search

Configuration. If you're using Windows 8 or 2012, press the Windows key (E
)/ Q then enter Search Configuration.

The Connection Information screen appears. See also:

o Installing Solr on a single on-premises (local) server on page 220
o Setting up Microsoft Search Server 2010 Express on page 309
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o Setting Up Microsoft Search Server 2010 on page 317
o Working with Microsoft FAST search on page 458
After upgrading your site and rebuilding the solution, you are ready to use Ektron.

If you did not run the database upgrade or language update during the installation, you
need to do it manually. The next sections explain how to do that.

Troubleshooting upgrade problems

Problem 1: After upgrade, Ektron does not load properly. Also, an error icon appears
next to your templates when you open the project in Visual Studio.NET. The problem is
that your .NET references need to be updated.

B ERF-.

Solution Explorer - CMS4005am... & X

HE EHE o &

M1 SFRD *&j

# ] uploadedfiles |
- ] uploadedmages
#  wrlfiles

a ¥ AssemblyInfo.vb
&%) Corract-Ektron,aspx
a %) default.css

a2 ekealendar,css

&@ eventcalendar . aspo
&3] Form.aspe

a2 br.aspe

&2 index, asps

ﬂ@ Login. aspe

a2 news. asp

&@ MevesFeed. aspe
EYa fProducts aopx
a1 ProdurtsFred. asn

-2

& ]
Froperties a

I Drmiliirboc acnu  Fila Dranosbios - |

o

Solution 1: To verify the problem, open the Ektron solution file in Visual Studio.NET
(webroot\siteroot\cms400sitename.sln; for example, cms400Intranet.sln) and
look at the template files. If your references are broken (as shown in the sample screen
on the left), delete all Ektron references. Then, add new references with the same name
from the webroot\siteroot\bin folder.
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Problem 2: When viewing a page containing Ektron server controls or API calls, the
page returns a fatal error Compiler failed with Error Code 2000. Detailed compiler
output may say Fatal error BC2000: compiler initialization failed unexpectedly:
The filename, directory name, or volume label syntax is incorrect. This error
message might appear after an upgrade.

Solution 2: To remove the error message, open up your site's .sln file in Visual Studio.
Then, rebuild the solution using the Build > Rebuild solution menu option.

In this case, the error can be resolved by correcting the database settings in
web.config.

NOTE: To use SQL Authentication with Microsoft SQL server (as opposed to
Windows Authentication), you must have the database 'Security' properties set to
allow "Windows and SQL Authentication." After changing this setting, you must
restart SQL Server for it to take effect.

Problem 3: After upgrading from Ektron version 4.8 or earlier, Metadata is no longer
applied or required when adding or editing content.

Solution 3: In Ektron version 4.8 or earlier, Metadata is applied globally. In later
versions, metadata is applied to each folder individually. Child folders can inherit the
metadata from a parent folder or they can have their own metadata settings. To set the
metadata settings back to global:

In the Workarea, click the site root folder.

Next, choose View > Folder Properties.

Click Edit Properties.

Click the Metadata tab.

Check the all of the appropriate check boxes for Assigned and Required
Metadata.

6. Click Save.

If you have not broken inheritance on any of the folders, your metadata settings are
applied globally.

ua A W N =

UTC datetime storage in the database

If you upgrade from an older version of Ektron, the UTC Converter is automatically run
after the database upgrade is complete.

Dates in the CMS are stored in UTC rather than in the server time zone, and display in
the local user’s selected time zone. The dates default back to the server time zone if the
user is not logged in.
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UTC Converter
Im arder to complete your upgrade, all dates in the database must be converted to UTC.

Site Information

Site: [E:\Bictron’\92utcOntrelk \wwwrot] ~

Connection:  server={ocal);database=532tcOnTrek

Time Zone
(@ Web Server and Database Server are in the same time zone.

(") Web Server and Database Server are in different time zones. | wart to select:

Run Close

1. Choose one of the Ektron sites from a provided list.
2. Choose the time zone from which to convert data.
3. Click Run. The conversion occurs and UTC automatically closes.

NOTE: If UTC Converter is opened while running an upgrade, you are not
permitted to change the "Site."

After installation, you can find the UTC converter at C: \Program Files
(x86) \Ektron\CMS400v93\Utilities\UTCConversion\UTCConverter.
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Securing Ektron

WARNING! Securing your Ektron site is critical to you and to anyone using your
site. Failure to implement security measures can make your site vulnerable to cyber-
attacks and other security threats. You should complete the actions in this section to

make Ektron as secure as possible.

Security updates are available for Ektron versions 8.02, 8.5, 8.6, 8.6.1, 8.7, 9.00,
9.10, and 9.20, including all service packs from 8.02 to 9.10 SP2. For information,

see Security Update 3.

» Change the password for the Admin and Builtin users.
o Do not use easy-to-guess passwords (because thieves use automatic
programs to test for easy passwords).
o Do not use passwords that you use for other systems (because if thieves gain
access to passwords on one system, they will try them on others).
» Update browsers to take advantage of advances in technology (including security).
» Apply available service packs and updates for CMS, .NET, and Windows.

Changing the admin password

NOTE: If you changed the admin password during site setup, you do not need to
change it again.

IMPORTANT: You should create your own Administrator user and delete the Admin
user. Also, delete unnecessary users from Ektron.

In the Workarea, choose Settings > Users.

Click the Admin user.

Click Edit Users.

Enter the new password in the Password and Confirm Password fields.

Click Save.

ua »h W N =

Changing the builtin password

NOTE: If you changed the builtin user password during the site setup, you do not
need to change it again. See Editing the builtin username and password on page 117
for additional information. Also, the “builtin” user does not appear in the Users list.
This user appears on the application setup screen.

. Workarea > Settings > Configurations > Setup.
. Click Edit.

1

2

3. Find the Built In User field.

4. Enter the new password in the Password and Confirm Password fields.
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Changing the everyone group permissions

5. Click Update.

NOTE: If you cannot sign in to Ektron because the builtin user password was
changed and you do not know the new password, use the
BuiltinAccountReset.exe utility. This resets your Ektron user / password to
Builtin / Builtin. This utility is located in C:\Program Files

(x86) \Ektron\CMS400versionnumber\Utilities.

Changing the everyone group permissions

By default, the root folder in Workarea provides the Everyone Group with all
permissions except Overwrite Library. You should review the permission needs of the
Everyone Group when you add a folder. See also: Managing folder and content
permissions on page 160.

1. Go to Workarea > Folders > Folders. The View Contents for Folder "Root"
appears.

2. Choose View > Properties.

3. Choose View Permissions (f@). The View Permissions for Folder "Root" appears.

4. Click on the Everyone group. The Edit Permissions for Folder "Root" appears.

ekiron
870 (Build 5.7.0.05¢

Edit Permissions for the Folder "Root”

= & Folders £ || uPDATE @

ite
== Content Standard Advanced
Campaigns
&= Client
Client Quot &8 CNS user group Read On Edit Add Delete Restore Library Read Only Add Images Add Files Add Hyperlinks ervirite Library
Client Testimonial:
Communi ity
Company Everyone E

My Accoun it Enable All Disable All

EEBE EEDEB
T
3

Taxonomies
Collections

Menus

5. Check the permissions that you want and click Update.

Removing sample users and sample membership
users

Ektron includes sample CMS users and membership users for evaluation and
demonstration purposes. Remove these users when they are no longer needed.
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 CMS users have access to the Workarea and can be content authors,
administrators or developers. These users count towards the number of users in
your license.

 Membership users are typically people who only interact with your website but
have limited privileges to Ektron. They cannot use the Workarea and do not count
towards the number of users in your license.

NOTE: Some users in the following lists might not appear in your user list. Also, you
might have sample users that appear in your users lists. This depends on your
Ektron version.

Ektron users. See also: Managing users and user groups on page 1547
o jedit
o tbrown
o jsmith
° Vs
Membership users. See also: Membership users and groups on page 1617
°© jmember
°© member@example.com
° north
° supermember
° west

Removing Ektron users

1. Inthe Workarea, choose Settings > Users.

2. Check the box next to each user that you want to remove.
3. Click Delete (J%).
4

. Click OK.

Removing membership users

1. Inthe Workarea, choose Settings > Community Management >
Memberships > Users.

2. Check the box next to each user that you want to remove.
3. Click Delete (3%).

4. Click OK.

Disallowing group user accounts
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Securing services

A group account is an account used by more than one person to log in to Ektron using
the same username and password. This is a serious security issue because it prevents
you from tracking user activities in your Workarea. Group accounts violate Ektron's
license agreement.

Securing services

IMPORTANT: Typically, the \workarea\services\path is used in 3-tier
implementations. Review your site architecture and configure access to support
accordingly.

You need to restrict services to specific IP addresses in IIS 7.

1. From the Windows Start menu, choose Run, then type INETMGR. If you're using

Windows 8 or 2012, press the Windows key (ﬂ) /Q then enter INETMGR. IIS
Manager appears.

2. Go to your website > Workarea > services.
3. Double click IP Address and Domain Restrictions.

'!EInternet Information Services (I1S) Manager (=]
@& Y [ S » WIN-TSUK92QASAV b Sites b sitel b Workarea P services b | & L@ -
File  View Help
Q- | ~ Workarea/services Home
Nl = |"_ l&. o svui] Open Feature
- o N I I e —
Filter: - Go - g Show Al |Grcupby: _ 42 Explore
- A Edit Permissions,
= |
O B E—
= h ) Manage Folder “
ASP Authentication Authorization Compression
“| LoAP Rules Browse Folder
~| Localization :|_ Browse site1 on *:80 (http)
~| MobileDevicePreview = =) H &3 =
= MyMWorkspace Default Directory  Error Pages Failed Request Online Help
= 3 _ Document Browsing Tracing Rules
_| Motifications
~| Packaging p B
~| PageBuilder éﬂ Gz
| Personalization Handler ~ HTTP Redirect
_| PrivateData Mappings
| resources B
e =
Logging MIME Types
Caching
! subscriptions = %
sync "
= TargetedContent Reguest S5L Settings
B Filtering
template
| threadeddisc
- Management
- Configuration
Editor
-
T .. -
ol : - | » [ =] Features View i |z Content View
Ready eﬂ_:g

4. Inthe Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog
box appears.
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5. Select Specific IP Address, enter the IP address of the Web server, and click OK.

Add Allow Restriction Rule d A

Allow access for the following IF address or domain name:

{* Spedfic IP address:

|111.22.3.4|

" 1P address range:

Mask ar Prefix:

oK I Cancel

6. In action pane, click Edit Feature Settings. The Edit IP and Domain Restrictions
Settings dialog box appears.
7. Choose Deny from the drop-down and click OK.

Access for unspedfied dients:

Allow j

Allow

Securing WebServices

You need to restrict Web services to specific IP addresses in IIS 7.

1. From the Windows Start menu, choose Run, then type INETMGR. If you're using

Windows 8 or 2012, press the Windows key (E) /Q then enter INETMGR. IIS
Manager appears.
2. Go to your website > Workarea > webservices.
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Double click on IP Address and Domain Restrictions.

File View Help
0l |2 Workarea/webservices Home
S | sl |55, —_ 2 Explore
_| MyWarkspace < ; _ == Edit Permissions. ..
| Notfications Filter: - Go ~\znShow All | Groupby: Area - -
"| Packaging ASP.NET = Manage Folder -
" | PageBuilder . Browse Folder
| Personalization =0 :&’ G [0 9,,1 Erowse smacdonald 1 on
~| PrivateData L] il =Y 192.168.14.23:80 (http)
resources NET NET .MET Error .NET {NET Profile  .NET Trust —
= search Authorizati,..  Compilation Pages Globalization Levels "q' Help
= _ Online Help
| SEO —_— =
e s W B & [
= g Application Connection  Machine Key  Pagesand  Session State  SMTP E-mail
_| S50 Settings Strings Controls
~| subscriptions
-] sync
~| TargetedContent s
~| template ~
7 threadeddisc -] ;w;‘ =0 ce1 \@
= e} : [
_| ToDo - i o y
Tree ASP Authentication Authorization CGL Compression Default
- . Rules Document
~| UrlAliasing
_| UserProfile — ="_ = . E=h -
= priy b % 2
=| Wamenu ES & ﬂ;@ <‘F_ﬂ e =
Directory Error Pages Falled Request  Handler HTTP Redirect HTTP
Browsing Tracing Rules Mappings Respo...
| Widgets . W E= e %r;ﬂ - E.'ﬂ =
-] Xed LS = i =t o =
-] ¥t IF Address Logging MIME Types Modules Output Regquest
- XmlFiles 1 and Dom... Caching Filtering
3 oA [~ |
B[] temp hd §
Ready

box appears.

OK.
Add Allow Restriction Rule

Allow access for the following IP address or domain name:

¥ Specfic IP address:

|111.12.3.4l

™ IP address range:

Mask or Prefix:

[ o |

4z

In the Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog

Select Specific IP Address, enter the IP address of the Web server, then click

2%

Cancel
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6. In action pane, click Edit Feature Settings. The Edit IP and Domain Restrictions
Settings dialog box appears.

7. Choose Deny from the drop-down and click OK.

Access for unspedfied dients:

Allow j

Allow
Ok I Cancel |

Securing ServerControlWS.asmx

1. From the Windows Start menu, choose Run, then type INETMGR. If you're using

Windows 8 or 2012, press the Windows key (E) /Q then enter INETMGR. IIS
Manager appears.

2. Goto your website > Workarea.
Click Content View at the bottom of the window.
4. Right click ServerControlWS.asmx and choose Switch to Features View.

File View Help

(6]

@ |78 ~ Workarea Content 5 ServercontrolWs asmy
e Tp—— Tasks
¥ minsite
T onTrek Filer: ~ (e - GishowAll |Graupby: No Grouping - ASP.NET Web Service
-] App_Browsers MName = [ Type | [=] switch to Features View
| App_Code <] reterror.aspx.cs Visual C# Source file =
| App_Data |Z| Roles.aspx ASP.NET Server Page Browse
“| App_GlobalResources ] Roles. aspx.cs Visual C# Source file Edit Permissions. ..
_ App_WebReferences ] Seesmic.asmx ASP.MET Web Service Last Modified: 3/25/2013 1:46:34
,j selectcreatecontent.aspx ASP.MET Server Page PM
] selectrreatecontent. aspx.cs Visual C# Source file Size: 0.06 KB
.j SelectFolder.aspx ASP.MET Server Page
) i3 Refresh
‘ﬁ SelectFolder.aspx.cs Visual C# Source file =
.j selectusergroup.aspx ASP.MET Server Page ‘@' Help
o] .CS Visual C# Source file Online Help
’: = - = Switch to Features View Page
‘ﬁ setcookie.aspx.cs TorT= e file
.j Settings. aspx ) 3 Page
&) settings.aspy.cs Edit Permissions. .. - fle J
,j share.aspx 3 Refresh Page
(g share.aspx.cs  — f=fie
%] showcontent. aspx @ Hep Page
] showcontent. aspx.cs Online Help e file
e ,j signature.aspx P SET Page _'LI
- B R -
>3 i [ »
- wwwroot - =
o [ o e
Ready Gi:g
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5. Double click IP Address and Domain Restrictions.

File View Help

@- 0| l@g] ServerControlWS.asmx Home
- |2 |8 Manage Folder -
PrivateData - =
= resources Filter: - [ co - \shshow All | Groupby: Area - - Browse Folder
= == Browse smacdonald1 on
. ppiication onnection achine Key Bges an ESSI0n -mail
= ::z'ch Settings Strings Controls = 192.168.14.23:30 (http)
(-] services L@j Help
(-] soundmanager s Online Help
[~ | S50 _ -
- | subscriptions Qz ;\;. =N \f@ i
| sync = i B . 9
TargetedContent ASP Authentication Authorization CGL Compression Default
= template Rules Document
B-[ ] threadeddisc — = T ==
e £ B & B &
= TrIEE‘. . Directory Error Pages Falled Request  Handler ~ HTTP Redirect HTTP
B[] UrlAliasing Browsing Tracing Rules Mappings Respo...
B~ UserProfile
- | wamenu . W = =% el - =
[~ | WebCalendar ﬂ‘g Hi j)l'\ C::!?EI g"ﬁ ==
| webservices IP Address Logging MIME Types Modules Output Request
| Widgets and Dom. .. Caching Filtering
| ¥sd — =
B[] Xslt g -
- #] ServerControlWs.asmx :
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- QA Authori. .
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q Content View
Ready =K

6. Inthe Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog
box appears.

7. Select Specific IP Address.
8. Enter the IP address of the Web server and then click OK.

Add Allow Restriction Rule 2=l

Allow access for the following IP address or domain name:

¥ Spedfic IP address:

|111.12.3.4l

™ IP address range:

Mask ar Prefix:

a4 I Cancel

9. In action pane, click Edit Feature Settings. The Edit IP and Domain Restrictions
Settings dialog box appears.

Ektron Reference | 65




Securing Ektron

10. Choose Deny from the drop-down and click OK.

Access for unspedfied dients:

Allow j

Allow
QK I Cancel |

Securing assets and user folders

As of version 8.50, user data is no longer indexed directly under the Assets folder. The
/users/ folder may expose user data, such as your users email addresses, when
browsing to this folder. Prevention was made within the Ektron handlers to address this
issue in version 8.00, but you should review and remove the following folder [site
root]\Assets\users if you have version 8.50 or later. If the users folder exits, you
should delete it.

Defining the default file types for assets

Enable only file types that your website needs to support.

1. Go to Workarea > Settings > Configuration > Asset Server Setup.
2. Click Edit File Types ().

3. Add or remove file types that your website needs.

4. Click Save (&).

Enabling firewall use

» Only open port 80 for standard websites. If you enable SSL, open port 443 also.

» If you need FTP, open port 21, but restrict access to IP addresses that need to FTP
access to your server. The same applies for SFTP, FTPES, SSH for their respective
ports.

» Do not open remote desktop ports, SQL ports, SMTP ports, or any other port unless
absolutely necessary. Instead, use a VPN tunnel through the firewall for access to
these services. Even FTP can be made accessible through a VPN tunnel.

Setting up SSL
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Setting up SSL

Ektron strongly recommends configuring a secure socket layer (SSL), especially if you
are using Active Directory integration. SSL encrypts user names and passwords during
transmissions to the Ektron server that are otherwise sent as clear text. See Updating
web.config to use SSL on page 77.

If your Web server does not have an SSL certificate, install one. If you set up an SSL
certificate and configure Ektron to use it, the login page is launched in a Secure Socket
Layer.

After completing this procedure, the Ektron Workarea and your website require the
https protocol—URLs beginning with http no longer work.

To set up SSL for Ektron:

PREREQUISITE

Your server has an SSL certificate. See http://technet.microsoft.com/en-
us/library/cc731977%28v=ws.10%?29.aspx.

1. Open the siteroot\web.config file.
2. Setthe value of ek UseSSL to true.

3. Setthevalue of ek SSL Port to the server port that you want to use for SSL
communications.

4. Setthe value of ek ecom ComplianceMode to true.
5. Save siteroot\web.config.

6. Configure IIS so that your site uses SSL only. To do this:
a. Open IIS Manager.

Select your Ektron website.

From the right panel, select Bindings.

Click Add.

In the Type drop-down, choose https.

In the SSL certificate drop-down, choose your server's SSL certificate.
Click OK.

From the IIS Manager's center panel, click SSL settings.

Check Require SSL.

See also: How to Set Up SSL on a Server.

79 ~0 20 T

7. If you are using a self-signed certificate, follow these additional steps.

Open IIS Manager.

Select your Ektron website.

From the right panel, select Bindings.

Select https and click Edit.

On the Edit Site Binding screen, click View....

® oo oD

Ektron Reference | 67



http://technet.microsoft.com/en-us/library/cc731977(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc731977(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc771438(v=ws.10).aspx

Securing Ektron

f. On the General tab, copy the value next to Issued by.

Certificate

General | petails | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
+ Al issuance policies

Issued to:

Essued by: ahc-serverﬂ

valid from &/ 21} 2011 to & 15 2021

‘f':' You have a private key that corresponds to this certificate.

g. Open your Windows host file.
h. Insert the URL copied in Step 7f.

Additional security measures

The following measures are also recommended.

» Encrypt cookies in web.config.

<add key="ek EnableCookieEncryption" value="true" />

NOTE: After making this change, you must reset IIS.

« Enable Captcha for new user signup and other membership features. Captcha
prevents automated tools from creating unwanted data and traffic on your site. Set
the Membership server control's EnableCaptcha property to true. See
Membership Properties.

« Enable IP filtering on all FTP sites, and WWW sites as needed. Use Ipsec filters to
accomplish this. See How to configure TCP/IP filtering in Windows 2000.

» Install needed services only (for example, FTP, www, SMTP, NNTP).
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Additional security measures

» If you make a backup of web.config, do not use another extension. The .config
extension is secured, but another extension may make the backup file readable.
(For example, web.BAK.config is secured, but web.config.BAK is not!)

» Remove test scripts you may have left on your site.

» If you zip up databases and code, do not leave . zip files on your site.
» Do not use IIS on a domain controller.

» Never use virtual directories across servers.

» Never install websites on the system drive.

 Remove NTFS write permissions wherever possible. See How IT Works: NTFS
Permissions.

» Configure a default website with extremely secure settings (for example, require
SSL, Integrated Windows authentication only, accessible from only one IP, NTFS
permissions to none on an empty home directory, and so on), then stop the site.
This results in a broken default website that 80% of hackers will blindly attack
instead of your real website.

» Configure websites so that the host header matches the site's DNS name. Do this
for both HTTP and HTTPS. Do not configure the default website with host
header. This should prevent 90% of automated hacking tools from working by
sending them to your crippled default website. To do this:

1. Open IIS Manager.

Right-click your website icon.

On the Web Site tab, click Advanced.

Click the IP Address then Edit.

Enter the host header in the Host Header field.
6. Click OK to save.

» Enable IIS auditing.

» Enable W3 extended logging. Verify that the logged information is appropriate.
Consider enabling the following items:
o Date and time

ik

o IP address of client
o IP address of server
° Server port
o Username
o HTTP method used to access your site
o URI Stern
o URI Query
° Status of request
See Extended Log File Format and W3C Extended Log File Format (IIS 6.0).
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Set permission for IIS logs to system and local administrators only.

Remove write permissions to hklm\software for non-admin accounts.
°© Administrators & System: Full

o Everyone: Read/Execute

Restrict NTFS permissions to all executable files on the system.
o Administrators & System: Full

o Users: Read/Execute
o IUSR account: execute permissions sparingly
See How IT works: NTFS Permissions.

Restrict NTFS permissions to any script interpreters, such as Perl.
° Administrators & System: Full

o Everyone: Read/Execute
o IUSR account: execute permissions sparingly

Ensure that the Everyone group has read-only permissions for these directories.
° Web root

° Y%systemroot%

° %systemroot%\system32

° %systemroot%\system32\inetsrv

° %systemroot%\system32\inetsrv\asp

° %systemroot%\program files\common files\
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Setting up development and staging environments

You can set up your Ektron website in the following ways. You decide which
configuration is the best fit for your particular situation.

Virtual staging

Use Ektron’s approval process and scheduled publishing of content to manage when
content goes live.

Case 1: Virtual
Staging
“

Staging is accomplished through
Ektron CMS workflow process.

» Best choice when changes to templates and library files are infrequent
» No special implementation guidelines; just an installation on one server

» When upgrading this type of site, make a temporary copy of the site (both display
layer and database) on a separate server to test the upgrade

Same server, same database

» Production and development/staging sites use separate copies of Ektron but reside
on same server and point to same database

« Ektron’s settings, managed content, and library files are identical between sites
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Same server, different databases

Case 3: Same
Server, Same DB

To set up this configuration:

» To maintain file paths between sites:

o Create separate websites in IIS.

o Assign different ports to the production and development/staging sites. For
example, the production site is http://www.example.com, and the
development/staging site is http://www.example.com:8080.

» Both sites must use the same pathing relative to the Web root. For example,
www.example.com\Workarea\applicationAPI.asp and
dev.example.com\WorkarealapplicationAPI.asp.

» Because both sites use the same database, editing and publishing content on one
site affects the other site. As a result, the development/staging server always has
the freshest content.

» Make the Ektron uploadedimages/ and uploadedfiles/ folders IIS virtual
directories that point to the same physical directory.

» Template changes must be copied between sites. The best way to copy site
templates and other assets is eSync. This is described in Synchronizing servers
using eSync on page 1917.

o If eSync was not implemented and changes to these items are infrequent, you
can manually copy them.

To test and QA an upgrade, make a temporary copy of the site’s display layer on a
separate server connected to the development/staging database.

If the development/staging database is the master, back it up before upgrading.

Same server, different databases
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» Production and development/staging sites use separate copies of Ektron’s display
layer, reside on same server, but point to different databases

» Changes to content, configuration, or library files made in one site must be copied
to other site

Case 2: Same
Server, Different DBs

Production
Sita DB

0L Reglicasion
of Content

To set up this configuration:

» To maintain file paths between sites:

» Create separate websites in IIS.

» Assign different ports to the production and development/staging sites. For
example, the production site is http://www.example.com, and the
development/staging site is http://www.example.com:8080.

» Separate the databases for isolation.

» One database is the master, and the other is a copy

» Only edit content in the site connected to the master database

» Remove the Ektron login page from the site connected to the copy database

» To copy the Ektron database, your best choice is Ektron’s eSync feature. This is
described in Synchronizing servers using eSync on page 1917.

» If you have not implemented eSync, copy site content using a replication tool for
the database.

* SQL Server 2008 SDK Replication: See SQL Server Replication.

» Library files. Make sure the Ektron uploadedimages/ and uploadedfiles/ folders
ITIS virtual directories point to the same physical directory.

» Templates and other file system assets—The best way to move these is eSync. If
that was not implemented and changes to these items are infrequent, you can
manually copy them. For automated replication, use a product such as Microsoft
Application Center.
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» Upgrading Ektron. To test an upgrade, make a temporary copy of the site’s display
layer on a separate server connected to the development/staging database. If the
development/staging database is the master, back it up before upgrading.

Separate servers, same database

» Production and development/staging sites reside on separate servers, which point
to the same database.

» Ektron settings, content, and library files are identical between sites.
» Changes to templates must be copied between servers.

Case 4. Separate
Servers, Same

Database
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To set up this configuration:

» Configure Ektron’s Load Balancing feature to copy uploaded images and files
between the servers.

» The best way to move site templates and other assets is eSync. This is described in
Synchronizing servers using eSync on page 1917.

» If that was not implemented and changes to these items are infrequent, you
can manually copy them. For automated replication, use a product like
Microsoft Application Center.

» When upgrading Ektron:

Back up the file system of the development/staging server.
Make a temporary copy of the production server database.
Switch the development/staging site to use the copy.

Test and QA the upgrade on the development/staging server.

N
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Separate servers, separate databases

» Production and development/staging sites are installed to separate servers and
point to different databases

» Changes to content, configuration, or files must be copied between sites.

Case 5: Separate
Servers, Separate
Databases

Production
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To set up this configuration:

» Both sites must have the same pathing relative to the Web root, for example,
www.example.com\Workarea\applicationAPI.asp and
dev.example.com\WorkarealapplicationAPI.asp.

» Separate the databases for isolation.
» One database is the master, and the other is a copy

« Only edit content in the site connected to the master database
+ Remove the Ektron login page from the site connected to the copied database

» The best way to copy site templates and library files is eSync. This is described in
Synchronizing servers using eSync on page 1917.
» If that was not implemented and changes to these items are infrequent, you
can manually copy them. For automated replication, use a product like
Microsoft Application Center.

» To copy the Ektron database (containing HTML and XML content), your best choice
is Ektron’s eSync feature.
» If you have not implemented eSync, copy site content using a replication tool
for the database, such as SQL Server 2008 SDK Replication. See SQL
Server Replication.
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Copying the site and database to other servers

» Make sure the Ektronuploadedimages/ and uploadedfiles/ folders IIS virtual

directories point to the same physical directory.

» When upgrading Ektron:

Back up the file system of the development/staging server
Make a temporary copy of the production server database
Switch the development/staging site to use the copy

Test and QA the upgrade on the development/staging server

N

Copying the site and database to other servers

When your project is ready to be tested in house, move the site to a staging server.
When the project is ready to go live, move the site to a production (live) server. You can
use the same database for all environments. Back up that database often to keep it
safe. Alternatively, create a separate database for each server.

To create new environments:

1.

On the same server or a separate server, create new folders for Ektron:
C:/cmsstage and/or C:/cmsproduct.

. InIIS, create a new domain for each server. http://stage.example.com points to

c:/cmsstage and http://www.example.com points to c¢: /cmsproduct.

. If all environments are on the same server, you do not need to copy other folders.

But, if you are using a separate server for each environment, copy the
c:/assetcatalogand c:/assetlibrary folders to the other servers.

For the database, access the SQL manager and make a backup of the development
database. Then, create new databases for staging and production. Finally, restore
the backup of the development database to the staging and production databases.

. In the staging and production environments, open web.config. Then, update the

database connection information so that it points to the new databases.

. Test the staging and production environments.

Setting up the certificate for IIS 7

See Configuring Internet Server Certificates (IIS 7).

Updating web.config to use SSL

1.
2.

Open the siteroot/web.config file.

Find these settings.

<add key="ek UseSSL" value="false" />
<add key="ek SSL Port" value="443" />
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3. Setek UseSSL to true.

WARNING! If ek UsessL is true, but you did not install the certificate to the
Web Server, you cannot log into Ektron.

4. Setthe ek sSL Port to 443 (unless you specified another SSL port).

5. Find the following line: <add key="WSPath" value="http://server name/site
name/Workarea/ServerControlWS.asmx" />

6. Change http to https.
7. Editthe <wsHttpBinding>/<security> element so it looks like this:

<security mode="Transport">
<transport clientCredentialType="None"
proxyCredentialType="None" realm="">
</transport>
</security>

8. Save and close the file.

Managing web.config

Ektron’s web.config file lets you control many key functions of your content
management system. When you install Ektron, web.config is placed into
webroot/siteroot.

If your server is currently running another .NET application, you must merge that
web . config file with this one. To distinguish Ektron’s tags, they begin with ek and
reside within the <appSettings> tags of the web.config file.

The following sections show the settings in the web.config file.
Analytics

» See Running Google Analytics on page 551.
Connection strings

For SQL Server, use this connection string to define an SQL server.

e Nname. ektron.DbConnection
» providerName. System.Data.SglClient

» connectionString. this part of the connection string contains the following
element.

» server. the name of the database server to which Ektron is installed. If installed
locally, the value is localhost. This value is set during installation, at the Host
screen.

» database. use the name of the database.
» Integrated Security. use True or False. True. use integrated security.
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user. If required, specify the username used to connect to the DSN. This user
account must have at least read and write permissions to the database.

NOTE: This value can be blank if you are using Windows authentication.

pwd. If required, specify the password for the username given. It should match
your database name.

NOTE: This value can be blank if you are using Windows authentication.

IMPORTANT: After changing any database settings, you must stop and restart
the Ektron Windows Service. See also: Handling background processing
functions with the Ektron Windows Service on page 136.

appSettings

ek_AdvancedWorkflowEnabled. Enables or disables advanced workflow; when
set to false the original (basic) approval functionality is available.

ek_appName. The name of the application, CMS400. You typically would not
change this value.

ek_appPath. This element is prefixed by the ek_sitePath value and describes the
location of the Workarea folder. This file stores external applications (such as
eWebDiff), templates, and the images folder.

ek_appImagePath. The folder that stores Ektron images, such as toolbar icons.
Only change this value if you need to move the images folder to another location.
This value is prefixed by the value in the ek _appPath variable. By default, ek
appPath is set to webroot/siteroot/workarea/. So, by default, this folder is set
to webroot/siteroot/workarea/images/application/.

ek_appXSLTPath. The folder that stores XSLTs. Only change this value if you
need to move the XSLT folder to another location. This value is prefixed by the
value set in the ek appPath variable. By default, ek appPath is set to
webroot/siteroot/workarea/. S0, by default, this folder is set to
webroot/siteroot/workarea/Xslt.

ek_buildNumber. Value set by the installation program. You typically would not
change it.

ek_cmsversion. Value set by the installation program. You typically would not
change it.

ek_enableLegacyBlogFields. Determines whether the Summary tab displays
the 9.00 fields for Tags, Traceback URL and Pingback URL when you create a blog
post. In 9.10, the default is false. Setting it to true uses the functionality from
9.00 and earlier versions. (Blog subjects will display but will not allow changes to
be saved without setting the value to true.)
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ek_LDAPMembershipUser. Integrate membership users with LDAP or Active
Directory. Set the value to True for Membership Users to be authenticated using
LDAP/AD.

ek_RedirectFromLoginKeyName. Provides a mechanism to return from the
login page to the previous page, specify the query string key-name. By default the
value is RedirectUrl. Currently, the redirect works in 2 instances.

1. When a user tries to use a forum but is not logged in, it sends them to a login
page and returns them. The value in this key used in conjunction with the ek
RedirectToLoginURL key sends the user from a forum page to a login page
and back to the previous page.

For example, a user tries to reply to a forum post but is not logged in. The user
is sent to the login page, then returned to the original page.

2. A user sends a private message to another user or group administrator from
the SocialBar server control. In this case, once the message is sent, the user is
returned to the page from which he/she clicked private message.

For example, you visit a community group’s page and click Private Message
Admin. You are directed to the private message screen. When you click post,
you return to the community group’s page. For additional information, see

ActiveTopics.

ek_RedirectorInstalled. Turns the redirector on or off. Turning the redirector on
alloes you to alias your website's URL. The default is False.
° True. Aliasing turned on.

o False. Aliasing turned off.
See also: Creating user-friendly URLs with aliasing on page 1391.

ek_RedirectorManualExt. Set a comma-delimited list of Web page extensions
for which you will create aliased pages. For example, .aspx, .htm, .html. By
default, the list contains.aspx. See also: Creating user-friendly URLs with aliasing
on page 1391.

NOTE: You can enter several extensions. Each extension must begin with a
period, and the last extension must be followed by a comma (,).

ek_RedirectToLoginURL. The URL of a login page to which to redirect a site
visitor who is not logged.

ek_sitePath. The location of Ektron relative to the Web root. This value is set
during installation at the Site Path Directory screen. If you move Ektron to another
folder, you must update this value.

ek_TreeModel. Choose whether or not to use Ajax for the folder tree in the
Workarea.
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° 0. use the legacy folder tree in the Workarea.
o 1. use Ajax for the folder tree in the Workarea.

NOTE: This key has been removed from the web.config file. However, you
can still use this key by adding it between the <appSettings> tags. For
example, <add key="ek TreeModel” value="0"> changesthe Workarea
folder tree to legacy.

» ek_workareaDateFormat. Choose how to display dates in some areas of the
Workarea.
° long. example: Tuesday May 21, 2014
o short. example: 5/21/2014
» ek_xmlPath. The location of the xmlfiles directory. The ek sitePath pathis

prefixed to this location. Only change this value if you want to move the location of
the xml files relative to the Web root.

» GoogleMap. Enter connection information for using Google Maps with the
Mapping feature in Ektron. See also: Map.
« VirtualEarthMap. Enter connection information for using Bing Maps for Enterprise
with the Mapping feature in Ektron. See also: Map.
Images
These images appear before a user logs in, so cannot be stored in the database. Update

as needed. Their location is set in the ek _appImagePath variable. See also: ek_
appImagePath.

 ek_Image_1. close button
+ ek_Image_2. small login button
» ek_Image_3. big login button
SMTP server configuration
See Enabling email notification on page 105.

» ek_SMTPPass. The password set up to send and receive email

» ek_SMTPPort. The port your system uses to retrieve email

» ek_SMTPServer. The server that processes email

» ek_SMTPUser. The username set up to send and receive email
Mail format

+ ek_MailFormat. The format of the email created in Ektron.HTML generates email
in HTML format, while Text generates plain text email.

SSL support
See Updating web.config to use SSL on page 77.

o ek_SSL_Port. SSL port used by Web server.
» ek_UseSSL. Determines if server uses SSL for security.
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Active Directory Server Configuration
See Using Active Directory with Ektron on page 1581.

 ek_ADAdvancedConfig. Enable Active Directory advanced configuration.
 ek_ADEnabled. Whether Ektron uses Active Directory support.
 ek_ADPassword. Password for the Active Directory server.

« ek_ADUsername. User name for the Active Directory server.

 ek_AUTH_Protocol. The directory access protocol used with the Active Directory
feature. The default value is LDAP. Other protocols are GC (global catalog) and
WINNT.

Menu settings

+ ek_MenuDisplayType. Determines the appearance of the content menu that
appears within every content block after the user logs in.

NOTE: This setting only works if ek UserMenuType is set to zero (0).

» 0. Horizontal—menu icons are arranged horizontally
» 1. Vertical—menu icons are arranged vertically and include the tooltip text

+ ek_UserMenuType. Determines the appearance of the content menu that
appears within every content block after the user logs in.

°© 0. New dynamic menu—only appears when user moves cursor over content
block

o 1. Old classic menu—always appears

o 2. Menu without borders—a silver pin head appears above content that has a
menu available. Hovering over this pin produces a menu.

Multilingual settings

» ek_DefaultContentLanguage. Sets the 4 digit, decimal representation of the
default content language. For example, American English is 1033. See also:
Setting the default language on page 1504.

» ek_EnableMultilingual. Enable or disable multilingual content support.

o 1. enable

° 0. disable
See also: Enabling/disabling support for multiple language content on page 1502.

» ek_ServerURL. Mainly used in Web services to determine a remote server
location. For example, in a Web farm environment, the content server can reside in
a remote location. In this case, the developer’s content is replaced with this value,
so all <img src=""../>and <href... references point to server named here instead
of the local one.

Machine translation
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Lets you enter the path to the Google Translation Service API key. See also: Enabling
machine translation on page 1525.

Miscellaneous settings

ek_assetPath. The folder that stores assets. Only change this value if you need to
move the Assets folder to another location. Note that this value is prefixed by the
ek appPath value. By default, ek appPath is set to webroot/CMS400Min. So, by
default, this folder is set to webroot/CMS400Min/assets.

ek_BatchSize. The number of files that can be uploaded at one time. The default
is 4, but it can be any non-negative number.

NOTE: Users can upload any amount of files. The system handles them 4 at a
time.

ek_CacheControls. Enable or disable caching for Ektron server controls. See
also: Caching with Server Controls.
° 0. Disable

o 1. Enable

ek_EditControlMac. Defines the editor used by a Macintosh operating system
user. See also: Changing the default editor on page 629.

ek_EditControlWin. Defines the editor used by a Microsoft Windows operating
system user. See also: Changing the default editor on page 629.

ek_EnableMessageBoardEmail. Set to True to enable e-mail notification when
a user posts a message to a user or community group’s message board. If true and
a user posts to another user’s message board, the board's owner is notified. If true
and a user posts a message to a community group’s message board, all group
members are notified. This setting does not affect content messages. See also:
Sending notifications to a community on page 1657.

ek_helpDomainPrefix. The path to the help files. By default, help files are
located on an external server and the path is
http://documentation.ektron.com/cms400/v[ek cmsversion]/webhelp

Change this path if you install help files on a local server. See also: Installing help
files on a local server on page 35.

ek_InvitationFromEmail. The "From” email address used when a user sends an
Invitation. Invitations are emails that are sent to non-system users asking them to
join your site. See also: Invite server control.

ek_LinkManagement. This setting determines if Ektron uses linkit.aspx when
inserting a quicklink. By default, it is set to false. If set to true, when a user
inserts a quicklink, Ektron inserts a special link instead of a quicklink. A special link
determines the correct quicklink to use when a site visitor clicks it. For example, a
user adds a content block to folder A. A quicklink to that contentis a.aspx?id=10.
Later, if an administrator changes the folder’s template but doesn’t update the
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quicklink within the content block, the quicklink is broken. To avoid this problem,
enable link management.

ek_LogFileName. Path to the log file name for the message queue
ek_loginAttempts. Ektron has a login security feature that, by default, locks out
a user after 5 unsuccessful attempts to log in. See also: Restricting login attempts
on page 115.

ek_LoginScreenWidth. The width of the login screen in pixels. You may need to
widen the screen if you are using Active Directory and database names are long.
ek_PageSize. This setting determines the maximum number of items that can
appear on a page before it “breaks.” When a page breaks, additional entries appear
on another screen, and the following appears near the bottom of the list:

Page 1 of 2

[First Page] [Previous Page] [Next Page] [Last Page]

NOTE: The above text changes depending on the page you are viewing.

ek_QueueName. Path to the message queue.
ek_ShowWorkareaRetErrorReferrer. Choose whether to enable referrer debug
information on the RetError.aspx page.

° True. enable

° False. disable
ek_ToolBarFormatTag. This setting only applies after a user logs in to your site.
Change this setting if the colored border that surrounds content looks wrong. (The
border color indicates the content’s status.) By default, <table> tags create the
border. If the border looks wrong or inappropriate, change setting to div. If you do,
<div> tags are used to draw the border instead of <table> tags. This change
typically solves the problem.
ek_WorkarealLibSearchResultMode. Sets the Workarea Library search-results
mode.

o text. returns a text only version of the library search results.

o mixed. returns text and images associated with library search results.
o graphical. returns a images associated with library search results.

ek_XliffVersion. Define the XLIFF version to use when exporting files. See also:
Exporting content to XLIFF on page 1525.

WSPath. Determines the location of the Web services page used by the server
controls at design time.

system.diagnostics

» LoglLevel. Enter a numeric value that determines the level of message logging. By

default, diagnostic messages are logged in the Event Log. Choices are:
1—Error: log errors.
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2—Warning: log errors and warnings.
3—Information: log errors, warnings and informationals.
4—Verbose: Everything is logged.

ektronCommerce

IMPORTANT: Ektron has discontinued new development on its eCommerce
module. If you have a license to eCommerce, you will continue to receive support,
but if you need to upgrade, contact your account manager for options.

See Conducting eCommerce on page 1725.

 ek_ecom_ComplianceMode. When set to true, your site is Security Compliant.
This means the Workarea is encrypted in an SSL session and Logging is started.

» ek_ecom_DefaultCurrencyld. Select the default currency and enter its Numeric
ISO code. This should be done before creating your product catalog. See also: The
default currency on page 1759.

WARNING! Do not change the default currency or measurement system after
your eCommerce site is live.

» ek_ecom_TestMode. When set to true, payments are sent to a test gateway
instead of the actual one.

 ek_MeasurementSystem. Select whether to use English or Metric
measurements for your packages. See also: Configuring packages on page 1784.

mediaSettings
See also: Managing multimedia assets on page 708.
» application/x-shockwave-flash. Define the relationship between the

Shockwave Flash mime type and the Flash player.

» audio/mpeg. Define the relationship between the MPEG audio mime type and the
Windows Media Player.

« audio/x-ms-wma. Define the relationship between the MS-WMA mime type and
the Windows Media Player.

» audio/x-realaudio. Define the relationship between the realaudio mime type and
the Real player.

» audio/x-wav. Define the relationship between the WAV mime type and the
Windows Media, Quicktime and Real players.

» audio/x-wav-default. Define the relationship between the WAV default mime
type and the Windows Media Player.

» Flash-CLSID. The class ID for the Flash player.
» Flash-Codebase. Location of the code base plug-in for Flash player.
* Quicktime-CLSID. The class ID for the Quicktime player.

Ektron Reference | 85




Setting up Ektron

Quicktime-Codebase. Location of the code base plug-in for Quicktime player.
Realplayer-CLSID. The class ID for the Real player.
Realplayer-Codebase. Location of the code base plug-in for Real player.

video/mpeg. Define the relationship between the MPEG video mime type and the
Windows Media Player.

video/quicktime. Define the relationship between the Quicktime mime type and
the Quicktime player.

video/x-avi. Define the relationship between the AVI mime type and the Windows
Media, Quicktime and Real players.

video/x-avi-default. Define the relationship between the AVI default mime type
and the Quicktime player.

video/x-msvideo. Define the relationship between the msvideo mime type and
the Windows Media, Quicktime players.

video/x-msvideo-default. Define the relationship between the msvideo default
mime type and the Windows Media Player.

video/x-ms-wmv. Define the relationship between the MS-WMV mime type and
the Windows Media Player.

video/x-realvideo. Define the relationship between the realvideo mime type and
the Real player.

WindowsMedia-Codebase. Location of the code base plug-in for Windows Media
Player.

WindowsMedia-CLSID. The class ID for the Windows Media Player.

Miscellaneous

HttpHandlers. This section sets how the URL Aliasing feature handles URLs with
certain extensions. If you have any extension you do not want aliased, add it below
the following line using the same syntax.

add verb="*" path="*.png" type="URLRewrite.StaticFileHandler,
Ektron.Cms.URLRewriter" />

maxRequestLength. This setting determines the maximum size of files that can
be uploaded to your server. The default setting is 204,800 kilobytes, or 200 MB.
Enter the desired value in kilobytes. To convert megabytes to kilobytes, go to
OnlineConversion.com.

session state. Mode—determines the storage option for session data. Ektron
supports all session-state modes listed in this article: Session-State Modes.

Migrating your site to Ektron

This section explains how to migrate your website to Ektron, as follows.

What to copy to your website
Setting up and deploying templates
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Before you migrate

Before you migrate

» Ektron requires a physical installation of the product. If you do not have physical

access to the machine, someone with access to the machine must run the install.

For more information, see Installing Ektron on page 11.

After you install Ektron, verify that it is properly installed by using the starter site.
By default, the sample website is located at the following address on the machine
to which Ektron is installed.

http://localhost/siteroot/default.aspx

If you can browse the starter site and it works properly, Ektron is properly
installed.

BEST PRACTICE

Keep a working version of the starter site to help you debug problems.
For example, if you encounter errors on your site, try to reproduce on
the starter site. If you can, that may indicate a problem with the
installation. If you cannot, the installation is probably OK and an
external factor is causing the problem.

Setting up a new site

NOTE: You can use the Site Setup utility to perform these tasks by choosing Start
> Programs > Ektron > CMS400 > Utilities > Site Setup. See Installing a site
on page 17.

If you're using Windows 8 or 2012, press the Windows key (B)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

1.

Copy application core files. Copy these files from the siteroot/workarea folder
into your site folder. These files operate the Workarea, library, and content
functions.

Set up the database. Content is stored in a database. To learn how to set one up,
see Setting up a database on page 24.

Modify application parameters. Modify the web.config file installed to the Ektron
site root directory. In that file, update the <ConnectionString> tags to point to
your server, database, user, and pwd.

NOTE: If you are using SSL, web.config settings are explained in Setting up SSL
on page 66.

Create a Login Page. You can either copy the one from the starter site or create
your own. See also: Log-in server control.
Log In
a. Browse to the login page you created and click Login. A login dialog box opens
asking for a username and password.
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6.

10.
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b. Enter the admin username and password and click Login. (You selected these
while installing Ektron.) You are logged into Ektron.

Modify configuration settings. Click Workarea to modify these settings.
» Set up Active Directory. If plan to use Active Directory, configure this now. The
settings for Active Directory can be found in the Settings > Configuration
folder. Refer to Using Active Directory with Ektron on page 1581.

» Modify the Setup screen. The Ektron setup section is located under the
Settings > Configuration folder. The setup section lets you configure items
such as your license key, style sheet support, and default language. See
Modifying setup information on page 129.

» Set up Metadata. Ektron includes extensive metadata support. Settings for
metadata definitions can be found under the Settings > Configuration
folder in the Workarea. You can have as many metadata definitions as needed.
See also: Working with Metadata on page 814.

» Set up Smart Forms. You can also set up your Smart Forms. You create XML
files externally or via the Data Designer. Next, a Smart Form is assigned to
content blocks and folders. See also: Working with Smart Forms on page 880.

. Create Ektron users. If you are not using Active Directory support, add users

manually. The maximum number of users is determined by your license key. For
instance, if you purchase a 10-user license, you can enter 10 users. If you exceed
the licensed number of users, you may get locked out of Ektron. Every user must
belong to a group. When you first add a user, the user is automatically added to the
Everyone group. You can create more user groups and add users to them as
desired. See also: Managing users and user groups on page 1547.

. Configure content and forms folders. Create folders to organize content blocks and

forms. Create as many folders as you want. Each folder level can go as deep as you
want. See also: Planning your CMS folder structure on page 142.

. As you create folders, you can assign a default template and style sheet. The

default template is used when a new content block is created and Ektron creates a
Quicklink that points to the new content block. If you do not provide a default
template, it is inherited from the parent folder.

After creating the folders, assign permissions and workflow to them. Permissions
can be assigned to a user or a user group. The same is true for workflow.

BEST PRACTICE

Limit permissions for the “"Everyone” group, as this gives every user
permissions to content. Similarly, limit the “Everyone” group’s inclusion
in the workflow to restrict which users can publish content.

Create templates. Templates determine the look and feel of the site. Masthead,
navigation, and footer graphics are all part of the template. Use server controls to
insert Ektron content into a template. For a list of server controls, see Server
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Controls.

BEST PRACTICE

Because dynamic templates include URL parameters, make each main
landing page and other important pages static tags. This makes it easier
for you to remember if you need to provide that link to someone.

For instance, each main landing page from your home page could use
the static tag. Then, as you go deeper into that section, subsequent
pages use a dynamic tag.

11. Migrate or create content. You can create or migrate your content. If you are
migrating content from an existing site, add a new content block, and cut and
paste the content into the Ektron editor.

NOTE: All images and files must be uploaded and inserted into the content
separately.

12. Deploy the content. Deployment from development to production is as simple as
moving the files over. To properly deploy your new Ektron website:
a. Copy all assets (templates, images, files, and so on) from your development
box to your production machine.
b. Move the database. You have 2 choices
» point your data source on the production machine to the database you
were using.
» copy the database, move it to your production server, and point a data
source to that.
13. Optionally, for email notification to work in Ektron, make sure the SMTP service is
setup and running in IIS, and that it points to a valid mail server. See Enabling
email notification on page 105.

Setting up an additional site

After installing Ektron, it is easy to create another site. While creating the new site, you
can create a sample or minimal site and database. To create a site for your content, you
typically install a minimal site and database, then create your Web page templates.
Later, add users and content.

1. Set up New Site.
a. Create a new folder in the Web root folder to contain the site files.

b. From the Windows Start menu, choose Start > Programs > Ektron >
CMS400 > Utilities > SiteSetup.

If you're using Windows 8 or 2012, press the Windows key (B)/Q then
enter CMS400 Site Setup. Right click and choose Run as Administrator.
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c. Follow the steps for creating a new site, as described in Installing a site on
page 17. When prompted to select a folder to which you want to install the
files, choose the folder you created in Step 1.

2. Set up New Database. After installing an Ektron site, it is easy to create a new
database. You can create either a sample or minimal database. When creating a
database for your content, you typically install a minimal database.

a. From the Windows Start menu, choose Start > Programs > Ektron >
CMS400 > Utilities > SiteSetup .

If you're using Windows 8 or 2012, press the Windows key (E)/Q then
enter CMS400 Site Setup. Right click and choose Run as Administrator.

b. On the Setup Type screen, choose CMS400 Database Setup.

shich zetup twpe pou would like to use from the following;

0 Full Installation

Tetalishiglds -

AR R AR AT I

N

VR A AP

c. Follow the steps for creating a new database, as described in Setting up a
database on page 24.

3. Create Project in Visual Studio.NET. To work with the new site in Visual Studio.NET,
you must create a new project for it. To do that:
a. Go to the folder that contains the new site.

b. Double click Ektron’s solution file. If you are using the minimal database, the
fileis cMS400Min.sl1n.
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At this point, you can build the project and log in. If you cannot log in because
you have not set up the license key, use the builtin account: by default, the
username is builtin and password is builtin.

IMPORTANT: You should only use the builtin account temporarily. As soon
as possible, you should insert the license key and log in under a user name
assigned in Ektron.

To learn about creating templates and using server controls, see Ektron Server
Controls.

Supporting multi-site configurations

Ektron’s multi-site support lets you set up and manage several websites under one
CMS. (The multi-site support feature does not support multiple databases.) You
manage content in the additional sites the same way you work with content in the root
site. You log into a root site then begin editing content in an additional site. Regardless
of which site you are using, you can use the library to insert common hyperlinks,
images, files, and quicklinks.

IMPORTANT: Place any file (such as an XSLT file) that needs to be shared among
sites in a multi-site environment in a virtual folder. Also, you cannot create a
quicklink within content, a collection, menu, and so on to a form that resides in
another site.

PREREQUISITES

o All sites reside on the same server.

» Each site has a multi-site license key. To purchase additional licenses,
contact Ektron sales.

Advantages of multi-site configurations:
» The URL can indicate the nature of the site to visitors
° www.example.com
° support.example.com
o forums.example.com

» All sites can share a single database
° common content, but appear within their own site and templates

o ashared library of images and files. These files can be stored once; authors
can insert them into content from any site.

In the Workarea, sites appear in Ektron’s folder structure with a globe icon.
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A folder to which a production domain is assigned is a domain folder. Links to content in
a domain folder are activated via 1inkit.aspx, which redirects to the appropriate
domain name using the appropriate template for the folder or content.

Best practices for working in a multi-site environment

BEST PRACTICES

IMPORTANT: Do not remove your root site!

» Log into the root site before working with the root site or any secondary site.
o Exception: If you are a content author, log into the site for which you are
authoring content.

» Do not log into a secondary site then add files to a different secondary site.
There are 2 ways to install multi-site support. (The automatic setup is easy to use and
minimizes issues.)

o Automatic multi-site setup below

» Setting up Ektron on page 71

Automatic multi-site setup

IMPORTANT: Before creating a multi-site configuration, you must have installed an
Ektron website. All installed folders must remain in that site. The original site cannot
have virtual folders. Also, you cannot nest a multi-site under another IIS site.

1. Create each new site in IIS. See http://www.iis.net/learn/manage/creating-
websites.
2. Run the Multi-Site Setup Wizard.
a. Double click c:\Program Files
(x86) \Ektron\CMS400vxx\Utilities\MultiSiteInstall\Multisite.exe.

b. Use the pulldown to select the site you created in Step 1.
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c. Select your host.

Please select which site and host fer your multisite —

Ektron CM5400 Site Setup

Fleaze zelect the zite you would like toinstall to,

Select Site: | Default Web Site -

Drefault wWeb Site

ektronhelp

SharePaint \Web Services

SharePoint Central Administration «4
Select Host: ShareFaint - 80

[] Erter Host Marnually

d. Enter a path to the new site.

MultisiteSetup - InstallShield Wizard u

Site Path Directory

Setup will ingtall the zite files into the fallowing falder.

Toinstall to thig folder, click Mest. Toinztall to a different folder, chck Browse and select
anather folder.

D estination Folder

C:hinetpubbsmaarooth Site

[ < Back ]ﬂe:-:w |[ Cancel ]

e. Identify your main website; that is, the site to which this multi-site is being
added.
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MultisiteSetup - InstallShicld Wiza S|

Site Path Directory

Fleaze chooze the main website

Destination Faolder

C:hinetpubhwsnroothOnT rek

f. When prompted to add a multi-site key, click Yes.

g. Enter alicense key for the new site. This step copies the new site's license keys
to the database.

h. Enter information about the new site's database.
i. Follow the remaining screens in the wizard.

3. Assign multi-site capabilities in Ektron.
a. Log in the Workarea.

b. Click Content.
c. Click the site root folder.

NOTE: Site folders must reside within the site root folder.

d. On the View Contents of Folder screen, create a new top-level site folder for
each site by choosing New > Site.

e. Assign site folder properties as you did for the root folder. The Multi-site
Configuration fields appear on the lower section of the screen.
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Add a Subfolder to folder "Root”

€| ADDFOLDER (7]

Taxonomy Templates Flagging Metadata Web Alerts Smart Forms

Site Name:

Description:

Style Sheet: ;o Trek/

e TR to ML)

Staging Domain: brttp: i

roduction Domain: iy

Office Documents: PR

Pobrtretrs
Please Hote: POF generstion must slzo be enabled in the configuration file of the Ektron wWindows Service

* [existing documents are not converted urtil re-published)
ContentSearchable: Inherit parent configuration

Mantant Soarchahkla

f. In the Staging Domain field, insert your staging domain.

IMPORTANT: Production and staging URLs must be unique across multi-
sites. In other words, in a multi-site configuration, one site's production or
staging URL cannot be the same as another site's production or staging
URL.

g. Inthe Production Domain field, insert your production domain.
h. Click Add Folder. Within Ektron, new sites are indicated by a globe icon.

Creating multiple websites on a single server

NOTE: This text is adapted from Microsoft’s IIS help.

IIS lets you create multiple websites on a single server.

Before adding a website
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Adding a website to a server requires careful preparation before running the Website
Creation Wizard. Consider these recommendations.

Review the methods of hosting multiple websites, and determine which one is
appropriate for your environment.

Multiple websites can use the same IP address. But if you decide to use a unique IP
address for the new website, obtain a static IP address from your organization or
ISP. Then, configure the server’s TCP/IP settings.

If you use a host header name to identify the new website, select a unique name.
On a private network, the host header can be an intranet site name. But on the
Internet, the host header must be a publicly available Domain Name System (DNS)
name, such as support.microsoft.com. Register a public DNS name with an
authorized Internet name authority.

Update your name resolution system (typically DNS) with a new record that
contains the new IP address and site name. For more information, see Domain
Name Resolution in IIS help.

Standard Internet services use TCP port 80 by default. It is not recommended to
use any other port for HTTP services.

If you use a non-standard TCP port number to identify a new website for special
situations (such as a private website for development/testing), select a TCP port
number above 1023. In this way, the number does not conflict with well-known
port numbers assigned by the Internet Assigned Numbers Authority. (For more
information about IANA and port assignments, see List of TCP and UDP port
numbers.)

Use Windows Explorer to create a home directory for the content. Create
subdirectories to store HTML pages, image files, and other content as needed.

To organize home directories for multiple websites on one server, create a top-
level directory for all home directories, then subdirectories for each site.
You can create a home directory

° on the local server
° as a uniform naming convention (UNC) path on a network share
° as a URL that redirects clients to a different Web server

You can also create virtual directories that map to physical directories. For more
information, see “Setting Home Directories” and “Using Virtual Directories” in IIS
help.

Determine whether to generate the website’s identification number incrementally
or from the website name.

Create a home page that clearly identifies the new site.

Adding a website

IIS provides 2 methods for adding a new website.
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Using IIS 7's website creation wizard

e The Website Creation Wizard
e The iisweb.vbs command-line script

IMPORTANT: You must be a member of the Administrators group on the local
computer to perform the following procedure (or procedures), or you must have
been delegated the appropriate authority. As a security best practice, log on to your
computer using an account that is not in the Administrators group, and then use the
Run as command to run IIS Manager as an administrator. From the command
prompt, type runas /user:administrative_accountname "mmc
%systemroot%\system32\inetsrv\iis.msc".

Using IIS 7's website creation wizard

1. In IIS Manager, expand the local computer, right-click the Sites directory, and
click Add Web Site.

*E Internet Information Services (I15

@ ~ | %9 smacoowapt »

File  ¥iew  Help
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— Q__El Stark Page
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2. Click Next. The following dialog appears.

Add web site E |

Site name; Application poal;

—_onktent Direckory

IDeFauItﬂ.ppPDnI Select. .. |
Physical path:

Pass-through authentication

Conneck as... | Test Setbings. ..
— Binding
Type: IF address: Part:
Ihttp j IF'.II Unassigned j IED
Host name:

Example: wany, contoso,com of marketing, contoso, com

¥ sStart web site imrmediately

0] I Zancel

Site Name. Enter the website name.

Application Pool. Click Select if you want to select a different application
pool than the one listed in the Application Pool box. If you do, the Select
Application Pool dialog box appears. Select an application pool from the list
and then click OK.

Physical path. Enter the physical path to the website's folder. Or, click the
browse button (...) to go the file system and find the folder.If the physical path
that you enter is to a remote share, click Connect as... to specify credentials
that have permission to access the path. If you do not use specific credentials,
select the Application user (pass-thru authentication) option in the Connect
As dialog.

Type. Select the protocol for the website from the Type list.

IP Address. The default value in the IP address box is All Unassigned. If
you must specify a static IP address for the website, type the IP address in the
IP address box. All Unassigned refers to IP addresses assighed to a
computer but not a specific site. The default website uses all IP addresses not
assigned to other sites. Only one site can be set to use unassigned IP
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addresses for a given port number. For more information on how sites are
identified, see Creating Multiple FTP Sites in IIS help.

» Port. Enter a port number. The TCP port is assigned to port 80 by default. To
use a nonstandard port number to create a unique identity for a private
website, enter a new port number above 1023.

 Host name. Optionally, enter a host header name for the website.If you are
adding additional sites to a single IP address by using host headers, you must
assign a host header name containing the full name of the site, for example,
world.optimizely.com/ektron/.

» Start website immediately. Check this box if you do not have to make any
changes to the site and want it to be immediately available.

Adding a website with a command line script in IS 7
To add a site, use the following syntax:

appcmd add site /name: string /id: uint /physicalPath:
string /bindings: string

The variable namestring is the name, and the variable iduint is the unsigned integer
that you want to assign to the site. The variables namestring and iduint are the only
variables that are required when you add a site in Appcmd.exe.

NOTE: If you add a site without specifying values for the bindings and
physicalPath attributes, the site will not be able to start.

The variable physicalPathstring is the path of the site content in the file system.

The variable bindingsstring contains information that is used to access the site, and it
should be in the form of protocol/IP address:port:host header. For example, a
website binding is the combination of protocol, IP address, port, and host header. A
binding of http/*:85: enables a website to listen for HTTP requests on port 85 for all IP
addresses and domain names (also known as host headers or host names). On the
other hand, a binding of http/*:85:marketing.contoso.com enables a website to
listen for HTTP requests on port 85 for all IP addresses and the domain name
marketing.contoso.com.

To add a website named contoso with an ID of 2 that has contentin c:\contoso, and
that listens for HTTP requests on port 85 for all IP addresses and a domain name of
marketing.contoso.com, type the following at the command prompt, and then press
Enter.

appcmd add site /name: contoso /id:2 /physicalPath: c:\contoso /bindings:http/*:85:
marketing.contoso.com

See also: Appcmd.exe (IIS 7).

Balancing the load on your servers
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Load Balancing has 2 purposes:
» Provides redundancy for your website—if one server fails, a second can handle
requests
» Balances requests—distributes requests across multiple servers
To enable load balancing, set up several servers that include the same files.

IMPORTANT: The physical path to the Ektron website must be the same on all load
balanced servers. Also, sticky sessions must be enabled.

Purchase load balancing equipment to evenly distribute content requests among
servers. Then, whenever an image or file is uploaded, regardless of the Web server the
user is working on, the asset is replicated on all servers.

The client browser is unaware that more than one server is involved. All URLs point to a
single website. The load balance software resolves them.

Ektron provides different strategies for load balancing library images and files and DMS
assets. See also: eSync in a load-balanced environment on page 2014.

Load-balancing library images and files

Library load balancing is important when your configuration consists of 2 or more
websites that share one database. When uploaded, library files are saved to the site
root folders uploadedfiles and uploadedimages.

To support load balancing, library files on all servers must be identical. To maintain this
state, whenever a user uploads a library item, it is copied to the corresponding folder on
other servers in the configuration.

1. Openthefilec:\Program Files
(x86) \Ektron\EktronWindowsServiced40\Ektron.ASM.EktronServices40.exe.

config using a word processor such as Notepad.
2. Setthe value of the LibraryLoadBalanced property to 1.
Set the value of the AssetsLoadBalanced property to 1.

4. Set the value of the LoadBalServerCount property to the number of servers in
your load balance cluster.

5. Save the config file.

[68)
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6. Restart the Ektron Windows Service.

Marne “ Description Status Startup Type Lg ~
%o Ektron Asset Transfer Server This service ... Running  Automatic Lc
5o Ektron CMS File HelperService Used for file.. Running  Automatic Lc
S Ektron Motification Service This service .. Running  Automatic Lc
#4AFitron Windows Services 4.0 This service ... Running

Loy Ektron Workflow Timer Service Thisservice.. Running  Autorn

%o Encrypting File Systern (EF5) Provides th... Manu Siup

%, Bxtensible Authentication Proto... The Bxtensi... Manu Pause

S Function Discovery Provider H...  The FDPHO.. Manu Resurmne

%o Function Discovery Resource P...  Publishes th... Manu
Auton

5 Google Update Service (gupdate) Keeps your .. Al Tacks

% Google Update Service (gupdat..  Keeps your .. Manu

-~ noa — - n . - Refrach

See also: Handling background processing functions with the Ektron Windows Service
on page 136.

Load-balancing assets

Asset load balancing is important when your configuration consists of 2 or more
websites that share one database. To balance requests to work with assets across
multiple servers, Ektron ensures that each server in the configuration has a copy of
every asset.

So, after setting up asset load balancing, any asset added to one server is copied to the
corresponding folder on the other servers in the configuration. There is no limit to the
number of servers that can be load balanced.

To set up load balancing for assets, follow these steps on all servers in the load balance
configuration.

1. Within the /siteroot folder, open the AssetManagement.config file using a word
processor such as Notepad.

2. Change the value of the L.oadBalanced element to 1.

Save the file.

4. Open the following file using a word processor such as Notepad:

C:\Program Files (x86)\Ektron\EktronWindowsserviced0\
Ektron.ASM.EktronServices40.exe.config

(€8]

5. Setthe value of the LibraryLoadBalanced property to 1.

6. Setthe value of the LoadBalServerCount property to the number of serversin
your load balance configuration.

7. Save the config file.

Ektron Reference | 101



Setting up Ektron

8. Repeat steps 1 through 7 on each server in the load balance cluster.
9. Log on to Ektron. This action sets up the load balance software in the database.

Refreshing load-balanced files

* You must be a member of the Administrators group to access the Load
Balancing screen.

» Your Ektron license key contains a load balance component

Asset and Library files may become out-of-date or lost due to equipment failures, power
outages, or other events. You Load Balance software may have the ability to sync these
files.

Ektron also provides a screen which ensures that all files in the DMS Assets folders and
the Library Files and Images folders are identical across the servers in the

LB configuration. In addition, the Refresh screen ensures that the contents of the
siteroot\Templates and siteroot\Workarea folders are identical across servers.

NOTE: For load balancing refresh to work properly, open Port 8732 on load balanced
servers.

To refresh load balanced files:

1. Workarea > Settings > Configuration > Load Balancing.

Load Balancing

C] ()

Refresh Load Balanced Files
Click Start to force a refresh of DMS assets and library images and files across all Start
servers in a load balanced configuration.
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2. Click Start. A status screen appears.

Load Balance Refresh Status

" Load balanced file folders are refreshed.

Uploaded Files Refresh Started
Uploaded Files Refresh Ended
Uploaded Images Refresh Started
Uploaded Images Refresh Ended
Private Assets Refresh Started
Private Assets Refresh Ended
Asset Library Refresh Started
Asset Library Refresh Ended

Completed Load Balance Refresh |:||

Load Balance Refresh Complete

3. Verify that the status screen shows servers you expect to be refreshed. Server
name WS10155 is circled in the example.

IMPORTANT: If you click Start and the screen quickly returns and files do not
refresh, or if a server is missing from the status list, check Load Balancing
settings in Extron.ASM.EKtronServices40.exe.config.

4. When finished viewing the status, click Close.

Load-balancing status

* You must be a member of the Administrators group to access the Load
Balancing screen.

» Your Ektron license key contains a load balance component
To check the load balancing status:

1. Workarea > Settings > Configuration > Load Balancing.

2. Click the toolbar button ('@). The status screen shows either the previous refresh
or the current refresh in progress

Setting up a user for the Ektron database
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The installation automatically sets up user permissions based on data collected during
setup. However, if you have issues with user permissions, this section describes how to
install manually.

NOTE: If you are using SQL Authentication, you only need to set up the SQL user. If
you are using Windows Authentication, you need to set up IUSR and an IIS_WPG or
Network Service user.

1. Inthe SQL Server Management Studio, select Security > Logins.
2. Right click and select New Login.

3. Onthe Login dialog, click Search to the right of the Login name field. Network
Service

4. Select your server.

5. Enter ASPNET, IIS_WPG, or Network Service user (depending on your
Windows version).

6. Click Add then OK.

7. Select your Ektron database. Then, assign permission to read and write to that
database.

8. Run the grant permission script.

NOTE: Before doing this, review your users and their permissions. Adjust as
necessary for your configuration. Also, if you use Windows Authentication and
all users are domain users (and the database administrator wants it this way),
you may not have to perform this step.

a. Open SQL Server Profiler.
b. Choose File > Open.

c. Openc:\Program Files
(x86) \Ektron\CMS400vnn\Utilities\SiteSetup\Database\cms400

permissions.sqgl. (nNn represents the release number)

d. Within that file, replace [MACHINENAME or DOMAINNAME\USERNAME] with your
domain name, backslash (\), and ASPNET (the ASP.NET machine account). For
example, [ws10080\ASPNET].

NOTE: If you are using Microsoft Windows 2003 Server or Microsoft
Widows Vista, the useris 11s wpG. For example, [ws10080\1IS WPG]. If
you are using Microsoft Windows 2008 Server, the user is Network
Service.

e. Click Execute Query (F).

f. Replace the text between square brackets with your domain name, backslash
(\), and the IIS Internet Guest Account. For example, [ws10080\IUSR
ws10080]. Click Execute Query ( F).
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g. Ifusing SQL server authentication, replace the text between square brackets
with the SQL server authentication name only. Do not include the domain
name. Click Execute Query ( F).

Enabling email notification

Microsoft’s SMTP service can be set up to send an email that notifies a user when a task
(such as approving a content block) was performed or needs to be performed. This
section explains how to enable email notification in Ektron.

To process email, Ektron uses CDOSYS. Using Simple Mail Transport Protocol (SMTP)
and the Network News Transfer Protocol (NNTP) standards, CDOSYS enables Windows
applications to route email and USENET-style news posts across multiple platforms.
CDOSYS lets authors create and view sophisticated emails using HTML and data
sources.

NOTE: If CDOSYS is not installed on the SMTP email server, it tries to use the
CDONTS mail server protocol.

For CDOSYS to work, set up the SMTP server on your Ektron server or a remote system
that sends and receives email. It is good practice to run SMTP on a server separate
from your Ektron server. However, your Ektronserver must relay email messages to
your SMTP server.

NOTE: To access an SMTP server on a local or remote system, consult your
organization's email administrator.

» Local. Before setting up an SMTP server locally, install IIS. Below are examples of
SMTP server settings on a local system.

“ek SMTPServer" value=“localhost”
“ek SMTPServer" value="127.0.0.1"

JERNY

“ek SMTPServer" value=“myname”

« Remote. Set up an SMTP server on a remote system. Below are examples of SMTP
server settings on a remote system.
“ek SMTPServer" value="“smtp.example.com”

“ek SMTPServer" value=“example.com”

Use this article to configure SMTP in IIS7: Configuring SMTP E-mail in IIS 7.

Next, configure Ektron to use SMTP.

1. Openthe siteroot/web.config file.
2. Find the section with these settings.

<!-- SMTP Server configuration -->
<add key="ek SMIPServer" value="localhost" />
<add key="ek SMTPPort" value="25" />

<add key="ek SMIPUser" value="" />
<add key="ek SMIPPass" value="" />
<add key="ek SMTP EnableSsL" value="" />
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. Setthe ek sMTPServer value.

. Setek sMIPPort to the port your system will access to retrieve email. In most
cases, the port is 25. If that is not the case, consult your organization's email
administrator.

. Set ek sSMIPUser to the username that is set up for the SMTP server to send and
receive email. Typically, the username is an email address, such as

"ek SMTPUser" value="yourname(@example.com".

This retrieval of email is based on how basic authentication is set up for you. You do
not need a username when using a local SMTP server. Check with your system

administrator for details. If you are using a remote system for accessing email, you
must provide an authenticated username before you can send or receive email.

. Setek sSMTPPass to the password set up for the SMTP server to send and receive
email. This password is based on basic authentication. Ektron only accepts
encrypted passwords.

. To encrypt the password, use Ektron's password encrypting tool.
a. OpencC:\Program Files (x86)\Ektron\CMS400vxx\Utilities

b. Run EncryptEmailPassword.exe. The Encrypt Utility dialog appears.

=101 %]

Encrypty. 1.1.0.1

Copyright [c] 1393-2000, Ektron, Inc.

Teut: [l

Encrypted: I

Encrypt | Cloge

c. Enter your SMTP password in the Text field.
d. Click Encrypt. The screen displays an encrypted password.

e. Copy the encrypted password and paste it into the web.config file's "ek
SMTPPass" value.
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8. Setek SMTP EnableSsLto true.

Using Google as an SMTP server

9. Set IP Address and Domain Restrictions by following these steps. See
also: https://portal.ektron.com/kb/10234/.

a. Onyour Web server, open IIS.

b. Click your website > workarea > services.
c. Click IP Address and Domain Restrictions in the right pane.

NOTE: If you do not see this option, enable it through your server's Roles,
or by adding it as a Windows feature.

d. Click Add Allow Entry for IP addresses or the IP address range that will
connect to the server to access the services APIs. Add all IPs for each server,

not just the primary.

€-- &8

| MobileDevicePreview -
| Moss

7 MyWorkspace

-] Motifications

| Packaging

| PageBuilder

~| Personalization

| PrivateData

| resources

| search

7 sEn

7| Commerce
" soundmanager
7 550

| subscriptions
I svnc

IP Address and Domain
Restrictions Add Deny Entry,
Use this feature ko restrict or grank access to Web content .
Edit Feature Setl
based on IP addresses or domain names. Set the tTE e
restrictions in order of priority, Revert To Paren
Group by: Mo Grouping < View Orderedile
Mode =~ | Requestor | Entry Type @ Help
Online Help
Add Allow Restriction Rule EHE

Allow access For the Following IP address or domain nanne:

¢ Specific IP address:

1P address range:

e. Repeat steps b-d for the workarea > webservices folder and the

/workarea/ServerControlWs

.asmx file.

NOTE: To access the features for the ServerControlWS.asmx file:

1. Right click the Workarea folder and select Switch to Content View.
2. Locate the ServerControlWS.asmx file.
3. Right click the file and select Switch to Features View.
4. Open the IP Address and Domain Restrictions feature.

Using Google as an SMTP server

If you want to use smtp.google.com as an SMTP server, use TLS encryption and port

587.

You cannot use implicit SSL. This is because .Net Framework does not support implicit
SSL which, by default, uses port 465. See also: SmtpClient.EnableSs| Property.

SMTP error messages

When submitting content to an approval process, if you get an error message listed
below, it is generated by the SMTP server on which you set up the mail system, not by

Ektron Reference | 107


https://portal.ektron.com/kb/10234/
http://msdn.microsoft.com/en-us/library/system.net.mail.smtpclient.enablessl(v=vs.110).aspx

Setting up Ektron

Ektron.

» The Transport failed to connect to the server. [CBR SendMail R1] [CBR R65] [DIO R
36]

» The server rejected one or more recipient addresses. The server response was:
550 5.7.1 Unable to replay for yourname@example.com [CBR SendMail R1] [CBR
R1] [DIO R36]

Automatic email notification

Ektron's automated system sends email to users when an action has been, or needs to
be, performed. See also: Customizing Ektron email with tokens below.

Email is generated when any of the following content actions takes place.

» Submitted to be published—email sent to next approver

» Submitted to be deleted—email sent to next approver

e Published to website—email sent to author

» Declined to be published or deleted—email sent to author
To be notified of these actions, the following must be set:

» In the Application Setup screen
° avalid System E-Mail Address was entered
° the Enable Sending of System Notification Email box is checked
See also: General tab on page 129.

» In the Edit User screen, for each user to receive notification email
° avalid E-Mail Address was entered
o the Disable Receiving of Workflow and Task Email box is unchecked
See also: Managing users and user groups on page 1547.

The Tasks feature also has automatic email notification. See Setting up task types and
categories on page 1445.

Customizing Ektron email with tokens

Ektron can send email notification to users, informing them that actions have taken
place or are requested of them. For example, a content contributor receives an email
that the contributor's content was published. These emails are stored in resource files,
where each email consists of one string for the subject and one for the body. To learn
about editing the resource file, see Translating the Workarea on page 1540.

Each message is called in the presentation layer by its message title. Ektron does not
support HTML email, however the message text is fully customizable.
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The body of an email can include tokens, located between @ symbols. Ektron replaces
them with the information for that instance of the email. For example,
@appContentTitle@ in the following sentence is replaced with the email’s title.

» Before: The content "@appContentTitle@"” has been deleted.

» After: The content "Home Page Content” has been deleted.
You can customize the emails, move the tokens, add text, rewrite and reorganize.

» Before: "@appContentTitle@"” has been deleted from the XYZ website.
» After: “"About Us” has been deleted from the XYZ website.
Carriage Return/Line Feeds are represented by @appCRLF@. These cause the email to
move down one line. For example:
» Before: The content was approved.@appCRLF@Thank you!
» After: The content was approved.
Thank you!

Ektron email tokens

Ektron email tokens are specialized for the type of email message you need to send.

» Notify CMS users
o @appApprovallList@. The current approval list that the content block must
pass through.

o @appChangeDateTime@. The date and time changes will be updated on the
website.

o @appComment@. Displays the comments for the content block.
o @appContentLink@. The link to the content block on the website.

NOTE: You must be logged in to see the changes.

o @appContentTitle@. The title of the content block.
° @appCRLF@. A carriage return.

o @appDeclinerFirstName@. The first name of the user who declined the
content block.

o @appDeclinerLastName@. The last name of the user who declined the
content block.

o @appDeletionDateTime@. The date and time the content will be deleted
from the website.

o @appEmailFrom@. The address of the email sender.
o @appEmailTo@. The address of the email recipient.

o @appFolderPath@. The location of the content block in the Ektron folder
tree.
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@appPassword@. Displays the account password for ResetPassword and
RequestResetPassword message types.

@appSubmitterDateTime@. The date and time the content block was
submitted.

@appSubmitterFirstName@. The first name of the user who submitted the
content block.

@appSubmitterLastName@. The last name of the user who submitted the
content block.

» Notify discussion board users—Discussion board email.

o

o

o

[}

o

o

@appForumUrl@. The forum’s URL.

@appHostUrl@. The host site’s URL.

@appPosterDisplayName@. The display name of the person who posted.
@appPosterId@. The integer ID of the person who posted.
@appPosterProfileUrl@. The profile URL for the person who posted.

@appPostMessage@. The text of the message posted to the discussion
board.

@appPostUrl@. The URL of the post on the website.
@appRecipientDisplayName@. The display name of the email recipient.
@appRecipientEmail@. The email address of the email recipient.
@appRecipientFirstName@. The first name of the email recipient.
@appRecipientId@. The email recipient’s integer ID.
@appRecipientLastName@. The last name of the email recipient.
@appTopicIld@. The integer ID of the topic.

@appTopicTitle@. The title of the topic.

e Invite users to participate in a community group—Community group email.

@appFriendDisplayName@. The recipient's name.
@appFromUserDeleted@. Token message is from a user that was deleted.

@appFromUserDisplayName@. The name of the user from whom the
private message was sent.

@appFromUserID@. The ID of the user from whom the private message was
sent.

@appGroupName@. The group a person is being invited to join.
@appInvitedEmail@. The recipient's email address.

@appInviteld@. Appends the invite ID to the registration URL. For example:
Click <a href=http://www.example.com/register.aspx&fInvId=
@appInviteId@>here</a> to accept.

@appMessage@. The Message field of the private message (message body
text).
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 @appOptionalText@. Text a user types into the Optional Message box on
the Invite server control.

 @appPrivateMessageID@. The CMS ID for the particular private message.
« @appSenderName@. The sender of the invitation.

» @appSubject@. The Subject field of the private message.

» @appToUserDisplayName@. The name of the user receiving the message.
» @appToUserID@. User ID of the user receiving the message.

» @appToUserMessageID@. The CMS ID of the recipient's message object.

» Notify a subscription list of users through a Web Alert—Web alert email.
o @appComment@. The comments for the content block.

o @appContentLink@. The link to the content block on the website.

NOTE: You must be logged in to see the changes.

o @appContentTitle@. The title of the content block.
o @appContentURL@. The URL of the content, from the quicklink and domain.
o @appCRLF@. A carriage return. Moves text down one line.

° @appSubmitterFirstName@. The first name of the user who submitted the
content block.

° @appSubmitterLastName@. The last name of the user who submitted the
content block.

o @appSubscriptionNames@. Comma separated list of subscriptions that a
user selected.

You can insert these membership tokens into the confirmation message.

= @appActivateld@. Account ID

= @appAvatar@. Avatar

= @appDisplayName@. Display name
= @appEmail@. email address

= @appFirstName@. First name

= @appLastName@. Last name

= @appSignature@. Signature

= @appUserName@. UserName

email notification tokens

The list shows tokens you can use to customize email messages. When the email is
sent, the corresponding description replaces the token.

 @appApprovalList@. The current approval list that the content block must pass
through.
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« @appChangeDateTime@. The date and time changes will be updated on the
website.

« @appComment@. Displays the comments for the content block.
 @appContentLink@. The link to the content block on the website.

NOTE: You must be logged in to see the changes.

« @appContentTitle@. The title of the content block.
« @appCRLF@. A carriage return.
 @appDeclinerFirstName@. The first name of the user who declined the content

block.

 @appDeclinerLastName@. The last name of the user who declined the content
block.

« @appDeletionDateTime@. The date and time the content will be deleted from
the website.

« @appEmailFrom@. The address of the email sender.
o« @appEmailTo@. The address of the email recipient.
 @appFolderPath@. The location of the content block in theEktron folder tree.

« @appPassword@. Displays the account password for ResetPassword and
RequestResetPassword message types.

 @appSubmitterDateTime@. The date and time the content block was submitted.

« @appSubmitterFirstName@. The first name of the user who submitted the
content block.

 @appSubmitterLastName@. The last name of the user who submitted the
content block.

Default Ektron email messages

The following messages are used if basic workflow is applied to content. To view the
messages with advanced workflow, see Notifying users of advanced workflow activities
on page 760.

» Approved Content Awaiting Go Live Date

Message Title: content changes approved.
Message Text: Content changes have been approved.

» Approved Content Published Immediately

Message Title: content has been changed.
Message Text: Content changes have been made.

» Decline Approval Request

Message Title: approval request declined.
Message Text: Content approval request declined.
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» Deletion of Content Approved

Message Title: content deletion approved.

Message Text: Deletion of content has been approved.
 Immediate Deletion of Content

Message Title: content has been deleted.

Message Text: Content has been deleted.
» Send Approval Message

Message Title: request for approval.
Message Text: Request for content approval.

Sending instant email

In addition to automatic email, Ektron lets you email a user or user group from many
screens. An email icon () next to a user or group hame or on the toolbar indicates
your ability to do this. Screens in the following features support instant email.

e Tasks

» Approvals

¢ Reports

e User groups

When you click one or more user/group names then the toolbar's email icon, a screen
appears.

NOTE: The email software must be configured for your server. See Enabling email
notification on page 105.

When the email screen appears, the following information is copied from Ektron into the
email.

» To. User you selected to receive email. If the user does not have a valid email
address, an error message appears. If you then insert a valid address, the email is
sent. If you specify a group to receive the message, as long as one group member
has a valid email address, all group members with valid addresses receive the
email. You can edit and add recipients.

 From. User signed on to Ektron. You cannot edit this field.

» Subject. If the email message is linked to content, its title appears. You can edit
this field.

 Body of message. If the email message is linked to content, a content link
appears. You can edit this field.

Managing logins and passwords
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This section describes how to log in and out, restrict login attempts, and manage
passwords.

Logging into an Ektron website

PREREQUISITE

» URL (Web address) of your website. Your system administrator provides this.
» Username and password
To log into an Ektron site:

1. Ina Web browser, enter the URL of your Ektron website.
2. Click the Login button. The Login dialog box appears.

[ login

Click here to log in |

ektron

Liser:

Pwad:

LOGIN

3. Enter your username and password.

If you are using an Ektron sample site, you can use any of 3 standard users that
demonstrate Ektron’s flexible user-permissions model.

 Administrator. Username: admin; Password: 2?22?; Permissions: All

NOTE: When Ektron is installed, you are prompted to change the admin
user's name and password.

» Standard user. Username: jedit; Password: jedit; Permissions: Basic (for
example, add/edit content, manage library files, and so on)

» Membership user. Username: jmember; Password: jmember; Permissions:
Read-only permission to private content

4. Click the Login button. The Web page appears. See also: Managing content on
page 637.
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Logging out

1. Click Logout from the content menu, or on the Web page. The Logout confirmation
box appears.

LOGOUT
| “E0G0UT

2. Click Logout. You return to the Web page from which you logged out. However, it
is in standard view, not Ektron view.

Restricting login attempts

Ektron can lock out a user after 5 unsuccessful attempts to log into one computer. You
control login security via the ek loginAttempts elementinthe siteroot/web.config
file.

Possible values for ek loginAttempts.
» 1 through 254. The number of unsuccessful login attempts after which a user is
locked out
e 0. Lock out all users
o -1. Disable feature; unlock all locked users

» -2. Lock out Ektron users only; membership users can log in

If a user unsuccessfully tries to log in more than the specified number of times, an error
appears: The account is locked. Please contact your administrator. After that
happens, even if the user enters the correct password, the user is locked out.

NOTE: You can change the error message text in the resource file. See also:
Translating the Workarea on page 1540.

Unlocking a locked account

When an account is locked out, the Account Locked field is checked on the Edit User
screen.
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E-Mail Address:

Account locked

Content and Forum Editor: aWWebEdit400 E|

To unlock the account, an administrator user (or a user assigned to the User Admin
role) accesses the Edit User screen and unchecks the box. At this point, the user can
login.

NOTE: To unlock all users, open siteroot/web.configand set ek login Attempts
to -1.

Manually locking a user from logging on
You can use the Account Locked field to manually lock a user out of Ektron.

1. Inthe Workarea, go to Settings > Users.
2. Click the user then Edit.
3. Check the Account Locked field.

That user cannot login until either you uncheck the box or open siteroot/web.config
and set ek login Attempts to-1.

Preventing Ektron users from logging on

To lock out all Ektron users, open siteroot/web.configand set ek login Attempts to -
2. If you do, only membership users can log in.

NOTE: The builtin user cannot log in if ek loginAttempts is set to -2.

Preventing all users from logging on

To lock out all users (including membership users), set the ek loginAttempts element
in the web.config file to 0. If you do, no one can log in to Ektron until you change the
value.

NOTE: The builtin user cannot log in if ek loginAttempts is set to 0.

Changing images used for logging in and out
You can change the images used for the login and logout buttons. To do so:

1. Move the new images to the following folder:
siteroot\Workarea\images\application.

2. Openthe web.config file in your website’s root directory.
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3. Change the images in this section of the file:
<add key="ek Image 1" value="btn close.png" />
<add key="ek Image 2" value="btn login.png" />
<add key="ek Image 3" value="btn login big.png" />

NOTE: You must update the images and web.config whenever you upgrade
Ektron.

Resolving a problem with the login screen

You may find that in certain browsers, the login screen occupies the entire browser
window instead of just a small box. Browsers such as Internet Explorer 8 and Firefox
have a feature called tabs. When the login window pops up, it may appear as a new tab.
You can change this behavior by turning off tabs within the browser.

Managing passwords

This section explains various aspects of managing passwords.

Editing the builtin username and password

WARNING! Use the builtin user only to correct a bad or expired license key. It is not
designed for regular Ektron operations, such as editing content.

The builtin user is an emergency user to use if you cannot log into Ektron. The builtin
user can log in to Ektron whether or not Active Directory or LDAP is enabled.

If you log into the Workarea as the builtin user, you can access only the following
screens on the Settings tab.

e Active Directory

» Asset Server Setup

e Setup

e User

e User Group

If the builtin user password was changed and you don't know it, you cannot log in. In
this case, use the BuiltinAccountReset.exe utility, which resets the username/password
to builtin/builtin. This utility is located in C:\Program Files

(x86) \Ektron\CMS400versionnumber\Utilities.

The builtin username and password are entered during installation. You can change
them on Ektron's setup screen.

PREREQUISITE

You are a member of the Administrators group.
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1. From the Workarea, choose Settings > Configuration > Setup. The Application
Setup screen appears.

Click Edit.

Locate the Built In User fields.

Change the username or password or both.
Click Update.

ik

Ektron's password security policy

If you use the Workarea or the API to add a CMS or membership user, or if you change
an existing user's password, Ektron enforces a security policy. By default, the policy
enforces these criteria:

» atleast 5 alphabetical and numeric characters

» atleast one uppercase letter

You can modify the criteria by editing the Regex Expression tab on the Application
Setup screen. See also: Password Regex tab on page 133.

IMPORTANT: This policy is new as of Ektron Release 9.10. If you upgrade from an
earlier version, this policy does not affect existing users' passwords.

Enforcing a password change every 90 days

Ektron has a security feature that forces an administrator or user with the Commerce
Admin role to change the password at least every 90 days. This feature is only enabled
if the ek_ecom ComplianceMode key in the site’s web.config file is set to true.

If such a user goes 85 days without changing the password, a dialog appears upon log-
in, asking to change the password. If the user does not want to, click Skip. The user
can repeat this for the next 5 days. After 90 days since the password was entered, the
user must enter a new password before he or she can log in.

Enforcing log in after time of inactivity

Ektron has a password security feature that automatically logs out an administrator or
user with the Commerce Admin role after 15 minutes of inactivity. Activity is based on
requests made to the server.

This feature is enabled if the site’s web.configfile's ek ecom ComplianceMode key is
set to true. In addition, if you are using IIS7, the <add name="EkUrlAliasModule"...
line in the following code needs to appear between the <modules> tags in the
web.config file. This line is a part of the default install—make sure it has not been
removed.

<modules>
<add name="MyDigestAuthenticationModule"
type="Ektron.ASM.EkHttpDavHandler.Security.DigestAuthenticationModule,
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Ektron.ASM.EkHttpDavHandler" />

<add name="ScriptModule"
type="System.Web.Handlers.ScriptModule, System.Web.Extensions,
Version=1.0.61025.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" preCondition="integratedMode" />

<add name="EkUrlAliasModule" type="UrlAliasingModule"
preCondition="integratedMode" />

</modules>

Enforcing a minimum password

Ektron has a password security feature that forces an administrator or user with the
Commerce Admin role to use at least 7 characters in a password. Further, the password
must contain at least one alphabetic and one numeric character.

This feature is enabled only when the ek ecom ComplianceMode key in the site’s
web.config file is set to true.

Enforcing a no-match password

Ektron has a security feature which ensures that when an administrator or user with the
Commerce Admin role enters a new password, it does not match that person's previous
4 passwords. This feature is enabled only if site’s web.config file hasthe ek ecom
ComplianceMode key is setto true.

You can set ek _ecom PasswordHistory to a number higher than 4 if you want a higher
level of security. If you set this key to less than 4 and the ek _ecom ComplianceMode
key is set to true, Ektron enforces 4.

Creating a custom password strategy

The Ektron password validation provider lets developers create custom password
validation strategies. These providers can enforce custom password rules inside the
system, beyond the out-of-box capabilities.

This section explains how to create a custom password validation provider for Ektron.

1. Create a class library project in Visual Studio.

2. Import the namespaces you need. Add references to:
o Ektron.Cms.Commerce

e Ektron.Cms.Common

» Ektron.Cms.ObjectFactory

» Microsoft.Practices.EnterpriseLibrary.Validation.dll
» System.Configuration

» Ektron.CMS.User
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o Ektron.CMS.DataRW
e Ektron.Cms.Contracts

3. Add the following using statements.

4.

5.

6.

using System;

using System.Collections;

using System.Configuration.Provider;

using Microsoft.Practices.Enterpriselibrary.Validation;
using Ektron.Cms;

using Ektron.Cms.Common;

using Ektron.Cms.Commerce;

using Ektron.Cms.Commerce.PasswordValidation.Provider;
using System.Collections.Generic;

using System.Text;

using System.Text.RegularExpressions;

Change the namespace to Ektron.Cms.Extensibility.Commerce.Samples,
rename your class to CustomPasswordProvider, and inherit from the
Ektron.Cms.Commerce.PasswordValidation.Provider.PasswordValidationPr
ovider class and the Ektron.Cms.Commerce.IPasswordvValidation interface.

namespace Ektron.Cms.Extensibility.Commerce.Samples

{ public class CustomPasswordProvider :
Ektron.Cms.Commerce.PasswordValidation.Provider.PasswordValidationProvider,
Ektron.Cms.Commerce.IPasswordValidation

Add the following constructor.

#region constructor, member tokens
public CustomPasswordProvider () { }
ffendregion

Add GetRegexFor methods required by the PasswordvalidationProvider base
class. These methods return the RegExs that will validate passwords in Ektron for
specific user types.
 GetRegexForMember. Returns one or more regular expressions used for
client side validation of membership users, along with corresponding error
messages to be used when client-side validation fails.

+ GetRegexForAuthor. Returns one or more regular expressions used for
client side validation of Ektron authors, along with corresponding error
messages to be used when client-side validation fails.

» GetRegexForCommerceAdmin. Returns one or more regular expressions
used for client-side validation of eCommerce administrators, along with
corresponding error messages to be used when client side validation fails.

 GetRegexForAdmin. Returns one or more regular expressions used for
client-side validation of Ektron administrators, along with corresponding error
messages to be used when client side validation fails.
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NOTE: This example enforces a minimal requirement for authors/members,
and adds a length and diversity requirement for administrators.

#region public methods
public override string GetRegexForAdmin ()
{ return "[/.{7}/, Password must contain at least seven characters]
"+ ", [/[0-9]1+/,
Password must contain at least one number]
"+ ", [/la-zA-Z]+/,
Password must contain at least one alphabetical character]
"o+ /N0 \ET\"RE]+S/,
Password cannot contain spaces, tabs, single-quotes,
double-quotes, percent-signs, or pound-signs]";
}
public override string GetRegexForAuthor ()
{ return "[/.{1}/, Password too short]" + ", [/~["~ \t'"\"3#]+S$/,
Password cannot contain spaces, tabs, single-quotes,
double-quotes, percent-signs, or pound-signs]";
}
public override string GetRegexForCommerceAdmin ()
{ return "[/.{1}/, Password too short]" + ", [/~["~ \t'"\"3#]+S$/,
Password cannot contain spaces, tabs, single-quotes,
double-quotes, percent-signs, or pound-signs]";
}
public override string GetRegexForMember ()
{ return "[/.{1}/, Password too short]" + ", [/~["~ \t'"\"3#]+S$/,
Password cannot contain spaces, tabs, single-quotes,
double-quotes, percent-signs, or pound-signs]";
}

#endregion

7. Implement the validateFor methods, which use the regexs to validate
passwords. We use the generic function validate to which we pass parameters.

public override ValidationResults
ValidateForAdmin (string password)
{ return Validate (password, GetRegexForAdmin()) ;
}
public override ValidationResults
ValidateForAuthor (string password)
{ return Validate (password, GetRegexForAuthor()):;
}
public override ValidationResults
ValidateForCommerceAdmin (string password)
{ return Validate (password, GetRegexForCommerceAdmin ()) ;
}
public override ValidationResults
ValidateForMember (string password)
{ return Validate (password, GetRegexForMember ()) ;
}
protected ValidationResults
Validate (string password, string regexErrorMessage)
{ ValidationResults results = new ValidationResults () ;
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string regex, errorMessage;
string[] parts;

string[] raw = regexErrorMessage.TrimStart('[').TrimEnd(']")
.Split (new string[] { "],[" }, StringSplitOptions.None) ;

foreach (string combined in raw)

{ parts = combined.Split (new stringl[] { "/," },

StringSplitOptions.None) ;
regex = parts[0].Trim('/");
errorMessage = parts[l].Trim().TrimStart('""') .TrimEnd('"");
if (!'Regex.IsMatch (password, regex))
{ results.AddResult (new ValidationResult (errorMessage,
this, "", "", null));
}
}
return results;

}

8. Tell the system whether to enforce password expiration on users. There are 2
requirements.

 PasswordExpirationEnabled. Enabled password expiration globally, which
allows the RequiresPasswordExpiration to be called.

 RequiresPasswordExpiration. Returns whether password expiration is
enforced for a user.

NOTE: The system handles password expiration dates. Setting

PasswordExpirationEnabled and RequiresPasswordExpiration tells
Ektron to check and enforce those values.

public override bool PasswordExpirationEnabled ()
{ return RequestInformation.CommerceSettings.ComplianceMode;

}

public override bool RequiresPasswordExpiration (long userId)
{ return (userId == 1);

}

9. Build the project, and copy the assembly to the Ektron site's bin directory.
10. Register the provider, and direct Ektron to use it. The siteroot/web.config file
lets you manage password providers within Ektron.
a. Locate the <passwordvalidationProvider...>taginthe web.config file.
b. Add a reference to the class created earlier in the <providers> key.

c. Changethe defaultpProvider attribute, as shown below.
<passwordValidationProvider defaultProvider="CustomPasswordProvider">
<providers>

<add name="CustomPasswordProvider"
type="Ektron.Cms.Extensibility.Commerce.Samples

.CustomPasswordProvider, CustomPasswordProvider" />
</providers>

Logging in through Facebook
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Logging in through Facebook

Facebook Login, an alternative to Ektron's standard login, lets users log in using their
Facebook username and password instead of creating an Ektron username and
password. Here is an example of Facebook Login control.

Register | Login | Login |

This control lets Membership and Ektron users log into an Ektron website. If users have
an Ektron user profile, they can be prompted to link the Facebook username and
password with that profile.

Facebook Login allows log in only—it provides no other Facebook features, such as
viewing profiles or sending messages.

NOTE: The Facebook Login feature does not support Active Directory.

The OnTrek starter site includes a samples of a Facebook Login.

NOTE: The user experience is enabled only after a developer sets up the feature.
See also: Setting up Facebook login on the next page.

If a user clicks a Facebook Login button but is not logged into Facebook, the following
screen appears.

¥ Connect with Facebook

Connect localhost with Facebook to interact with your friends on this site and to
share on Facebook through your Wall and friends' Mews Feeds.

localhost Bring your friends and info
—

Publish content to your Wall

Email:

Password:

Sign up for Facebook

Cancel

When you complete this screen or if you are already logged into Facebook, you are
forwarded to a page that prompts you to register with or log into Ektron.
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Register for the EktronTech Community

Hello Bob, Do you have an existing site account?

If you do, sign in here to link your existing account to Facebook, If not, register below,

User Mame: I

Paszword: I

Lagin |

{Upon successfully registering with Ektron Tech you will be redirected to our home page. Please
click login and use your e-mail to log-in to Ektron Tech.)

\
General [ Forum ][ Tags H Custom ]

*First Marne: Bob
*Last Mame: Balt

*E-Mail Address:

*Display Marne: Eoh Baolt

Llser Language: |Eng|ish (RN j
Address:

Latitude: 0

Longitude: 1]

Avatar: https:/fsecure-profile faceboc

Click to upload your avatar

Fegister | Feset |

This screen asks if you have a membership account. If so, do you want to connect this
Facebook username and password with the Ektron account? If you agree, you will
access your membership account via the Facebook Login with Facebook credentials
from now on. If you do not have a membership account, complete the lower half of the
screen. This is the same screen that new members use to create Ektron accounts. From
then on, you can click the Facebook Login button to log into Ektron using a Facebook
username and password.

When you log out of Ektron, that action does not log you out of Facebook. Conversely, if
a user logs out of Facebook, you are not logged out of Ektron.

NOTE: Facebook often caches information in your browser. If you see JavaScript
errors or other odd behavior, clear the browser cache, close all browser windows,
and try again.

Setting up Facebook login

To set up the Facebook login feature:

Step 1: Connect Facebook to Your Ektron Website

Follow these steps to obtain Facebook keys, paste them into the web.config file, and
identify your site to Facebook.
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Step 1: Connect Facebook to Your Ektron Website

1. Inyou do not have one, create a Facebook account. Go to www. facebook.com and
follow the sign up instructions.

2. Login to the Facebook Developer site.
. Click +Create New App.

4. Enter an App Name and APP Namespace for your application. The name cannot
include facebook or any variations, such as rB. Click Continue. A new screen
appears, showing your App ID and AppSecret.

(O8]

Apps » My Test » Basic

My Test

App ID: 9933999399333333
App Secret:  S475g545541545821 115451 251 555r21 (reset)

(edit icon]

Racic Tnfn

5. Open your website's root folder/web . config file.

6. Copy the Facebook keys into these web.config elements.
e APP ID. ¢k FacebookApiKey

* App Secret. ck FacebookSecret

NOTE: Keys shipped in Ektron sample sites are for localhost. Also, make sure
the Facebook keys were generated for the host header/URL to which you're
applying them. And, if you are testing secure site setup, verify that the
web.configelement ek useSsLis true.

7. Save and close web.config.

NOTE: After you update web.config with Facebook keys, wait a few minutes
before logging into the Ektron site via the Facebook Login server control.

8. Return to the Facebook Basic screen.
9. Under Select how your app integrates with Facebook, click Website.

10. In the Site URL field, enter your website's URL.
» for a public site, enter its URL. For example, http://www.example.com.

» for a shared server or if you are accessing the site from a remote machine, use
the IP address. As examples, http://192.168.14.10,
http://192.168.14.10/QA
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» for alocal server, use localhost. As examples, http://localhost,
http://localhost/EktronTech

11. Save and close the Facebook screen.

12. After setting up your application, you can return to this screen at any time to view
the keys, edit the Site URL, etc.

Step 2: Create or Modify a Facebook Login/Signup Page

A Facebook form appears if a user clicks a Facebook Login button and is not currently
logged into Facebook.

¥ Connect with Facebook

Connect localhost with Facebook to interact with your friends on this site and to
share on Facebook through your Wall and friends' Mews Feeds.

localhost Ering your friends and info
—

Publish content to your Wall

Email:

Password:

Sign up for Facebook Connect Cancel

The form is created by Facebook, not Ektron. You can customize parts of it, such as the
title and site image, using Facebook's Application settings.

When the user completes the form, the user is forwarded to an Ektron form that
prompts the person to register or log in to Ektron.
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Step 2: Create or Modify a Facebook Login/Signup

Register for the EktronTech Community

Hello Bob, Do vou have an existing site account?

If you dao, sign in here to link your existing account to Facebook, If not, register below,

User Mame: I

Paszword: I

Login |

{Upon successfully registering with Ektron Tech you will be redirected to our home page. Please
click login and use your e-mail to log-in to Ektron Tech.)

\
General [ Forum ][ Tags ][ Custom ]

*First harme: Bob
*Last Name: Balt

*E-Mail Address:

*Display Marne: Bok Baolt

Llser Language: |Eng|ish (RN j
Address:

Latitude: 0

Longitude: 1]

Avatar: https:ffsecure-profile faceboc

Click to upload your avatar

Fegister | Feset |

You specify which form appears via the Facebook Login server control's
SignupTemplate property.

The logic to connect a Facebook user with an Ektron account (circled) is not part of the
Facebook Login server control. However, sample code for that functionality is included
in the Ektron Tech sample site's register.aspx page.

Register for the EktronTech Community

— —
Hello Bob, Do vou have an existing site account?

If you do, signin here to link your existing account to Facebook, If not, register below,

lser Mame: I

Passwiord: |
h""l—_

Login |

(Upon successfully registering with Ektron Tech you will be redirected to our hon
dick login and use your e-mail to log-in to Ektron Tech.)

"
General [ Forum " Tags M Custom ]

*First Marne: Bob
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Alternative to redirecting to the signup form

If you do not want to redirect the user to a signup form after Facebook login, you can
hook the Ektron FacebookNewMemberLoggedIn JavaScript event and do whatever you
want with it. For example, you could raise a modal dialog with a short signup form. .

Step 3: Place the Facebook login server control on a page
1. In Visual Studio, open the template onto which you want to place a Facebook Login
server control. See also: Ektron Server Controls.
2. Drag and drop the control.

3. Use the following information to complete its properties.
» Authenticated (String)

+ FacebookButtonText (String)
Enter the Facebook Login button text. The default is Connect with
Facebook.

» Hide (Boolean)

» InstructionDetail (String)

Enter additional text that appears above the Facebook Login button. The
default is Sign in using your Facebook account.

» InstructionHeader (String)
Enter text that appears above the Facebook Login button. The default is Sign
in using your Facebook account.

« Language

» SignupTemplate (String)
Enter the path to the template that appears after a user completes the
Connect with Facebook screen.

You can customize the markup for the form using the LoginTemplate and
LogoutTemplate server controls.

Using Facebook connect extension with the Targeted Content
widget
Facebook Login lets you retrieve the following Facebook profile information, using
Facebook Connect Extension.
e Age
Gender
Marital Status
Likes
Employment
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Modifying setup information

See also: Creating Personalized Web Experiences with the Targeted Content Widget

Modifying setup information

You are a member of the Administrators group.
You must complete this before any user can access your Ektron website.

In Workarea > Settings > Configuration > Setup, you can enter or edit
information for the Ektron website including:

» License keys
» Default language
» email notification
» Physical library folders on file server
» Builtin user information
» Editor options
» Work page size settings
» Password Regex
The Application Setup screen appears. Click Edit to modify the settings.

General tab
Editor Workarea System Password Regex

Version: 9.10 (Buwild9.1.0.162)

Default Site Language: English (U.5.)
License Key(s) (comma delimited): ekt-hkgnyn1(exp-2014-04-12)(EN)(E)(XML){users-unlimited)?1691822111448726250603067721-8
Default Application Language: English (U.5.)
System E-Mail Address: [None Specified]
System Nofifications: Sending of E-Mail Disabled
Server Type: % Enable Staging Server — refers library links to staging server domain, as opposed to production server domain
Asynchronous Processor Location: [None Specified]
Publish In Other Format: + Enable Office Documents to be Published in other Format
Library Folder Creation: + Enable CMS to create filesystem folders for the library assets

Built In User: builtin

e Version. This number shows the Ektron version and build numbers. This number is
important to know if you place a call to Ektron Support.

» License Key(s). Enter the license key sent to you from Ektron.
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« Default Application Language. Select a default language for Ektron. This user’s
language determines the screens and messages that appear in Ektron. In the user
profile, you can set any user’s language to system default. Each user set to
system default uses the language assigned here.

NOTE: Do not confuse the default application language with the ek_
DefaultContentLanguage variable in web.config. For more information on that,
see Setting the default language on page 1504.

+ System E-mail Address. Enter a valid email address. This address will appear in
the From field in the notification emails. See also: Enabling email notification on
page 105.

 Enable Sending of System Notification Email. Check this box if you want
notification emails to be sent when triggering actions occur. See also: Enabling
email notification on page 105.

» Server Type: Staging Server. Check this box if you want your library links to
refer to the staging server domain, as opposed to the production server domain.
This would help you verify that the linked items exist on the staging server. See
also: Automatic multi-site setup on page 92

NOTE: Checking this box disables the Web Alerts feature on your server.

« Asynchronous Processor Location. If your site uses the Web Alerts feature,
enter or update the location of the asynchronous processor Web services file. The
default location is “[none specified].” See also: Setting up message queuing and
the asynchronous processor on page 1475.

« Enable CMS to create file system folders for library assets. Check the box if
you want to create physical folders on your file system server that match the
Ektron library folder tree. See also: Creating file system folders with Ektron on
page 135.

« Builtin User. Edit the username and/or password for the built in user. By default,
the username and password combination is builtin/builtin.

WARNING! Ektron strongly urges you to change the default password assigned
to the builtin user. Opportunities to do this are presented during installation and
in the above field.

Editor tab

IMPORTANT: Editor tab settings apply only to the eWebEdit400 editor.
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Workarea tab

Application Setup

EDIT Q@

General Workarea System Password Regex
* Settings apply to eWebEdit400 editor only.

Styles: % Preserve M5-Word Styles
Fonts (CSS selection always available): % Enable Font Buttons

Accessibility/Section 508 Evaluation: " Do not validate

 Preserve MS-Word Styles. When Microsoft Word content is pasted into the
editor, it removes some Word styles by default. Check this box if you want to
prevent the editor from removing them.

NOTE: Ektron does not recommend enabling this feature.

» Preserve MS-Word Classes. Similar to styles, when Microsoft Word content is
pasted into the editor, it removes some Word classes by default. Check this box if
you want to prevent the editor from removing them.

« Enable Font Buttons. Checking this option displays the following font-related
buttons on the editor toolbar:
o Font Face

° Font Size
° Font Color
° Font Background Color
Accessibility/Section 508 Evaluation. If your editor is eWebEdit400:

Workarea tab
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Application Setup

L

UPDATE @

General Editor Password Regex

Landing Page After Login:

/| Select
WI1Set Smart Desktop As The Start Location In The Workarea

Force preferences to O
all users

Enable Verify Email O
{The CMS will verify all new membership users by sending them an email that asks them to confirm their regisiration.)

Enable Preapproval O
Group

The following fields change the default Web page after log-in and the default Workarea
page. The default values are automatically applied to all new users, and to all existing
users when you upgrade. Normally, you can modify these values for any user via the
Edit User screen. But, you can force these values on all users, removing the ability to
personalize them.

Landing Page After Login. If you want one page in your website to appear after
users log in, enter the URL to that page. If you do, the landing page points to
published content, not the Workarea. You can click Select Page to browse to a
landing page. The last published version of the page appears. If the page has never
been published, nothing appears.

By default, the page from which the user logged in reappears.

IMPORTANT: If you are logging in from the OnTrek sample site, this field is
ignored. OnTrek has its own landing page after login, regardless of this setting.

Set Smart Desktop as Start Location in the Workarea. If you want the Smart
Desktop to appear as soon as a user enters the Workarea, click this box. By
default, the user sees the Smart Desktop after log in. If you leave this box blank,
when a user enters the Workarea, the folder of the content specified in the user
profile at the Landing Page after login field is displayed.

Force Preferences to all users. To force these settings on all Ektron users,
check this box. If you do, users can see the values in the user profile screen but not
change them. If you leave this box blank, users can personalize these values in
their User Profile.

Enable Verify Email. Check this box if site visitors who complete the membership
form are placed on the Users Not Verified list. Upon confirming their interest, these
site visitors become membership users. If you do not check this box, site visitors

who complete the membership form automatically become membership users. See
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System tab

also: Allowing membership users to self-subscribe on page 1621.

IMPORTANT: When using the Checkout server control on an eCommerce site,
the Enable setting must be unchecked. Otherwise, new users will receive an
error message when they sign-up using this control. See also: Checkout.

« Enable PreApproval Group. Use this field to enable Automatic Task Creation.
See also: Setting up an automatic task for pre-approving content on page 1459.

System tab
General Editor Workarea

Application:

lser may see an error while application is restarting.

Use this button to clear Ektron's cache, which recycles the application pool. For
example, you updated the web.config file but cannot yet see the changes.

Under certain circumstances, Ektron's support group may instruct you to click this
button.

Administrators would use this button if they cannot access the hosting servers yet need
to reset their website. The button is an alternative to submitting a request to their IT
department or hosting company.

Impact on Ektron

After you click Restart, the first request takes longer than usual since the application
needs to recompile. Subsequent requests should be processed normally.

To minimize the impact on site visitors, visit your home page immediately after the
restart, so that your request is the first "hit."

See also: Managing Application Pools in IIS 7

Password Regex tab
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Application Setup

EDIT | | @

General Editor Workarea System Password Regex

Regex Value: A= 45 IP= - P= AL s ) 0

Error Text: Your password should be at least 5 characters, and to be a mix of
letters, and at least one uppercase letter.

Type: Default

Use the Application Setup screen's Password Regex tab to customize Ektron's
password security policy, and the error text that appears if a user's entry does not
conform to the policy. Ektron provides a default policy and error text. The default policy
enforces these criteria:

 minimum of 5 alphabetical and numeric characters

» atleast one uppercase letter

The password policy is enforced if either the Workarea or the API is used to add a CMS
or membership user, or an existing user's password is changed.

Additional Password Policy Notes

» The policy is not enforced when using the Membership User Reset Password
screen. See also: Activating other membership actions on page 1623.

» The policy is not enforced during installation, when you are prompted to enter a
password for admin and builtin users. The policy is enforced if you later change
those users' passwords.

» The policy is not enforced if you are using Active Directory. See also: Using Active
Directory with Ektron on page 1581.

Customizing the password security policy and error text

« Knowledge of RegEx.
* You are a member of the Administrators group.

To customize the password security policy:

1. Go to Settings > Configuration > Setup > Edit > Password Regex.
2. Change the Type drop-down to Custom.
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3.

Ul

Restoring the default password RegEx and error

If desired, edit the error text. This appears if a new password does not conform to
the RegEx expression.

Workarea Custom Activities

*Username:  [jedit
D: 3
*FirstName:  [John |
*LastName:  [Edit |
*Display Name:  [JE |
‘Password:  [eewe |

*Confirm Pwd: snncenesl

Your password should be at least 5 characters, and to be a mix of letters,
nd at least one uppercase letter.

If desired, edit the RegEx expression.

. Click Update.

Ektron recommends creating a new "dummy" user and entering passwords that
both pass and fail the updated RegEx expression, to verify the expected behavior.

Restoring the default password RegEx and error text

To restore the default password policy and error text:

1.
2. Change the Type drop-down to Default.

3.

4. Ektron recommends creating a new "dummy" user and entering passwords that

Go to Settings > Configuration > Setup > Edit > Password Regex.

Click Update.

both pass and fail the RegEx expression, to verify the expected behavior.

Creating file system folders with Ektron

If this option is enabled, each time you create a new content or library folder in Ektron,
a corresponding physical folder is created on the file system to organize library files on
your file server. The following image shows a library folder tree and its corresponding
system folder structure.
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File server folder tree

Ektron CMS400

folder tree
Folders x
[ Library = [ uploadedimages A~
+ (23 CMS4000ema + |5 CMS4000ema
= [0) Developer = |3 Developer
) Blog [ Blag
) Busingss Rules () BusinessRules
) Cache [ cache
) Calendar [ Calendar
# |2 Callection 2 Collection

) Content Black

) Content Fating

) Forms

) Index Search
+ ) List Summary

[C5) Conkent_Block
uﬁ Conkent_Rating
@ Forms

[5) Index_Search
uﬂ List_Surnmary
(L) Membership

) Membership 3 Menu

) Menu ) Meta

) Meta () Rales

) Roles RS3

) RSS [5) Search

) Search # () =ML w
) ML a

NOTE: If you are upgrading, the installation does not create sample website folders
on the file server. You must add these folders manually. However, all folders that
you create are also created on the file server when enabled.

Handling background processing functions with
the Ektron Windows Service

Ektron provides a Windows service (EWS) to handle the following background
processing functions.

» Balancing the load on your servers on page 99
e Bad link report on page 1056

» Scheduling Content to go live at a future time, and removal of content scheduled to
expire.

« Applying Metadata to content: When a new metadata definition is created, the
Windows service applies it to all content in the Ektron database. However, the
metadata definition is only activated for the content when it is enabled for the
content’s folder.

Also, the EWS propagates updates that are made to the database connection string or
the site path in the web.config file. The service copies the new value to the
data.configand sitedb.config files, which are located in C:\Program Files

(x86) \Ektron\EktronWindowsservice40. Any Ektron components that reference
these values can retrieve the current information from these files.

136 | Ektron 9.10 SP3




Handling background processing functions with the

The data.configand sitedb.config files are updated once each day at a time
prescribed in the updateTime value in C:\Program Files
(x86) \Ektron\EktronWindowsserviced0\Ektron.ASM.EktronServices.exe.config

. You can change this time.

WARNING! Do not edit the data.configand sitedb.config files. They are
dynamically generated by Ektron. If these files have incorrect values, edit the
web.config file, which is used to generate them.

The EWS starts automatically when Ektron is installed, and again whenever the server
is restarted.

To see the status of the service, go to Start > Computer, then right click and choose
Manage.
» Windows 7: The Computer Management screen appears. Choose Computer
Management > Services and Applications > Services.
» Windows 2008: The Server Manager screen appears. Choose Server Manager >
Configuration > Services.

If you're using Windows 8 or 2012, press the Windows key (E) /Q then enter
Services.

Look for Ektron Windows Services. You can see its status in the Status column.

O Computer Management M=l

Jﬂctinn Wi |J¢.-p||||§“} H Il m

Tree I Mame 7 | Descripkion | Skakus

Q Computer Management {Local) T~ % .MET Runtime Optimization Setv,.. Microsoft ...,

Eﬁ& System Toals — %.ﬁ.lerter Motifies sel..,  Started
@ Event Yiewer %.ﬁ.pplicatinn Management Provides s...

%HSP.NET Skate Service Provides 5.,
%.ﬁ.utumatic pdates Enables th...  Started
%Backgruund Inteligent Transfer,.. Transfersf...
%CIipBDDk Supports C...
%COM+ Event System Provides a..,  Started
%Cnmputer Browzer Mainkains &...  Started
%DHCP Client Manages n..,  Skarted
%Distributed File Syskem Manages lo... Started
%Distributed Link. Tracking Client Sends nokif,.,  Started
%Distributed Link Tracking Server  Stores info...
%Distributed Transaction Coordin,,, Coordinate,,,  Skarted

[+ System Information

ﬁ Petformance Logs and Alerts
-4 Shared Folders

s, DEviCE Manager

Local Users and Groups

EI--@ Skorage

‘27 Disk Management

----- @ Disk Defragmenter

----- = Logical Drives

@ Removable Skarage
I'_—'I--& Services and Applications

8 Telephaory

- Micrasoft SOL Servers %DNS Client Resolves a...  Started
g WM Cantral ™= This servic,.,  Started
% Services %Event Log Logs event... Started

%:i\lz;w Servire Helre wern
1 | vl

On your file system, the EWS is located in C:\Program Files
(x86) \Ektron\EktronWindowsservice40. Within that folder, the
Ektron.ASM.EktronServices.exe.config file runs the EWS.

g Indexing Service

d
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Additional resources
Upgrading the Ektron Windows Service

Viewing the EWS activity log

The EWS has an Activity Log that tracks all related events. To view detail for any event,

double click it.
 Windows 7: Computer Management > System Tools > Event Viewer >
Ektron Log
« Windows 2008: Server Manager > Diagnostics > Event Viewer > Ektron
Log
E Computer Management !EI E
J fAction  Wiew |J = -P|| |@
Tree I Tvpe | Dake | Tirne | Source | Cak... | E..| ... |
g Computer Management {Local) @Infu:urmatiun 692006  3:29:00 4M  Ekkron Mome 0O Mi&
E‘ﬁﬁ Swstem Taals j QEerr 6/9/2006  3:29:00 AM  Ekkron Mome 0O MfA
El@ Event Yiewer eEerr 6f9f2006  3:29:00 AM  Ekkron Mome 0O NfA
R 4] Application € Errar 6/9/2006 3:2:00AM  Ektron Mone O MJA
€ Error 6/3/2006 TZHEEAM  Ekron  Mone 0 MJA
ih| Security
L R 14| Swstem
i IR Cckare TeFoernskion ﬂ

A common source of errors is that the service cannot find Ektron sites, because they
have not been created yet, as shown in the sample below.
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Event Properties

Ewent |

Date: B9/ 20085 Source:  Ektron

Tirne; 16:44 Category: Mone
Type: Errar Event|D: 0
Uzer P A

Computer: PRODIGAL

D escription:

Viewing the EWS activity log

L

Mo Servers exist in the zystem

[Etar 0 Etes €0 N Grds

k.

Cancel

ol
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Chapter6

Setting up your CMS folder
structure
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Setting up your CMS folder structure

Folders are containers for . Ektron provides the following types of folders:

« || Standard. See this chapter

¥4 Root. The top-level container for all folder types

' Site. See Supporting multi-site configurations on page 91

. E Community. See Community folders on page 1631
. | ] Blog. See Working with blogs on page 955

. _ Discussion Board. See Working with discussion boards on page 1005

« |aleCommerce catalog. See Creating a catalog folder on page 1811
:j Web Calendar. See Working with calendars on page 983

Planning your CMS folder structure

At their core, all Web content management systems serve the same purpose: to
manage content. The only real difference among systems is the way in which that
content is used. You can divide content into 3 categories:

 Complete Content. A content item that is considered ready for visitor
consumption without further manipulation of the content. It may be comprised of
several other items. For example, a Press Release is complete if does not have
dependencies on other data. Also, a PageBuilder Page Layout, which has had its
dependencies on other content fulfilled, is a complete object. These items require
no other context in order to convey their intended meaning.

» Resource Content (or Incomplete Content). A content item that is not yet ready
for visitor consumption because it lacks some surrounding context to complete its
message. It is not intended to be viewed without the complete context. For
example, a call to action (CTA) is a resource that needs to be placed in the context
of a complete page to make sense. You also do not want a CTA showing up in
search results, and shown without more information.

« Custom Configuration Data. Settings or global configuration to the site. This
data is not complete and useful without context, yet it is also not content to be
dragged onto a larger page. Rather, it helps define smaller, more global elements
and settings. This data is stored in a Smart Form and can vary among the following
items: selecting other CMS content, menus or other objects, or providing a text
template for your copyright statement and standard values for your Previous and
Next buttons in pagination.

The following base CMS folder structure uses the 3 categories to organize your content
to provide sufficient separation of roles, search scopes, and content purpose to satisfy

most Ektron implementations. You can further sub-divide the structure. The structure

may be your root architecture in a single-site instance, or developed within site folders
in @ multi-site environment.
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Using folder menus

This structure lets you clearly identify configuration roles, resource roles and content
versus page layout roles with user groups and setup permissions accordingly. The
folder structure gives you an easy means of keeping unwanted content from showing
up in the site search results by having clearly defined locations for the various content
types and functions.

= %5 Folders

== MultiSiteCOne
| Configuration
| Content
| Images
| Master Layouts
| Pages
| Resources

| Shared Content

Configuration. Administrative content, such as Smart Forms, that supports
Custom Configuration Data.

Content. Complete content that can be indexed and included in the scope for your
site search. You should consider any content URL or Alias within these folders as
complete and requiring no additional context.

Images. An image is resource content because it is frequently part of a larger
content item and therefore should not be independently searchable. If you want to
have some images on your site returned in search results (for example, info-
graphics or gallery photos), place them in a sub-directory of the Content folder.

Master Layouts. PageBuilder Master Layouts or Page Layouts used as templates
for other pages or content, respectively, within the CMS. This content is not
searchable and, without the additional content, does not stand on its own as an
individual site page.

Pages. PageBuilder Page Layouts that may rely on other data, but the page itself
is complete. Because these pages are complete, they should be indexed for search.

Resources. Smart Form or HTML content that requires a larger context are
resource content; for example, slides for your home page banner, CTAs, or
descriptive text to be placed at the top of a careers listing. Content in this folder
should not be searchable because each item does not make sense on its own.

By dividing the content data into categories that are based on how the content is used
in the application, everything else falls into place more easily.

Using folder menus
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The following menus and button appear across the top of the View Contents of Folder
screen. Depending on your permissions, you may not see all menu options.

View Contents of Folder "Conditions™ £

NEW VIEWW DELETE ACTION @

i
For information on Add Asset (*"Q), see Working with assets in the Document
Management System on page 700.

New menu

Lets you create and upload new items into a folder.

+ Add Calendar Event. Add calendar event. This option is only available in a
WebCalendar folder.) See also: Adding system calendar events on page 986

» Blog. Add blog. See also: Working with blogs on page 955
» Calendar. Add Web calendar. See also: Working with calendars on page 983

» Catalog. Add eCommerce catalog. See also: Creating a catalog folder on
page 1811

» Collection. Add collection. See also: Working with collections on page 796.

« Community Folder. Add folder whose content can be updated by membership as
well as regular users. See also: Community folders on page 1631.

» Discussion Board. Add discussion board. See also: Working with discussion
boards on page 1005.

« DMS Document. Add Office document, managed file, or multimedia file, any
supported type. See also: Managing Microsoft Office assets on page 712, Managing
assets on page 704.

» Folder. Add folder. See also: Setting up your CMS folder structure on page 141.
« HTML Content. Add HTML content. See also: Creating new content on page 676.

e HTML Form/Survey. Add HTML form, poll, or survey. See also: Creating surveys
and polls on page 860.

» Master Layout. Add master layout. This option is only available in a PageBuilder
folder. See also: Creating a PageBuilder master layout on page 1089.

 Menu. Add menu. See also: Creating menus for your website on page 1331.

« Multiple DMS Documents. Add several Office documents, managed files,

multimedia files, any supported type. See also: Adding multiple DMS documents on
page 707.

» Page Layout. Add page layout. This option is only available in a PageBuilder
folder. See also: Developing wireframe templates on page 1085.
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« Site. Add website. This option is only available in the root folder. See also:
Supporting multi-site configurations on page 91.

 Smart Form. Add Smart Form. This option is only available if one or more Smart
Form configurations are assigned to the folder. See also: Working with Smart
Forms on page 880.

View menu

Lets you display information about content in a folder.

« All types. Displays all content types of selected language.

» Archived Content. View and work with content that passed its scheduled End
Date and whose archive option is either Archive and remove from site or
Archive and remain on Site. When a Web Calendar folder is selected, this menu
item is labeled "Archived Events".

» Collection. Work with collections assigned to this folder. See also: Working with
collections on page 796.

« HTML content, HTML Form/Survey, Office Documents, Managed Files,
Multimedia, or Image Assets. Limits folder display to selected content type. For
example, choose View > Managed Files and see only managed files in the
folder; other content types are suppressed. This is especially helpful if the folder
has many items, and you are looking for only one type of content. If a PageBuilder
folder is selected, you can limit the display to Page Layouts or Master Layouts. For
more information on specific types of content:

e Creating new content on page 676

» Working with HTML forms on page 835

» Managing Microsoft Office assets on page 712
« Managing assets on page 704

» Managing multimedia assets on page 708

» Language. Limits display of folder content to one language, or lets you display all
languages. If set to one language, this also determines the language of new items
you create or upload into the folder.

» Menu. Work with menus assigned to this folder. See also: Editing a menu item on
page 1342.

» Properties. Only members of the administrators group and those assigned to the
Folder-Admin role see this option. It lets you assign folder properties, such as
which users can edit a folder’s content. See also: Defining roles on page 1573,
Setting folder properties on page 150.

Delete menu

Lets you delete folder or content within folder.
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« Content. Delete one or more content items in folder. See also: Deleting content on
page 680.

» This folder. Delete current folder and all of its content. If a Web Calendar is
selected, the menu option appears as "This calendar.” You cannot delete the Root
folder. See also: Deleting a folder on page 158.

Action menu

Lets you perform actions on the folder or content within the folder.

» Cut/Copy. Move or copy content to another folder. See also: Moving or copying
content on page 679.

« Export For Translation. Prepare content for translation by a translation agency.
See also: Exporting content to XLIFF on page 1525.

» Search. Search content in the Workarea. See also: Searching the Workarea on
page 382.

» Synchronize Folder. Sync this folder on the current server with the same folder
on another server. This option is only displayed if eSync has been set up, you have
the required privileges, and content has changed. See also: Synchronizing content
and folders on page 1988.

Workarea content menu

The View Contents of Folder screen features a context-sensitive, drop-down menu of
options you can perform for content.

=] Footer = HTML Content

View

£ Home Edit HTML Content
View Properties

synchronize
=) Privacy HTML Content

Delete

=] Products { HTML Content

The options depend on several factors, such as
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» your folder permissions

« your position in the workflow (if any)

» the content’s status

« whether the item is a Microsoft Office document or asset
To see any content item's menu options:

1. Go to the folder that contains the content.

Title Content Type Language
=] About Us - HTML Content iS5
@Abnums—lndex 4 HTKL Content B

2. Click the triangle. A menu of options for that content item appears. The following
options may be available:

Approve. Approve content that was submitted for publishing. See alse: Approving conten:

Check-In. Change content status to checked in. Might use if you checked out
and saved a document then it became lost or corrupted. This option changes
original document’s status to checked in. However, it does not replace the
version of the file in Ektron. To replace content that was checked out and
edited, drag and drop it into Ektron. See also: Updating an Office document on
page 713.

Check out and Save As. Change a content item’s status to checked out and
save it to your local computer. When you finish editing the item, drag and drop
it to Ektron. See also: Updating an Office document on page 713.

Decline. Decline an approval request submitted to you. This option rejects the
changes and keeps the current version live on website. You are prompted to
enter a reason for the decline. After you decline, the author who made the
change is notified by email and the content is removed from the workflow. If
the author updated content then submitted it for approval, the updated
content remains in the file. If you do not want it to remain, choose the Edit
option. See also: Approving content for publication on page 741.

Delete. Submit content for deletion. See also: Deleting content on page 680.

Edit. For HTML, HTML form, or Smart Form content, edit content within the
editor. For assets, use Check out and Save As or Save As to save asset to
your computer and edit it. Then, use Edit to replace version in Ektron.

Edit in Microsoft Office. Edit Office document within Ektron. See also:
Managing Microsoft Office assets on page 712.
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» Edit Properties. Edit item’s Ektron information, such as summary, metadata,
Schedule, and taxonomy. After you complete the edit screen, you proceed to
the View Content screen. From here, you can perform additional content
activities, such as move/copy, delete, and view history.See also:

» Scheduling content on page 690

» Force Check In. Only appears if login user is a member of the Administrator
group or assigned the folder user admin role and content is checked out. This
option lets an administrator check in content even though the administrator
did not check it out.

» Publish. Accept changes to content and publish it to the site.

» Request Check In. Allows either admin user or non-admin user with edit
permission for the content’s folder to email the user who checked out content.
The email asks the check-out user to check it in.

» Save As. Save Office document or asset to your computer. See also: Saving
an Office document on page 714.

» Submit. Submit current version of content for publishing. When you do this,
the first user or user group in the workflow is notified that your content is
ready for review.

» Synchronize. Synchronize content or folders between 2 servers. See also:
Synchronizing servers using eSync on page 1917.

» View. View item’s Ektron information, such as summary, metadata, Schedule,
and taxonomy. After viewing, you can also edit that information if you have
permission

» View in Microsoft Office. View Office document within Office application.
Cannot change.

» View Properties. View Office document’s Ektron information, such as

Summary, Metadata, Schedule, and Taxonomy. After viewing, you can edit the
information if you have permission.

Viewing a folder

The View Contents of Folder screen lists the following information about each content
item.

Title. The content title.

Content Type. HTML content, HTML form, XML Smart Form, managed asset,
image, and so on.

Language. The content language. See also: Working with multi-language content
on page 1499.

ID. The number assigned to the content by Ektron. It is used to retrieve the
content from a database.

Status. The content status. See also: Content statuses on page 673.
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- Date Modified. The most recent date the content was added, edited, or
published.

o Last Editor. The last user who edited the content.
To view a folder, follow these steps.

NOTE: You can only view folders for which your system administrator has granted
permission. See also: Managing folder and content permissions on page 160

1. Access the Workarea and click the Content tab.

Content

(o

o~
= & Folders NEW DELETE | | ACTION @
= CMS400Demo NG )
_Rotatinglmages Title All Types N Menus I Status
About Us HTML Content A 4
P Ame = 332 A
Blog @ASS HTHL Form/Survey
. §f°re ::122 Office Documents
- - ¥
Conditio, ) Enc  ManagedFiles
b Folders ) ;
Contact In 5 . Multimedia
i = Image Asset
Ektron Medical Center Forum @Amt mage Assets =
Events Vi
Flash —\V/ . Al
Flash news Content in Guit Mederlands [Dutch]
. . foider | S English (U.S.)
Furniture s 1 @Elea Collection Francais [French]
Health Centers “ ity Archived Content Deutsch [German]
Map ) ltaliano [ltalian]
. Properties " .
PageBuilder Espafiol [Spanish]

2. All content in the root folder and the selected language appear in the right frame.
Subfolders appear in the left frame.

NOTE: The View menu option lets you filter content by type. For example, you
can set it to view only HTML content. Therefore, you may only see content of a
selected type in the folder.

3. To work with any folder or its content, click the folder. When you do, its content
appears in the right frame.

4. If your system supports more than one language, you can view content for a
particular language or all languages using the View > Language option.

Adding a folder

To organize content on your website, create folders to store related content. See also:
Planning your CMS folder structure on page 142

1. Go to and click the folder within which you want to create the new folder (that is,
the parent folder).
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2. Choose New > Folder. Alternatively, you can hover the cursor over a folder, right
click the mouse, and choose Add Folder. The Add a Folder screen appears.

= About Us
Carg—-

Con  [add Folder
ever  Add Blog
Mew AddDiscussion Board

3. Complete the fields. See Setting folder properties below.
4. Click Add Folder.
You can modify the folder’s properties, permissions, workflow, and so on.

» If this is a Community Folder, see Community folders on page 1631.
» If this is a Site Folder, see Supporting multi-site configurations on page 91.
» If this is a Catalog Folder, see Creating a catalog folder on page 1811.

Setting folder properties

The folder properties screen lets you set permissions and workflow for a folder. You can
also assign or modify the folder’s metadata, Web Alerts, and Smart Forms.

PREREQUISITE

Only members of the Administrator Group and those assigned to the Folder
User Admin role can view, add, or edit folder properties. (See also: Defining
roles on page 1573).

In addition, if a user is not a member of the Administrators Group, the user
must be given permission on the View Permissions for Folder screen. (See
also: Managing folder and content permissions on page 160).

NOTE: If you are using an eCommerce catalog, see Creating product types and
catalogs on page 1798 for a description of the Product Types screen. If you are using
a Web Calendar folder, see Viewing system calendar properties on page 990.

1. Select the folder.

2. From the View Contents of Folder screen, choose View > Properties.
Alternatively, from the left panel, right click the mouse and choose View
Properties.
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View Properties for the folder "My Account”

£ || EDIT PROPERTIES | 42 ] View. English (US]  « )
4
Taxononf" Templates Flagging Metadata Web Alerts Smart Forms Breadcrumb Aliasing
f ,

‘ Folder Properties Toolbar

| Folder Properties Tabs
Name: My Account - =

Description:

Style Sheet: [Mone Specified)
(Inherted from parent)

Office Documents: Fublish in native format T

*: Folder Properties Fields

.
ContentSearchable: Inherit parent configuration

Content Searchable

DisplaySettings: Inherit parent configuration

Dizplay All Tabs

Display Summary Tab
Display MetaData Tab
Dizplay Aliasing Tab
Display Schedule Tab
Display Comment Tab
Display Templates Tab

Dizplay Taxonomy Tab

The Folder Properties screen contains these toolbar buttons.
« Edit Properties. Access the Edit Folder Properties screen.
. .ﬁ Permissions. Access the folder’s Permissions screen; see Managing
folder and content permissions on page 160.

. La.Modify Preapproval Group. Set or update preapproval group assigned

to folder; see Setting up an automatic task for pre-approving content on
page 1459

. Approvals. Access the folder’s workflow; see Managing folder and content

permissions on page 160
. E_‘ﬁ Purge History. Access the folder’s purge history table; see Purging

content history on page 159
. F) Restore Web Alert Inheritance. Assigns the folder’'s Web Alert
properties to all content in folder; see Restoring folder-level Web Alert settings
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to content on page 1493
¢ Back. Go to previous screen

3. To change properties, click Edit Properties to open the edit screen.
The Properties screen lets you set the following folder properties, arranged by tab:

Properties tab

« Name. Edit the name of the content folder. You cannot change the root folder

name.
Description. Edit the description of the content folder.

Style Sheet. Specify a style sheet filename that defines styles that may be
applied to content in this folder. The style sheet populates the style drop-down
list within the editor. Leave this field blank to inherit the parent folder’s style
sheet.

This style sheet affects content being edited. It does not necessarily affect the
content’s appearance on your website. To set or edit the style sheet that
determines your Web pages’ appearance, open the page’s Web form and place
a <link rel="stylesheet”...tag withinits <HEAD>tags. If desired, you can
identify the same style sheet in both locations. To include user-selectable
styles, they must be generic classes.

The Ektron editor ignores the CSS custom properties caption and visible.
To address this problem for Internet Explorer, replace them with the custom
CSS properties 1ocaleRef, captionand visible. For other browsers, use
the custom CSS selectors localeRef and unselectable (Same asvisible:
false). To achieve cross-browser compatibility, use both approaches. Non-IE
browsers have no equivalent forcaption.

Multi-site Domain Configuration. The Site Name, Staging Domain, and
Production Domain fields only appear for Site folders. These fields are used
to set up and manage several websites under one CMS. See also: Supporting
multi-site configurations on page 91.

Office Documents. This field only appears if the Enable Office documents
to be published in other format property is checked in the Settings >
Configuration > Setup screen. See also: General tab on page 129. Enable
the Publish Office documents as PDF check box if Office documents in this
folder are published as PDF files. This property is not inherited from a parent
folder, noris it inherited by any subfolders below this folder.

Content Searchable. Check the Inherit Parent Configuration box if you
want this folder to inherit the Content Searchable value from its parent folder.
Uncheck this box to break inheritance and apply a unique Content Searchable
setting to this folder.

Check this box to set the default value of the Content Searchable property for
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new content added to this folder. It does not affect existing content in the
folder, or content copied or moved to this folder. Regardless of the default
value, an authorized user can change the Content Searchable value while
adding content to the folder or at any other time. See also: Making content
searchable on page 363.

» Display Settings. Enable the Inherit Parent Configuration check box if
you want this folder to inherit the Display Settings value from its parent folder
setting. Disable this check box if you want to break inheritance and apply a
unique Display Settings setting to this folder.

» Display All Tabs. Check this box to display all tabs on the Create or Edit
Content screen. Or, check any tab-specific check boxes to display the selected
tabs on the Create or Edit Content screen. If you enable the Display All Tabs
check box and other tab-specific selections, only the individually checked tabs
remain when you click Update. Also, if a tab has a "required" property on it,
the tab displays even if you uncheck its box.

Taxonomy tab. See Assigning categories to a folder on page 1359

« Taxonomy. Enable the Inherit Parent Configuration check box if you want
this folder to inherit taxonomy configurations from the parent folder. If you
disable Inherit Parent Configuration, you can then select taxonomies that
can be applied to content in this folder. Check the At least one category is
required check box if you want all content in this folder to be assigned at least
one taxonomy category. See also: Organizing content with taxonomies on
page 1349

Templates tab. See Working with templates on page 830

 Page Templates. Lets you specify one or more templates for content in this
folder. This folder’s content uses the specified template when appearing on
your website. Enable the Inherit parent configuration check box to inherit
the template from the parent content folder. Or, do not check this box and
specify one or more templates.

Flagging tab. See Assigning a flagging definition to a folder on page 1711

» Flagging. Enable the Inherit Parent Configuration check box if content in
this folder inherits a flagging definition from its parent folder. If you do not
check the box, use the drop-down list to apply a flagging definition to content
in this folder. See also: Defining flags for content on page 1709, Assigning a
flagging definition to a folder on page 1711.

Metadata tab. See Working with Metadata on page 814.
+ Metadata. Enable the Inherit Parent Configuration check box if you want
this folder to inherit the metadata values from its parent folder setting.

Uncheck this box if you want to break inheritance and apply unique metadata
settings to this folder. If inheritance is disabled, check the applicable boxes to
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determine which metadata definitions can be used.Only metadata definitions
whose Assigned box is checked can be completed by users working with
content in the folder.

Web Alerts tab. See Assigning a Web Alert to a folder or content on page 1488.

» Web Alerts. Lets you specify custom Web alert settings for this folder or
inherit settings from the parent folder. For a description of the Web alert
settings, see Assigning a Web Alert to a folder or content on page 1488.

Smart Forms tab. See Working with Smart Forms on page 880.

 Smart Forms. Lets you specify custom Smart Form settings for this folder or
inherit settings from the parent folder. For a description of the Smart Form
settings, see Assigning a Smart Form to a folder on page 895.

Product Types tab. See Creating product types on page 1798.

» Default product type. Enable the Inherit Parent Configuration check box
if you want this folder to inherit the metadata values from its parent folder
setting. Uncheck this box if you want to break inheritance and apply unique
metadata settings to this folder. If inheritance is broken, use the radio buttons
to enable a default product type.

Breadcrumb tab. See Creating a sitemap breadcrumb trail on page 1424

» Breadcrumbs. Lets you specify custom breadcrumb settings for this folder or
inherit settings from the parent folder.

Site Alias tab. See Creating a URL alias for a site on page 1417

« Name. A URL to be used as an alias for the site. This tab and field combination
only appears for Site folders.

Aliasing tab. See Creating user-friendly URLs with aliasing on page 1391
» Aliasing. Only appears if some form of aliasing is enabled. Enable the Manual
Alias Required check box to force the user creating or updating content in
the folder to add a manual alias (if none exists). Enable the Inherit parent

configuration check box (disabled by default) if you want the folder to inherit
the Manual Alias Required value from the parent folder.

Copying and moving a folder

You can copy a folder and paste it into another folder. Or you can cut and paste one
folder into another. Cut and paste is synonymous with move.

1. Inthe left panel of the Workarea, hover the cursor over the folder you want to
copy/move.

2. Right click the mouse.
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3. Click Copy or Cut folder name.
CMS4000emao

Developer

Imageﬂnllnnf
PageBl 14 Folder
Starter Add Blog

! WebCz  add Discussion Board
% Wiki E  Add Community Folder
Add Calendar
Add Catalog
View Froperties

Cut ImageGallery

opy ImageGallery

Delete Imagews

4. Hover the cursor over the folder to which you want to paste the copied/cut folder.
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5. Right click the mouse and select Paste Folder.

Brnl Stors

Add Folder

Add Blog

Add Discussion Board
Add Community Folder
Add Calendar

Add Catalog

View Properties

Cut Book Store
Copy Book Store

Delete Book St

6. A warning message appears. Click OK.

Message from webpage I&

" Approvals, Sitemap, Taxenomy, Flagging, Aliasing and XML Smart
Forms retain their previous values in the new location. Alsa, the Inherit
checkbox is unchecked for moved/copied folder.

'6' Folder properties for Permissions, Metadata, Templates, Web Alerts,

You may later adjust the folder's properties as needed,

Continue?

| ok || Cancel

. ¥

Who can copy and move folders

These users can copy or move folders.
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« users who have Add, Edit and Delete permissions for the folder being
moved/copied and the destination folder See also: Managing folder and content
permissions on page 160

 members of the Administrators user group
» users assigned in the Roles > Folder Specific > Folder User Admins screen
» users assigned in the Roles > Folder Specific > Move or Copy screen

See also: Defining roles on page 1573

Rules for copying and moving folders

» When you copy or move a folder, you also copy/move all of its subfolders.

» All properties assigned to a folder (permissions, metadata, templates, and so on)
remain assigned after the copy or move. You can edit the folder in its new location
and adjust properties as needed.

» Inherit checkboxes that were checked are now unchecked. After the copy/move,
check them as needed.

Properties Taxonomy Templates Flagging

Meta Data/Custom-Fields available for new folder: 'ImageGallery’

@erit parent n:nnﬁg@

* You cannot copy or move the root folder
» You cannot copy or move a folder into its own subfolder
* You cannot move a folder to same level in the folder structure

» You can copy a folder to same level in the folder structure. If you do, a number is
appended to the folder name, such as calendar (1).

» If you move a folder, its content retains its status. That is, if content's status was
checked out (O) before the move, it is checked out after the move.

» If you copy a folder, only Approved content is copied. Content in other statuses is
not copied.

» All folder content that follows the above rules is moved/copied. This includes all
language versions of those items.

Folder types that can be moved and copied
The following folder types can be copied or moved into other folder types.

» Content folders. Can be copied or moved into Content, Site, and Root folders.
» Blog folders. Can be copied or moved into Content, Site, and Root folders.

» Discussion Board folders. Can be copied or moved into Content, Site, and Root
folders.
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 Forum folders. Cannot be copied or moved into any other folder.

« Community folders. Can be copied or moved into Content, Community, Site, and
Root folders.

« Web Calendar folders. Can be copied or moved into Content, Site, and Root
folders.

» Catalog folders. Only the folder can be copied or moved into Content, Catalog,
Site, and Root folders; the content of the Catalog folder is not copies or moved.

» Site folders. Cannot be copied or moved into any other folder.

Deleting a folder

You can delete obsolete folders from the Ektron website.

NOTE: The top-level folder, Root, cannot be deleted nor renamed.

WARNING! Deleting a folder permanently deletes the content and Quicklinks that
belong to the folder and all of its subfolders. You cannot retrieve deleted content.

NOTE: Only certain users are allowed to delete Ektron folders. See Auditing changes
on page 682.

1. Inthe Workarea, go to the content folder you want to delete.
2. From the options across the top of the screen, choose Delete > This Folder.

View Contents of Folder "Books on radiology™

HEW VIEW DELETE ACTION

Title This Folder

3. Alternatively, you can hover the cursor over the folder in the folder display panel,
right click the mouse, and choose Delete folder name.
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= — Book Store

Add Folder

Add Blog

Add Discussion Board
Add Community Folder
Add Calendar

Add Catalog

Yiew Froperties

Cut Books on radiolagy
Copy Books on radiology
FPaste Folder

Delete Content from Books on radiology

4. Click OK.

Purging content history

WARNING! Purging permanently deletes content. You cannot retrieve purged
content.

The Purge History option lets you delete historical versions of content in a folder. For
more information on content versioning, see Managing versions of content on
page 693.

Purging is generally performed due to storage space concerns or to clear away obsolete
versions before going live or migrating a site. Before purging, make sure you are aware
of any organizational or legal data retention policies.

When purging, you can:

» specify a date to limit which historical versions are purged. Only historical versions
with an edit/publish date before this are purged.

» indicate whether a folder’s subfolders are purged

» purge published as well as checked-in versions of content

PREREQUISITE
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Only members of the administrators group and users identified on the
Manage Members for Role: Folder User Admin screen can purge history.

To purge the history for a folder:

[=Y

. In the Workarea, go to the folder whose content you want to purge.
2. Click View > Properties.

3. Click Purge History (Q). The Purge History screen appears.

4

. Customize the purge options.
+ Only purge historical versions before (required). Specify a date to limit
which historical versions are purged. When specified, only historical versions
with a date before this date are purged.

» Recursive Purge (optional). Purges historical content versions in this folder’s
subfolders.

» Purge versions marked as Published (optional). Purges published
versions of content as well as checked-in versions. If you do not check this
box, Published version are not purged.

5. Click Purge History.
6. Click OK to execute the purge.

Managing folder and content permissions

Permissions determine which actions Ektron users and user group members can
perform on content, library items, and content folders. For example, you let your
Webmaster perform advanced actions, such as adding folders, editing folder properties,
and deleting folders. At the same time, you let content contributors only view, edit, and
add content.

You can set permissions for a folder or content item. Content item permissions override
the associated folder permissions. When you assign permissions to a folder, they affect
all of its subfolders and content unless you break inheritance for a subfolder or content
item.

Unlike some folder properties (such as workflow), permissions are not language-
specific. They apply to all language versions of a content item.

Only Ektron administrators and users identified on the Manage Members for Role:
Folder User Admin screen can set permissions. See also: Using the roles screens on
page 1574

NOTE: Use the Roles screens to assign permissions not defined in the Permissions
screen, such as the ability to create tasks. See also: Defining roles on page 1573
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NOTE: You can view and update permissions for membership users by selecting
Membership users from the User Type drop-down menu; see Assigning
membership permissions on page 1626.

Accessing the permissions screen

IMPORTANT: Members of the administrators group have all permissions for all
Ektron folders, whether or not they appear on a folder’s permissions screen.

You manage the following permissions through the Permissions screen.

» Content management: view, add, edit, delete, restore

» Library File Management: view, add images, add other types of files, add
hyperlinks, overwrite files

» Folder management: add, edit, delete, traverse
o Work with collections and menus
To access the Permissions screen:

1. From the left frame of the Workarea, select a content folder.
2. Choose View > Properties. The Folder Properties screen appears.
3. Click Permissions (rﬁ‘). The Permissions screenappears.

View Permissions for Folder “"Authors™

4 || ADDPERMISSIONS | 3 *]
Advanced User Type: CMS users :
[E1 Allow this object to inherit permissions. Membership users
[T] The content in this folder is private and can only be viewed by authorized users and members.
User or Group Name Read Only Edit Add Delete Restore Library Read Only Add Images Add Files Add Hyperlinks Overwrite Library
& admin 14 14 o o L' L' " 4 Vg g Y 4
82 Approver - L4 L4 L4 4 4 4 4 4 4 4
Documentation
&3 Author - 4 4 « « L L L4 L g 4

The Permissions screen displays each user or group’s abilities to act on content in the
selected folder. Because all permissions cannot fit on one screen, click the Advanced
tab to see additional actions.

NOTE: To let users copy or move content, assign the Move or Copy role. See also:
Defining roles on page 1573

Standard permissions

 Read Only. View content
o Edit. Edit content
o Add. Add content
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Delete. Delete content
Restore. Restore old versions of content

Library Read Only. View items in the corresponding library folder See also:
Working with files in the library on page 725

Add Images. Upload images to the corresponding library folder

Add Files. Upload files to the corresponding library folder

Add Hyperlinks. Add hyperlinks to the corresponding library folder

Overwrite Library. Overwrite images and files to the corresponding library folder

Advanced permissions

Collections. Manage collections See also: Working with collections on page 796

IMPORTANT: If a user is assigned any of the following roles, the user can
create, edit, and delete collections regardless of the user's Collections folder
permission: Collection and Menu Admin, Collection Admin, Collection Approver.

Add Folders. Add sub folders See also: Adding a folder on page 149

Edit Folders. Edit folder properties See also: Setting folder properties on
page 150

Delete Folders. Delete the current folder or its subfolders See also: Deleting a
folder on page 158

Traverse Folders. Access folders under the root folder. By default, the Everyone
user group has permission to view all subfolders. If you disable or modify the
Everyone user group, and you want to grant users/groups permission to a folder
other than the root folder, you must also assign Traverse permission. If you do not,
the user cannot access the folder. In that case, the user cannot perform any other
granted permissions.

Modify Preapproval. Set or update a folder’s preapproval group. This permission

is only displayed if preapproval groups are enabled. See also: Setting up an
automatic task for pre-approving content on page 1459

Inheriting permissions

By default, folders and content items inherit permissions from their parent folder. You
have 2 options for modifying folder or content permissions.

Modify the parent folder's permissions
Break inheritance then modify the permissions fr the folder/content

Breaking inheritance

IMPORTANT: You cannot break inheritance if you are using advanced workflow,
and any content in the folder is in Submitted status.
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From the left frame of the Workarea, select a content folder.
Choose View > Properties. The Folder Properties screen appears.
Click Permissions (¢”). The Permissions screenappears.

Uncheck the Allow this object to inherit permissions box.
Click OK.

u D W N =

Restoring inheritance

IMPORTANT: You cannot restore inheritance if you are using advanced workflow,
and any content in the folder is in Submitted status.

From the left frame of the Workarea, select a content folder.
Choose View > Properties. The Folder Properties screen appears.
Click Permissions (fﬁ). The Permissions screenappears.

Check the Allow this object to inherit permissions box.

Click OK.

u A W N =

Adding a user or user group to the permissions screen

NOTE:
* Before adding users or groups, you must break inheritance. See Breaking

inheritance on the previous page.

* If a user and a user group to which that user belongs are both given permission to
a folder, the user has all permissions to which he/she is assigned as well as
permissions assigned to the group.

*You can assign only Read Only permission to a Membership user or group. See
also: Membership users and groups on page 1617.

1. From the left frame of the Workarea, select a folder.
2. Choose View > Properties. The Folder Properties screen appears.
3. Click Permissions (#°). The Permissions screenappears.

View Permissions for Folder "Authors®

€| ADDPERMISSIONS = 3§ o
Advanced User Type: CMS users :
[T Allow this object to inherit permissions. Membership users
[C] The content in this folder is private and can only be viewed by authorized users and members.
User or Group Name Read Only Edit Add Delete Restore Library Read Only Add Images Add Files Add Hyperlinks Overwrite Library
& admin L4 L4 « L4 L L L4 L v L4
&2 Approver - 4 4 4 4 L4 L4 4 L4 4 4
Documentation
&3 Author - 4 4 4 4 g g L4 g L' L'
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4. Select CMS users or Membership users from the User Type drop-down menu.
Users and groups of the selected type appear.

5. Click Add Permissions. The Add Permissions screen appears. Only users and
groups not assigned to the Permissions screen appear.

6. Check users and groups to add to the Permissions screen.
Click Save. The Add Permissions screen appears.
8. Check the standard and advanced permissions for the user or group.

N

NOTE: Check Enable All to assign all permissions on the screen.

9. Click Save.

Deleting a user or user group from the permissions
screen

IMPORTANT: If a user or group is assigned to an advanced workflow, before you
can delete the user or group, you must remove it from all workflows. See also:
Editing an advanced workflow for a folder on page 766, Editing an advanced
workflow for content on page 770

From the left frame of the Workarea, select a content folder.
Choose View > Properties. The Folder Properties screen appears.
Click Permissions (rﬁ). The Permissions screenappears.

Select CMS users or Membership users from the User Type drop-down menu.
Users and user groups of the selected type appear.

Click Delete (). The Remove Permissions screen appears.

i S

Select the user or group to remove from the Permissions screen.
Click Remove Permissions for folder.
Click OK.

® NS U

NOTE: When you delete the permissions of a user or user group, that change is
propagated to all subfolders and content that inherit the permissions. Also, if
the user or group was part of a workflow, they are removed from it.

Editing user or user group permissions

IMPORTANT: If a user or group is assigned to an advanced workflow, before you
can edit the user or group, you must remove it from all workflows. See also: Editing
an advanced workflow for a folder on page 766, Editing an advanced workflow for
content on page 770

1. From the left frame of the Workarea, select a content folder.
2. Choose View > Properties. The Folder Properties screen appears.
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3. Click Permissions (#°). The Permissions screenappears.

4. Select CMS users or Membership users from the User Type drop-down menu.
Users and user groups of the selected type appear.

5. Click the user or group for which you want to edit permissions. The Edit
Permissions screen appears.

6. To assign any permission, check the box. To remove any permission, uncheck the
box. See also: Standard permissions on page 161, Advanced permissions on
page 162

NOTE: Remember to toggle between standard and advanced permissions.

7. Click Update.

Setting permissions for content

For an overview of permissions, see Managing folder and content permissions on
page 160.

Users can only add, edit, or delete content in folders if they have traverse permission
for its parent folders all the way up to root. If the folder to which you assign permissions
is not the root folder, you must grant the user the Traverse Folder permission to all
folders above that folder. Otherwise, the user cannot go to the folder. For example,
consider the following folder structure.

= #i Faolders
== CMS5400Demo
_| _Rotatinglmages
~ | About Us
' Blog

Conditions

To let a user edit the Book Store folder only and no other folders, assign to the user
Traverse Folder permission for the 2 folders above Book Store: CMS400Demo and
Folders (root folder).

PREREQUISITES

» Traverse permission to the folder containing the content, and all folders
above it

» Edit permission for the content

1. Access the content by navigating to its folder, selecting a language, and clicking on
it.
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2. Click View Permissions (#° ).
3. Uncheck the box next to Allow this object to inherit permissions.

NOTE: If Allow this object to inherit permissions is already checked, you
cannot uncheck this box. The content in this folder is private and can only be
viewed by authorized users and members; see Making content private on

page 687. In that case, this folder is inheriting this setting from its parent folder.

4. Click OK.

5. You can perform any action on the content that you can perform on a folder. These
options are described in Managing folder and content permissions on page 160.
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Chapter 7

Distributing resources with
3-tier architecture
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Distributing resources with 3-tier architecture

Versions of Ektron previous to 8.5 featured 2-tier architecture, in which the Application
and Presentation tiers resided on the same server. In 3-tier architecture, you can locate
the Application tier in the client’s environment or an Ektron hosting environment. This
represents a true separation of the Web server from the database. The Application tier
does the bulk of the work, while the Presentation tier does basic processing.

IMPORTANT: You are not required to use 3-tier architecture—Ektron continues to
run successfully on 2-tier architecture.

A 3-tier architecture lets you spread the processing of Ektron data among 3 tiers,
shown in the following figure. Each tier should reside on its own server.

Development Staging site Production site
site

Presentation Presentation Site ‘”5“075 i N
. . access this =
tier tier SerEr
(R R

Presentation
tier

! S et |
Application Application  {t=
tier tier { Application
. tier
| Administrators, | -
authors, and
I developers work | I
here
Data tier Data tier Data tier

NOTE: You may run all 3 tiers on a single server for development purposes only.

The 3 tiers are Data, Application, and Presentation.
» Data. Contains SQL and Ektron database objects (stored procedures, views,
tables, and so on).

» Application. Full Ektron installation.
o Ektron DLLs

o Ektron Workarea

o Ektron Windows Services
o Ektron WCF Services

°o Custom WCF Services

* Presentation.
o Handles site visitor requests and displays Web pages

o Minimal footprint, lightweight
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° Requires IIS
° No Ektron installation
o Contains
o Standard ASP.NET website
o Minimal set of Ektron .dlls in bin folder
o Configuration files (web.config, unity.config)

o Workarea required only if website uses PageBuilder or templated server
controls.

The Ektron Framework API uses the Microsoft Unity Framework to inject business
logic implementations into our Framework API. When running in 3-Tier mode, the
Framework API on the Presentation tier uses a WCF service client implementation,
thereby routing Framework API calls through WCF services, while the actual logic is
running on the Application server.

To minimize network requests the between Presentation and Application tiers,
Ektron includes a caching tier.

NOTE: 3-tier architecture is different from MVC coding style, which consists of a
data layer, business logic layer, and an API layer.

NOTE: To communicate between servers, you can choose any unused port. If you
choose a port other than 80, Ektron recommends one outside the well-known port
range (0 to 1023).

Benefits of 3-tier architecture

3-tier architecture provides the following benefits.

» Scalability. Each tier can scale horizontally. For example, you can load-balance
the Presentation tier among 3 servers to satisfy more Web requests without adding
servers to the Application and Data tiers.

Performance. Because the Presentation tier can cache requests, network
utilization is minimized, and the load is reduced on the Application and Data tiers.
If needed, you can load-balance any tier.

« Availability. If the Application tier server is down and caching is sufficient, the
Presentation tier can process Web requests using the cache.

Limitations of 3-tier architecture

3-tier architecture has the following limitations.

» You must manually push templates, assets, private assets, uploaded images, and
uploaded files from the Application tier to the Presentation tier. You may use a tool
like Robocopy to do this.
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» You create content (HTML, assets, PageBuilder pages, and so on) only in the
Application tier. You can only view content from Presentation tier.
» Because 3-tier architecture uses WCF, it requires:
o the 8.5 or higher Framework API and databinding. You cannot use API calls
outside of the Framework API
o templated server controls
o widgets created by the Framework API

« Because the business logic executes on the Application tier, its website directory
must be identical to the Presentation tier's.

Impact of 3-tier setup on a developer

The Unity Framework provides the same developer experience, whether you use 2- or
3-tier architecture, by defining which container to use in the web.config file. See also:
Introduction to Unity, Creating a sample content block in 3-tier architecture on

page 175.

NOTE: You do not need to know about the Unity Framework—it is mentioned here to
help you understand how Ektron achieves 2-tier and 3-tier architecture.

Ektron has 3 main containers, which transmit data between tiers.

» Business object (BusinessObjects.Content)
o contains Ektron's implementation of business logic

° used in 2-tier architecture
o in 3-tier architecture, executed in the Application tier

» WCF service proxy (Framework.Services.Content.ContentServiceClient)
o used in 3-tier architecture to communicate between Application and
Presentation tiers
» Cache (BusinessObjects.Caching.Content)
o Ektron uses the Unity Framework to insert a caching layer
° When an API call is made (or a templated server control is used) from the
Presentation tier, Ektron caches frequently-used objects

o Caching minimizes API calls between Application and Presentation tiers

NOTE: Caching uses a provider model. By default, Web caching is
implemented, but you can replace it with other caching options.

The following chart shows how the Framework API uses the containers.

1. Content manager gets initialized and implements the I1ContentManager interface.

2. The Presentation tier uses the container specified in web.config. In web.config, if
defaultContainer= “Default”, the Presentation tier first looks in cache for the
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Setting up 3-tier architecture

requested data object. If the data object is not there, the Presentation tier looks in
the childcontainer property value, which is WCF by default.

Ektron.Cms.Framework.Content.ContentManager

T
AUSEER

= Ektron.Cms_Framework, Unity.config
winterfaces hich I M
[ServiceContract) IContentManager de1.e el iy Sk TR
implementation ObjectFactory
| instantiates for Framework AP
BusinessObjects.Caching Content BusinessObjects.Content

Framework Services.Content.ContentServiceClient

Cache
Implementation

| BusinessObject
| Implementation

WCF Service Proxy

Setting up 3-tier architecture

» The IP address of your application tier server

» If the Ektron machine is running Windows 2012 server, you must install
WCF HTTP Activation.
Installing WCF HTTP Activation

a.

b
c.
d

Launch Server Manager from the task bar or Start menu.

. Choose the server on which you want to install WCF.

From the task drop-down, scroll to Roles and Features.

. On the Add Roles and Features Wizard dialog, in the left panel,

select Features.
Expand .NET Framework 4.5 Features.

NOTE: If you have not installed .NET 4.5, go back to Server
Roles and install it.

Under WCF Services, check the HTTP-Activation box.
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g. Click Install.
= Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Features
Server Selection - - -
A ME me eafure =
Server Roles e e - R
v| .MET Framework 2.5 (includes MET 2

] HTTP Actvatio

[] Men-HTTP Activation

4 || NET Framework 4.5 Features (Installed

] Message Queuing (M5MQ) Activation
[] Mamed Pipe Activation

1. On your Web Application server, install an Ektron website to the site root folder (if
you do not already have one). During installation, install the Ektron database to a
remote SQL Server.

NOTE: The 8.5 and higher installation includes a
startersites\3TierMin\Content folder that contains files needed for the
Presentation tier.

2. Onthe Web application server, copy the C:\Program Files
(x86) \Ektron\CMS400vxx\startersites\3TierMin\Content folder.

3. On the Presentation tier server, paste that folder to the website root folder.

4. On the Presentation tier server, open IIS and make the new folder a website. See
also: Creating multiple websites on a single server on page 95.
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[ Add Web Site )

Site name:;

SampledT Sample3T Select...

Content Directory

Physical path:
Chinetpubwawwroot) Sample3T

Pass-through authentication

| Connect as.. | |Test Settings...
Binding

Type: IP address: Port:
http | All Unassigned ~ &0
Host name:

Sample3T

Example: www.contoso.com or marketing.contoso.com

[ Start Web site immediately

O l | Cancel

L.

5. On the Presentation tier server, open the site root/web.config file.

6. Update ek ServicesPath to point to the workarea/services folder on your
Application tier server.

<appSettings>
<!-- This is the path to your CMS App Site.
It should always end in workarea/services/ -->

<add key="ek ServicesPath" value="http://[YOUR CMS SERVER]
/workarea/services/" />
</appSettings>

7. If you want to turn on caching, set the following values in the web.config file.

<ektron.cacheProvider defaultProvider="webCache">
<providers>
<add name="webCache" cacheTimeSeconds="300"
type="Ektron.Cms.Providers.Caching.WebCacheProvider,
Ektron.Cms.Providers" />
</providers>
</ektron.cacheProvider>
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8. Make sure the value of the framework defaultContainer tagis Cache, and the

Distributing resources with 3-tier architecture

framework childContainer tagis WCF.

<framework defaultContainer="Cache"

9. On the Application tier server, open IIS.
10. Click your website > workarea > services.
11. Click IP Address and Domain Restrictions in the right pane.
12. Click Add Allow entry and enter your Presentation layer's IP address.

€-[d |7 |8

13. Click your website > workarea > webservices. Then, click IP Address and

+-| MobileDevicePreview

MOS5
MyWorkspace
Matifications
Packaging
PageBuilder
Personalization
PrivateData

| Comrnerce
~| soundmanager
| 550
| subscriptions
1 svnc

-

childContainer="WCF">

IP Address and Domain
Restrictions

Use this feature to restrick or grant access ko web content

based on IP addresses or domain names. Set the
restrictions in order of priority,

Group by: Mo Grouping =

d
Add Deny Entry.

Edit Feature Setl
Revert To Paren
Wiew Ordered Lis

Mode =~ | Requestar | Entry Type ® Help
Online Help
Add Allow Restriction Rule EH

Allow access for the Following IP address or domain name:

' Specific IP address:

1P address range:

Domain Restrictions in the right pane.
14. Click Add Allow entry and enter your Presentation layer's IP address.
15. Open a browser and browse to your site.
16. Deploy templates and supporting files to the Presentation server.

Files copied to the Presentation tier

The following files are copied from the Application tier server to initialize the
Presentation tier after you complete the set up. The files are located in the
startersites\3TierMin\Content folder.

e App Code folder. Contains URL Aliasing module See also: Aliasing with 3-tier
architecture on page 176.

» Bin folder. Subset of full bin folder; contains binaries for Presentation tier only
» Workarea folder. Subset of full Workarea folder; Framework Ul is required to run

templated controls and PageBuilder controls on Presentation tier
» The following configuration files:

° Ektron.cms.framework.ui. Contains default templates for templated server

controls

° Ektron.cms.framework.unity. Has mapping interfaces and implementation
° Ektron.cms.framework.ui.unity. Has mapping for templated control to

services
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» Within web.config
o Within <configsections> tags. <sectionGroup> settings define how the
Presentation tier communicates with the Application tier
° ek ServicesPath. Defines the path to the Application tier's Web services file

o The following UI elements for templated server controls

<ui.unity configSource="ektron.cms.framework.ui.unity.config" />
<ui configSource="ektron.cms.framework.ui.config" />

» The <ektron.framework.services> tag defines the container.

<ektron.framework.services>
<unity configSource="ektron.cms.framework.unity.config"/>
<framework defaultContainer="Default" childContainer="WCF"/>

</ektron.framework.services>

If defaultContainer="Default”, the Presentation tier first looks in cache for the
requested data object. If the data object is not there, the Presentation tier looks in the
ChildContainer property value, which is WCF by default.

» content of <pages> tag. Controls used by PageBuilder and templated server
controls.

* The <modules> section manages Aliasing. See also: Aliasing with 3-tier
architecture on the next page.

<system.webServer>

<modules runAllManagedModulesForAllRequests="true">

<add name="EkUrlAliasModule" type="UrlAliasingModule"
preCondition="integratedMode" />

</modules>

</system.webServer>

Creating a sample content block in 3-tier
architecture

This example illustrates how the same code can work in the Application and
Presentation tiers. Ektron uses the Framework API to get a content item.

1. In Visual Studio, open the Presentation tier's website.

2. Add a new Web form.

3. Add a label control that can render a content block.

<asp:Label ID="contentblockl” runat="server”> </asp:Label>
4. Open the form’s code-behind file.
5. Insert the following code.

NOTE: This example assumes that ID 30 is a valid Ektron content item.

long id = 30;
if (!string.isNullorEmpty (Request.QueryString[“id”]))

Ektron Reference | 175




Distributing resources with 3-tier architecture

{ long.TryParse (Request.QueryString[“id”].ToString (), out id);
}

6. While in the code-behind file, initialize content manager as the logged in user.

ContentManager contentManager = new ContentManager () ;

7. Get the content and return it to the asp Label control.

ContentData data = contentManager.GetItem(id) ;
contentblockl.Text = data.Html;

8. Build and run.
9. Open a Web browser.

10. Insert the Presentation server/page you just created into your browser address
field, where you will see Ektron content through the Presentation tier.

Creating a PageBuilder page with 3-tier

architecture

» A PageHost file in the Presentation tier used specifically to support 3-tier
architecture. The file lets you view only; you cannot edit.

» A widget built using the Framework API (for example, the sample
Content Block widget).

NOTE: A 3-Tier site contains many widgets. Only those built using
the Framework API work on the Presentation tier.

» A wireframe template (content.pb.aspx) that exists on the Application
and Presentation tiers.

1. Go to the Application tier website's Workarea.

2. Create a sample PageBuilder page. See also: Developing wireframe templates on
page 1085.

3. Go to a folder to which the content.pb.aspx wireframe template is applied.
4. Create new Page Layout.

5. Drag and drop a content block widget onto the page layout and assign an Ektron
content item.

6. Publish.
7. Browse to the Presentation website to see the content.

Aliasing with 3-tier architecture

URL Aliasing works within 3-tier architecture. See also: Creating user-friendly URLs
with aliasing on page 1391.
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NOTE: Aliasing code is stored in the App Code/CSCode/UrlAliasingModule.cs file.

3-tier architecture requires the Aliasing module files (Ur1AliasingModule.cs and
UrlAliasingBase.cs inthe App Code/CScCode folder), and the registration of that
module in the web.config file. To verify the registration:

1. Inthe Presentation website, open siteroot/web.config. See also: Setting up 3-
tier architecture on page 171.

2. Go to the <Modules> taqg.
3. Verify that the URL alias module is registered, as shown in the following code.

<modules runAllManagedModulesForAllRequests="true">

<add name="EkUrlAliasModule"
type="UrlAliasingModule"
preCondition="integratedMode" />

</modules>

To test URL aliasing, follow these steps.
1. Go to the Application tier website.

2. Create a content block.
3. Onits Alias tab, enter a manual alias.

Edit Content in Folder "SelfServe HelpDesk Pro Release™

€| puBush | @) & [H (4 @

Title: |Self Serv HelpDesk Pro Released [English (U.5.)]

Content Summary Metadata m Schedule Cemment Templatezs Cateq

Manual

Primary Alias Name: jonTrek helpdesk m w
Automatic
Type Alias Name

4. On the Template tab, choose a template that exists on the Application and
Presentation tiers.

5. Publish the content.
6. Verify that Aliasing works on the Application tier.
7. Verify that Aliasing works on the Presentation tier.

Using eSync with 3-tier architecture

You may use eSync to move files among tiers and sites, but eSync is not a prerequisite
of 3-tier architecture.

You can use eSync to move changes from the development to the staging to the
production sites. You also can use eSync to move changes from the Data to Application
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tier. Then, use Web services to move files from the Application tier to the Presentation
tier. However, see Limitations of 3-tier architecture on page 169.

Using search with 3-tier architecture

If you use Microsoft Search Server 2010 with 3-tier architecture, you do not need to
make any adjustments.

To use Solr search with 3-tier architecture, see Using Solr search with 3-tier
architecture below.

To use Microsoft FAST Search Server 2010 search with 3-tier architecture, see Using
Solr search with 3-tier architecture below.

Using Solr search with 3-tier architecture

If you are using Solr search for your presentation layer, follow these steps to prepare it
for Solr.

1. Open the presentation layer's site root/ektron.cms.framework.unity.config file.
2. Locate the following section.

<!-- Search-->

<typeAlias alias="BusinessObjects.ICrawler"
type="Ektron.Cms.Search.SearchServerCrawler, Ektron.Cms.Search"/>

<typeAlias alias="BusinessObjects.ISearchSettings"
type="Ektron.Cms.Search.SearchSettings, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISynonyms" type="Ektron.Cms.Search.CmsSynonyms,
Ektron.Cms.Search"/>

<typeAlias alias="BusinessObjects.ISuggestedResults"
type="Ektron.Cms.Search.SuggestedResults, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchManager"
type="Ektron.Cms.Search.SearchManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchPropertyRule"
type="Ektron.Cms.Search.SearchPropertyRule, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchProvider"
type="Ektron.Cms.Search.SS2010.552010SearchProvider, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISearchResultBuilder"
type="Ektron.Cms.Search.SharePointSearchResultBuilder, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IIntegratedSearchMapping"
type="Ektron.Cms.Search.IntegratedSearchMapping, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IPropertyNameResolver"
type="Ektron.Cms.Search.SharePointPropertyNameResolver, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IDocumentPromotionManager"
type="Ektron.Cms.Search.DocumentPromotionManager, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryProposition"
type="Ektron.Cms.Search.SharepointQueryPropositionService, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryPropositionManager"
type="Ektron.Cms.Search.QueryPropositionManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IRecordQueryStatisticsHelperService"

178 | Ektron 9.10 SP3



Using Microsoft FAST Search Server 2010 with 3-

type="Ektron.Cms.Search.SharepointRecordQueryStatisticsService,
Ektron.Cms.Search"/>

3. Replace that section with the following code.

4. €l== Bearch==>
<typeAlias alias="BusinessObjects.ICrawler" type="Ektron.Cms.Search.SolrCrawler,
Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISearchSettings"
type="Ektron.Cms.Search.SearchSettings, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISynonyms" type="Ektron.Cms.Search.CmsSynonyms,
Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISuggestedResults"
type="Ektron.Cms.Search.SuggestedResults, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchManager"
type="Ektron.Cms.Search.SearchManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchPropertyRule"
type="Ektron.Cms.Search.SearchPropertyRule, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchProvider"
type="Ektron.Cms.Search.Solr.SolrSearchProvider, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISearchResultBuilder"
type="Ektron.Cms.Search.Solr.SolrSearchResultBuilder, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IIntegratedSearchMapping"
type="Ektron.Cms.Search.IntegratedSearchMapping, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IPropertyNameResolver"
type="Ektron.Cms.Search.Solr.SolrPropertyNameResolver, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IDocumentPromotionManager"
type="Ektron.Cms.Search.DocumentPromotionManager, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryProposition"
type="Ektron.Cms.Search.Solr.SolrQueryPropositionService, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryPropositionManager"
type="Ektron.Cms.Search.QueryPropositionManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IRecordQueryStatisticsHelperService"
type="Ektron.Cms.Search.Solr.SolrRecordQueryStatisticsHelperService,
Ektron.Cms.Search"/>

Using Microsoft FAST Search Server 2010 with 3-tier
architecture

If you are using Microsoft FAST Search Server 2010 for your presentation layer, follow
these steps to prepare it for FAST.

1. Open the presentation layer's site root ektron.cms.framework.unity.config file.
2. Locate the following section.

<!-- Search-->

<typeAlias alias="BusinessObjects.ICrawler"
type="Ektron.Cms.Search.SearchServerCrawler, Ektron.Cms.Search"/>

<typeAlias alias="BusinessObjects.ISearchSettings"
type="Ektron.Cms.Search.SearchSettings, Ektron.Cms.BusinessObjects"/>

<typeAlias alias="BusinessObjects.ISynonyms" type="Ektron.Cms.Search.CmsSynonyms,
Ektron.Cms.Search"/>
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<typeAlias alias="BusinessObjects.ISuggestedResults"
type="Ektron.Cms.Search.SuggestedResults, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchManager"
type="Ektron.Cms.Search.SearchManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchPropertyRule"
type="Ektron.Cms.Search.SearchPropertyRule, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchProvider"
type="Ektron.Cms.Search.SS2010.5SS2010SearchProvider, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISearchResultBuilder"
type="Ektron.Cms.Search.SharePointSearchResultBuilder, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IIntegratedSearchMapping"
type="Ektron.Cms.Search.IntegratedSearchMapping, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IPropertyNameResolver"
type="Ektron.Cms.Search.SharePointPropertyNameResolver, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IDocumentPromotionManager"
type="Ektron.Cms.Search.DocumentPromotionManager, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryProposition"
type="Ektron.Cms.Search.SharepointQueryPropositionService, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryPropositionManager"
type="Ektron.Cms.Search.QueryPropositionManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IRecordQueryStatisticsHelperService"
type="Ektron.Cms.Search.SharepointRecordQueryStatisticsService,
Ektron.Cms.Search"/>

3. Replace that section with the following code.

<!-- Search-->

<typeAlias alias="BusinessObjects.ICrawler"
type="Ektron.Cms.Search.SearchServerCrawler, Ektron.Cms.Search"/>

<typeAlias alias="BusinessObjects.ISearchSettings"
type="Ektron.Cms.Search.SearchSettings, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISynonyms" type="Ektron.Cms.Search.CmsSynonyms,
Ektron.Cms.Search"/>

<typeAlias alias="BusinessObjects.ISuggestedResults"
type="Ektron.Cms.Search.SuggestedResults, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchManager"
type="Ektron.Cms.Search.SearchManager, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchPropertyRule"
type="Ektron.Cms.Search.SearchPropertyRule, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.ISearchProvider"
type="Ektron.Cms.Search.FS2010.FS2010SearchProvider, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.ISearchResultBuilder"
type="Ektron.Cms.Search.SharePointSearchResultBuilder, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IIntegratedSearchMapping"
type="Ektron.Cms.Search.IntegratedSearchMapping, Ektron.Cms.BusinessObjects"/>
<typeAlias alias="BusinessObjects.IPropertyNameResolver"
type="Ektron.Cms.Search.SharePointPropertyNameResolver, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IDocumentPromotionManager"
type="Ektron.Cms.Search.DocumentPromotionManager, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryProposition"
type="Ektron.Cms.Search.SharepointQueryPropositionService, Ektron.Cms.Search"/>
<typeAlias alias="BusinessObjects.IQueryPropositionManager"
type="Ektron.Cms.Search.QueryPropositionManager, Ektron.Cms.BusinessObjects"/>
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<typeAlias alias="BusinessObjects.IRecordQueryStatisticsHelperService"
type="Ektron.Cms.Search.SharepointRecordQueryStatisticsService,
Ektron.Cms.Search"/>
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Chapter 8

Setting up search for your
website
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Setting up search for your website

Ektron Web search finds relevant results within several parts of the CMS structure and
offers massive scalability, scaling to tens of millions of items and beyond. Search
capability is based on Microsoft Search Server or Apache Solr technology, which provide
superior search capability with performance and extensibility currently demanded by
enterprises world wide. There are specific search functions for the visitor using the
website and the administrator using the Workarea. You can search content, documents,
metadata, keywords, descriptions, titles, community content, users, groups, and
activity streams.

For more information about Search, see the Ektron Framework API >
Ektron.Cms.Framework.Search and the Framework UI > Templated Server
Controls > Search in the Ektron Online Developer's Reference.

Search providers

» The server hosting your search provider needs at least 120 GB free
space.

» Install SQL Server on a standalone server
e Operating system is Microsoft Windows Server 2008 R2 or 2012

You can choose from the following search providers. Use the following guidelines to
determine which search server is best for you.

e Solr Search
° An open-source, enterprise-level search platform, from the Apache Lucene
project, that is known for scalability and performance.

o Installing Solr on a single on-premises (local) server on page 220
» Microsoft Search Server Express 2010

IMPORTANT: As of Ektron version 9.3 SP1, Microsoft Search Server 2010
Express is no longer supported.

o A free, enterprise search solution that is simple and flexible to configure, and
powerful enough to meet your needs.

o Requirements: Hardware and software requirements (Search Server 2010)

o Installation: Setting up Microsoft Search Server 2010 Express on page 309
» Microsoft Search Server 2010

IMPORTANT: As of Ektron version 9.3 SP1, Microsoft Search Server 2010 is no
longer supported.

° You are indexing more than 10 million items.
o Requirements: Hardware and software requirements (Search Server 2010)
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Search providers

o Installation: Setting Up Microsoft Search Server 2010 on page 317
» Microsoft Search Server 2013 or 2016
o Installation: Installing and Setting up Microsoft Search Server 2013 or 2016
on page 397
» Microsoft FAST Search Server 2010
° You are indexing more than 100 million items.

o Requirements: Hardware and software requirements (FAST Search Server
2010 for SharePoint)

o Installation: Working with Microsoft FAST search on page 458

» Optimizely Search & Navigation

o A powerful and scalable query platform that lets you index and query large
amounts of structured or unstructured content

o Using Optimizely Search & Navigation with Ektron on page 187
Search provider comparisons

The following table compares functionality available with search providers.

Microsoft HleEEe: Microsoft
Search
. Search FAST
Function Solr search Server Server Search
Express 2010, 2013, Server
P or 2016
Providing
suggested results

on page 368 Y/ Y/ / \/

(managed within
Ektron)

Synonym sets

(managed within Y/ v \/ \/

Ektron)

Integrated search v’ v’ v’ v’
Load balanced v v
search

Faceted search v’ v’
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Function

Setting up search for your website

Solr search

Microsoft
Search
Server
2010, 2013,
or 2016

Microsoft
Search
Server
Express

Microsoft
FAST
Search
Server

Similar Results v v’
Autosuggest zg;;zg v’ v’ v’
Autocomplete v

"Did you v~ v v v

mean?" feature

single word only

Language support

14 supported
"out of the box"?

as supported
by Microsoft
Search
Server
Express

as supported
by Microsoft
Search
Server

as supported
by Microsoft
Fast Search
Server

1_additional languages may be enabled; see Solr language support on page 297

This chapter also contains the following topics.

» Using Solr search on page 208

» Setting up Microsoft Search Server 2010 Express on page 309
» Setting Up Microsoft Search Server 2010 on page 317

» Installing and Setting up Microsoft Search Server 2013 or 2016 on page 397
o Working with Microsoft FAST search on page 458

» Using Microsoft Search Server features on page 352

e Search Templated Server Controls

» Using Optimizely Search & Navigation with Ektron on the facing page
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Using Optimizely Search
& Navigation with Ektron

Optimizely Search & Navigation is a powerful and scalable query platform that lets you
index and query large amounts of structured or unstructured content. Using Optimizely
Search & Navigation, you can create customized website search functionality or build
advanced navigation for non-hierarchical content. Other search providers use a crawl to
update site content, which can delay the updating of search results. Optimizely Search
& Navigation, on the other hand, uses push technology, which means that search
results on your website are updated in near real-time.

Optimizely Search & Navigation provides search capabilities for all Ektron content,
including HTML content, HTML forms, Smart Forms, assets, and PageBuilder. When
using Optimizely Search & Navigation with Ektron, Ektron content and documents are
initially pushed to a Find index. from then on, the Find index is updated whenever
Ektron content is edited, deleted, or added. For example, if content is scheduled to go
live at a future date and time, Optimizely Search & Navigation can retrieve the content
after the go-live date and time. Similarly, content scheduled to be archived and
removed from site is no longer available in search results as of the scheduled date and
time. To query the index and return search results, use Find APIs.

Because Find does not impact existing search capabilities, it can co-exist with your
current search provider.

Setting up Optimizely Search & Navigation

This section explains how to set up Optimizely Search & Navigation as a search provider
for your Ektron website.

Ektron version 9.10 SP1 or higher

Obtaining Find indexes

Upon creating a developer account, you can use a free development index for testing.
This index has a 10,000 document limit, a 90-day lifespan, and a maximum file size of 5
MB.

After completing testing, if you want to move into a production environment, obtain a
production index. See http://www.episerver.com/orderfind.
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Installing Optimizely Search & Navigation

1. Create an Optimizely Search & Navigation developer service.
a. Go to http://find.episerver.com/.

b. Create an account and verify it.
c. Click Add Developer Service. The Create Developer Service screen appears.
d

. Enter an index name, choose languages to support, accept the terms and
conditions, and click Create Service. The Index Details screen displays your
information.

TIP — SAVE THIS PAGE WITH YOUR BROWSER FAVORITES SO YOU CAN QUICKLY OPEN IT

IN THE FUTURE.

2. Prepare the Ektron website in Visual Studio.
a. Open the Ektron site as a website.

b. Save a solution file for the site.
c. Setthe site's Target Framework to .NET Framework 4.5.

3. Update the Ektron web.config file with snippets from the Create Service screen.
a. From the Optimizely Search & Navigation Create Service screen, copy the
web.config snippet within the <configSections> tag.

Open your Ektron siteroot\web.config file.
Find the closing configSections tag (</configSections>).
Paste the copied text above the closing </configSections> tag.

From the Optimizely Search & Navigation Create Service screen, copy the
web.config snippet below the closing </configSections>tag and above the
closing </configuration> tag.

o oo

f. Within the Ektron siteroot\web.config file, find the closing configuration tag
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(</configuration>).
g. Paste the copied text above that tag.

4. Create an Optimizely Search & Navigation package source.
a. InVisual Studio, choose Tools > Library Package Manager > Package
Manager Settings. The Options screen appears.

b. Under Package Manager, choose Package Sources.

c. Add a new source called Episerver Find. Assign it a URL of
http://nuget.episerver.com/feed/packages.svc/

5. Install the Ektron.Cms.Find Nuget package.
a. In Visual Studio, open Solution Explorer.
Right-click the Ektron website project.
From the context menu, choose Manage NuGet Packages...
In the left panel, choose Online.
In the Search field, enter Ektron.cms. find.
f. Click the Ektron.Cms.Find package's Install button.

6. Update the Global.asax file with a reference to bootstrapper file.
a. Open yoursiteroot\Global.asax.

® a0

NOTE: If your siteroot folder does not contain a Global.asax file, create
one.

b. Find the following method:

void Application Start (object sender, EventArgs e)
{
}
c. Between the curly brackets ({}), insert the following code.

Ektron.Cms.Find.AspNetBootstrapper.EktronFindBootstrapper.Start () ;

7. To update the Find index with content changes created by Ektron eSync, follow
these steps.
a. Stop the Ektron Windows Service.

b. Copy the Ektron.Cms.Find.EsyncNotification.dll file from the bin folder. Paste it
tothe c:\Program Files (x86)\Ektron\EktronWindowsService40 folder.

c. Openthec:\Program Files
(x86) \Ektron\EktronWindowsService40\objectFactory.config file.

d. Find the following section of the file.

<add name="ESyncNotification”>
<strategies>
</strategies>

</add>
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e. Within the <strategies> tags, insert the following line.

<add name="FindStrategy" type="Ektron.Cms.Find.EsyncNotification.FindStrategy,
Ektron.Cms.Find.EsyncNotification"/>

f. Save the objectFactory.config file.
g. Restart the Ektron Windows Service.

Loading Ektron content into the Find index

After installing Optimizely Search & Navigation, push your website content to the Find
index.

PREREQUISITES

* You completed all installation steps. See Installing Optimizely Search
& Navigation on page 188.

* You are a member of the Ektron Administrators Group.

1. Open the following URL: yoursiteroot/episerverfind/. The following screen
appears.

EPiServer Find Provider Index All Content Refresh Status

System Status

Find Configuration OK
Find Availability Available
Total Documents Indexed 151

» The Find Configuration field indicates that the Global.asax file includes the
correct reference to the bootstrapper file. (This step was covered in Installing
Optimizely Search & Navigation on page 188.)

» The Find Availability field indicates that your web.config file was updated
with snippets from the Create Service screen. (This step was also covered in
Installing Optimizely Search & Navigation on page 188.)

2. Click Index All Content. The screen indicates that indexing has begun.

3. Click Refresh Status occasionally to view progress. When the Total Documents
Indexed number stops changing, indexing is complete.

Using Find with Ektron content types

IMPORTANT: When you edit the bootstrapper file or code that it references, you
must restart IIS to push the latest changes to Find. Then, clear the Find index and
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reindex. These actions prevent mismatches between the Find index and custom
types that use it.

Using Find to query HTML content

You can used FIND APIs to query and filter published HTML content by the following
properties.

o Title

* Body

e Summary

e« Taxonomy category

« Creation date

» Modification date

» Last editor

» Folder

e Content ID

e Language

e Quicklink

Using Find with a PageBuilder page

Optimizely Search & Navigation returns search results for all searchable content on a
published PageBuilder page. Text that appears on such a PageBuilder page is indexed,
along with the page's title. For example, if a PageBuilder page includes a collection
widget, and each collection item's teaser is displayed, the teaser text is searchable.

Indexing PageBuilder master layouts

Pagelayout pages are indexed. Master layouts are not indexed, but PageBuilder pages
based on a master layout are indexed. See also: Creating a PageBuilder master layout
on page 1089.

Suppressing page elements from search results

You may want to suppress certain page elements from search results. For example, you
want to exclude navigation menus or footers. The following Knowledge Base article
explains how to do this: How to hide an element on a PageBuilder page from showing
up in search results.

NOTE: Any text that is not visible to the builtin user is not indexed.
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Using Find with Ektron Smart Forms

NOTE:

* If you want a Smart Form to be indexed, you must select its Content Searchable
checkbox.

* The Indexed checkbox on Smart Form configuration field's dialog has no effect on
whether the field’s content is searchable. Any property specified in your custom
Smart Form class and populated by serialization logic is searchable.

You can query Smart Forms using the content type Smartform. For
example: SearchResults<Ektron.Cms.Find.Models.SmartForm> results;

If you use this approach, Episerver Find returns Smart Form content as a single string.
To extract field data, developers must use a string split technique.

If you want to query data stored in Smart Form fields, use a type mapper to store a
custom content type. This type lets you convert each field in Smart Form configuration
to a field in a custom object. You can then use Find to query that object using this
syntax.

var results = client.Search<customclassname> () .Filter (..).GetResult () :;

For example, if the class created for your Smart Form configuration is OurTeam, you
would use this.

var results = client.Search<OurTeam> () .Filter(..) .GetResult () ;

To learn how to use a type mapper to store a custom content type, see Converting a
Smart Form configuration to a class below.

Converting a Smart Form configuration to a class

Converting a Smart Form configuration to a class

Complete these steps for each Smart Form configuration that you want to convert into a
class. After you complete the procedure, Optimizely Search & Navigation indexes
registered configurations when a Smart Form is edited or added.

NOTE: To learn about updating Find upon deleting, see Updating Find index upon
deletion of a Smart Form on page 198.
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Part 1: Analyze the Smart Form configuration

1. Obtain the Smart Form configuration’s ID. You use this information in later steps.

View Smart Form Configuration *C

€| ADD SMARTFORM | [& [

Properties Display Infc

General Information:

Title: Cur Tean

2. Analyze the configuration’s XML structure: its root class and subclasses. These
appear on the View Smart Form Configuration screen's Display Information tab.
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Consider the following example.

View Smart Form Configuration "Our Team™

€| ADsmarTFoRM | [F LZ @[ @ @

Properties Display Information Preview
—

XSLT1:

XSLT 2:

XSLT 3:

XSLT (Packaged)®

IrootiEmployeeProfile/Name
frootiEmployeeProfile Title
froot/EmployeeProfile/Summary
Iroot/EmployeeProfile/lmage/img/@alt
Iroot/EmployeeProfile/lmage/img/@src
Iroot/EmployeeProfile/Linkedin
froot/EmployeeProfile Twitter
root/EmployeeProfile/Bio

This Smart Form configuration has the following structure. You use this information in
later steps

Root class: Ourteam
Subclass: Employee profile

Subclass: Image
Subclass: img

Part 2: Create class and move .dll to bin folder

1. In Visual Studio, create a class library.

2. Save the Smart Form configuration schema as an XSD file, then generate a class
from it. This procedure is explained in steps 1 (Save Schema XSD File) and 2
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(Generate Class from XSD) in the Ektron Knowledge Base article "Generate Class
for Smart Form.

Move the .cs file created in step 2 to the Visual Studio class library.

Build your Ektron solution. This action creates a .dll file in your Visual Studio
project's bin\Debug folder. For example: C:\Users\jedit\Documents\Visual
Studio
2012\Projects\MySmartFormClassLibrary\MySmartFormClassLibrary\bin\De
bug.

The file name matches the Smart Form configuration name.

5. Copy the .dll file to your Ektron website's bin folder.

Part 3: Register the class

In Visual Studio, open your Ektron website solution.

2. Openthe findbootstrapper.cs file, located in C:\Users\user

name\Documents\Visual Studio

version
\Projects\yoursitename\packages\Ektron.Cms.Find.1.0.0\content\App
Code\CSCode\.

Find these comments.

// Register type mappings below to translate Smart Forms

// to custom models.

// Example:

// ektronMessaging.Types.Register (content => new MySmartFormModel { ... })
// .For (content => content.XmlConfiguration.Id == ...);

Below the comments, register the class you created in Part 2: Create class and
move .dll to bin folder on the previous page. To do that, use this syntax:

ektronMessaging.Types.Register (SmartForm configuration name.Create)
.For (SmartForm configuration name.CanCreate) ;

For example:

ektronMessaging.Types.Register (OurTeam.Create) .For (OurTeam.CanCreate) ;

NOTE:

* The Ektron Messaging class’s Types property configures how Ektron indexes
content.

* Register converts Ektron content data to an object that Optimizely Search
& Navigation can query.

* As an argument, the Register method takes a delegate, which receives
content data and returns an object. This object is pushed to the Find index.

* The .For statement enables you to map only content data that satisfy a
criterion. . For takes a delegate, which returns a Boolean. Content is only
converted to the registered class if Ektron content data matches this criterion.
Without a . For statement, the type mapper applies to all content passed
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through the system.

* The canCreate method is defined in your configuration's .cs file. See step 10
later in this section.

5. Open the .cs file that you created in step 2 of Part 2: Create class and move .dll to

bin folder on page 194. It contains your configuration's XML structure. For
example:

namespace MySmartFormClassLibrary
{
public class Image
{
public img img { get; set; }
}
public class EmployeeProfile
{
public string Name { get; set; }
public string Title { get; set; }
public string Summary { get; set; }
public string LinkedIn { get; set; }
public string Twitter { get; set; }
public string Bio { get; set; }

public Image Image { get; set; }
}

Find the following section. The sample below continues using the ourTeam
configuration.
[XmlRoot ("root") ]

public class OurTeam

{

Under that section, insert the following code. It creates a unique identifier for the
Smart Form configuration.

public long Id { get; set; }

public int LanguageId { get; set; }

public string Title { get; set; }

IMPORTANT: Repeat steps 8 through 10 for each subclass directly below
/root/ inyour Smart Form configuration.

Declare the first subclass in your configuration. (This was discovered in Part
1: Analyze the Smart Form configuration on page 193.)

public EmployeeProfile EmployeeProfile { get; set; }

Add the following code to set property values for the OurTeam configuration.
Replace references to OurTeam with your Smart Form configuration name.

NOTE: Ektron Smart Forms store rich text HTML as valid XML. This code
deserializes rich text HTML into an encoded XML string, which Find can
consume.
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public static OurTeam Create (ContentData content)

{

}

XmlSerializer serializer = new XmlSerializer (typeof (OurTeam)) ;

OurTeam oTeam = (OurTeam)serializer.Deserialize (new StringReader
(content.Html)) ;

oTeam
oTeam
oTeam

.Id = content.Id;
.LanguagelId = content.Languageld;
.Title = content.Title;

return oTeam;

10. Define the canCreate method, which is referenced in the findbootstrapper.cs
file's registration method, which returns the config ID for registering the type (see
step 4 above).

11. Replace the ID number with your configuration ID, which you obtained in Part
1: Analyze the Smart Form configuration on page 193.

public static bool CanCreate (ContentData content)

{

}

return content.XmlConfiguration.Id == 8;

Here is the complete sample file, OurTeam.cs.

OurTeam.cs sample file

using
using
using
using
using
using
using
using

Ektron.
System;
System.
System.
System.
System.
System.
System.

Cms;

Collections.Generic;
I0;

Ling;

Text;
Threading.Tasks;
Xml.Serialization;

namespace MySmartFormClassLibrary

{

public class Image

{

public img img { get; set; }

public class EmployeeProfile

{

public string Name { get; set; }

public string Title { get; set; }

public string Summary { get; set; }

public string LinkedIn { get; set; }

public string Twitter { get; set; }

public string Bio { get; set; }

public Image Image { get; set; }
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[XmlRoot ("root") ]
public class OurTeam

{

public long Id { get; set; }
public int LanguageId { get; set; }
public string Title { get; set; }

public EmployeeProfile EmployeeProfile { get; set; }

public static OurTeam Create (ContentData content)

{
XmlSerializer serializer = new XmlSerializer (typeof (OurTeam)) ;
OurTeam oTeam = (OurTeam)serializer.Deserialize (new StringReader
(content.Html) ) ;

oTeam.Id = content.Id;
oTeam.LanguageId = content.Languageld;
oTeam.Title = content.Title;

return oTeam;

public static bool CanCreate (ContentData content)

{

return content.XmlConfiguration.Id == 8;

Updating Find index upon deletion of a Smart Form

If you delete a Smart Form configuration, its content remains in the Find index. To
remove the custom type entries of a Smart Form from the index, remove the type
mapper by not registering it. Then, clear the index and reindex. These actions index the
Smart Form contents as the default Smart Form type.

Alternatively, you can delete individual documents from the Find index using the
following article: http://world.episerver.com/documentation/Items/Developers-
Guide/Episerver-Find/9/DotNET-Client-API/Deleting-documents/.

Smart Form indexing guidelines

When you create a Smart Form configuration, no indexing occurs because there is
nothing to index at this point. If Smart Form content is published before the
configuration is converted to a class, it is indexed as HTML content. If you later convert
the configuration to a class, you should clear the index and reindex your site to make
Smart Form content available to Optimizely Search & Navigation.
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Using Find to search by taxonomy

Similarly, if you modify a class, you should clear the index and reindex your site.

Using Find to search by taxonomy

Taxonomy and category information is updated in the Find index whenever any of these
events occurs.

» Ataxonomy category is assigned to content.

» A taxonomy category is removed from content.

» A taxonomy category is updated.

» A taxonomy category is removed.
Find divides taxonomy paths into individual taxonomies, indexes each category, and
returns the following string-based properties.

e Id. the taxonomy ID.

« Path. the taxonomy path using category titles.

» IdPath. the taxonomy path using IDs.
For example:

Root taxonomy

"Id$S$string":"154",
"Path$$string":"\Food",
"IdPath$S$string":"\154",

Child taxonomy

"Id$Sstring":"155"
"Path$S$string":"\Food\Chinese"
"IdPath$$string":\154\155

IMPORTANT: All properties are stored as strings.

Taxonomy-based search and parent/child nodes

When a search query uses a taxonomy filter, the results include content assigned to
child categories even if the query only specifies the root taxonomy. Similarly, if a query
specifies a child category, parent taxonomy categories are available, so users can find
content by searching any category in the tree.

Consider the following example.

» Content title. General Guidelines for Cooking
o ID. 68
° Taxonomy path. \Food

o Content title. Grilled Asian Chicken
o ID. 231

° Taxonomy path. \Food\Chinese
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Search query 1

IClient client = Client.CreateFromConfig(); //A client retrieved from config or injected
into the method
client.Search<Ektron.Cms.Find.Models.Content> ()
.Filter<Ektron.Cms.Find.Models.Content> (c =>
c.Categories.MatchContained<TaxonomyCategory> (tax => tax.Path, @"\Food"))
.GetResult () ;

When executed, this code returns content assigned to the Food and Chinese
categories. So, content IDs 68 and 231 are returned even though 231 is not assigned to
the Food category.

Search query 2

client.Search<Ektron.Cms.Find.Models.Content> ()
.Filter<Ektron.Cms.Find.Models.Content>(c =>

c.Categories.MatchContained<TaxonomyCategory> (tax => tax.Path, @"\Food\Chinese"))
.GetResult () ;

When executed, this code returns content assigned to the Chinese and Food
categories. So, content IDs 231 and 68 are returned.

Using Optimizely Search & Navigation to search assets

Episerver Find can retrieve search results from assets as it does with HTML content.

 Maximum file size. Developer index: 5 MB; Production index: 50 MB.

NOTE: Indexed files are sent base 64 encoded, which increases their size by
roughly 1/3.

» Supported file types. See
http://world.episerver.com/documentation/Items/Developers-Guide/Episerver-
Find/9/DotNET-Client-API/File-attachments/.

« Text-based documents. You can search text inside PDFs, Word documents, and
SO on.

» You can search and filter by the following criteria:
o Ektron title

° summary
o path
° searchable metadata

Using Optimizely Search & Navigation to search Ektron
metadata

If you want to query data stored in Ektron metadata, use a type mapper to store a
custom content type. This type lets you convert selected metadata definitions to a field
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Using Optimizely Search & Navigation to search

in a custom object. You then can use Optimizely Search & Navigation to query that
object using this syntax.

var results = client.Search<custommetadataclassname> () .Filter(..).GetResult ()

For example, if the class created for your metadata definition is
UnstructuredContentModelWithMetadata, you would use the following code.

var results = client.Search<UnstructuredContentModelWithMetadata> () .Filter (..) .GetResult
()7

To convert a metadata definition to a class, use the following steps.

PREREQUISITE

Your Ektron CMS has metadata definitions that are applied to content and to
which values are entered. The definitions must be of the Searchable
Property type, publicly viewable, and active. See also Metadata types on

page 814.
View Metadata Definifion "SearchTex{"
£ EDIT | X ()
Mame: SearchText
D: 163

@ Searchahle@

Editable: Yes

Publicly Viewable: Yes

Style: Text

Default: redder

1. Create a class for each group of Ektron metadata definitions that Find will query.
Within the class, create a property that maps to each metadata definition. The
class's type must match the metadata definition's type. For example:

public class UnstructuredContentModelWithMetadata : UnstructuredContent

{
public string SearchTextMetadata { get; set; }
public List<string> SearchSelectionMetadata { get; set; }
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public DateTime SearchDateMetadata { get; set; }
public int SearchNumberMetadata { get; set;
public string mymeta { get; set; }

public UnstructuredContentModelWithMetadata ()

{

SearchSelectionMetadata = new List<string>();

}

This example illustrates the following metadata definitions and their types.

» SearchTextMetadata. type:string

» SearchSelectionMetadata. type:List<string> (user can select one or
several string values)

 SearchDateMetadata. type:datetime

» SearchNumber. type:integer
To enable Optimizely Search & Navigation to search a class, register it in the
EktronFindBootstrapper file, located in siteroot\App Code\CSCode\. Enter the

register statement below applicationBuilder.App.Start () ; as shown in the
following example:

ektronMessaging.Types.Register (CreateMyUnstructuredContentModelWithMetadata)

.For (content => (content.XmlConfiguration.Id == 0 &&
(content.SubType ==
Common .EkEnumeration.CMSContentSubtype.Content && content.Type == 1)

)) 7

» Register specifies how to convert Ektron ContentData to an instance of the
new type created in Step 1. It accepts a condition that selects eligible CMS
content to be indexed as this type. The

CreateMyUnstructuredContentModelWithMetadata method is described in
step 3.

e .For s a filter that determines which Ektron ContentData can be mapped. In
this example, only HTML content is eligible.

3. Create a function that accepts an Ektron contentbData object and convertsitto a

type defined in step 1. This type is indexed by Find for content matching the .For
filter condition specified in step 2.

You define the function (CreateMyUnstructuredContentModelWithMetadata in
this example) under your site's AppCode directory or in a separate class library/dll.

In the following example, the function populates

UnstructuredContentModelWithMetadata with Ektron metadata for the Find
index.

private static UnstructuredContentModelWithMetadata
CreateMyUnstructuredContentModelWithMetadata (
ContentData data)

{

UnstructuredContentModelWithMetadata contentWithMeta = new
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UnstructuredContentModelWithMetadata () ;
if (data.MetaData == null || data.MetaData.Length <= 0)
return contentWithMeta;
IEnumerable<ContentMetaData> eligibleMetadata = GetMetadataForContent
(data.MetaData.ToList (),
data.FolderId, data.Languageld) ;

\\ See note #1 below

ContentMetaData cm = eligibleMetadata.TolList () .Find (m => m.Name == "SearchText");
if (cm != null)
{

string metaValue = (string)cm.Text;

if (!String.IsNullOrWhiteSpace (metaValue))

{
contentWithMeta.SearchTextMetadata = metaValue;

\\ See note #2 below
cm = eligibleMetadata.ToList () .Find(m => m.Name == "SearchNumber") ;
if (cm != null)

int value;
if (Int32.TryParse (cm.Text, out value))
contentWithMeta.SearchNumberMetadata = value;
}
\\ See note #3 below
cm = eligibleMetadata.ToList () .Find (m => m.Name == "SearchDate");
if (cm != null)
{
DateTime mydate;
if (DateTime.TryParse (cm.Text, out mydate))
contentWithMeta.SearchDateMetadata = mydate;
}
\\ See note #4 below

cm = eligibleMetadata.ToList () .Find(m => m.Name == "SearchSelection");
if (cm != null)
{

string metaValue = (string)cm.Text;

if (!String.IsNullOrWhiteSpace (metaValue))
{

string[] metaValues = metaValue.Split (new string[] { ; },
StringSplitOptions.RemoveEmptyEntries) ;

if (metaValues != null && metaValues.Length > 0)

{

contentWithMeta.SearchSelectionMetadata = metaValues.ToList ();

}
Notes on the above sample
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» #1 The following snippet uses the find-extension method to select only
SearchText metadata from ContentData. This type is a string, as defined in
the class and the Ektron metadata definition. If this metadata exists, apply it
to the searchTextMetadata property of your class.

ContentMetaData cm = eligibleMetadata.ToList () .Find(m => m.Name ==

"SearchText") ;
if (cm != null)
{
string metaValue = (string)cm.Text;

if (!String.IsNullOrWhiteSpace (metaValue))
{

contentWithMeta.SearchTextMetadata = metaValue;

}

» #2 In the following snippet, the searchNumber metadata is an integer in the
class and the Ektron metadata definition.
cm = eligibleMetadata.ToList () .Find(m => m.Name == "SearchNumber") ;
if (cm != null)
{
int value;
if (Int32.TryParse (cm.Text, out value))
contentWithMeta.SearchNumberMetadata = value;

}

» #3 In the following snippet, the searchDate metadata is a DateTime object in
the class and the Ektron metadata definition.
cm = eligibleMetadata.ToList () .Find(m => m.Name == "SearchDate");
if (cm != null)
{
DateTime mydate;
if (DateTime.TryParse (cm.Text, out mydate))
contentWithMeta.SearchDateMetadata = mydate;
}

e #4 In the following snippet, searchSelection metadata is a list of strings
(List<string>) in the class, and multiple selections in the Ektron metadata
definition. Ektron stores values as a single string, and each value is separated
by a delimiter (in this case, a semicolon (;)). For example, if metadata
definition stores transportation methods, its value might look like this:
train;bus;automobile.

cm = eligibleMetadata.ToList () .Find(m => m.Name == "SearchSelection") ;
if (cm != null)
{

string metaValue = (string)cm.Text;

if (!String.IsNullOrWhiteSpace (metaValue))
{

string[] metaValues = metaValue.Split (new string[] { ";" 1},
StringSplitOptions.RemoveEmptyEntries) ;
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if (metaValues != null && metaValues.Length > 0)
{

contentWithMeta.SearchSelectionMetadata = metaValues.ToList ();

}

}

The string[ ] line separates the multiple selection string into individual
values that Find can query.

How Find manages archived content

Content that has expired and is set to Archive and remove from site or Archive
and remain on site is not automatically removed from the index. Such content is
removed upon the next full reindexing. Until then, to exclude expired content from
search results, use the Find Client API's EndDate and EndDateAction properties to filter
results.

NOTE: Content that has expired but is set to Add to CMS Refresh reports is
considered live content, so remains in the Find index.

Working with the Optimizely Search & Navigation API

Usage of the Find Service and API is outside the scope of this document.

Querying and filtering Ektron content by type

Use the Ektron.Cms.Find.Models namespace to query and filter Ektron content. A
search page's .cs file typically contains a Ssearchresults command like this:

SearchResults<Ektron.Cms.Find.Models.Content> results;

The namespace contains these classes.

» Content. Returns Ektron content types. See Fields that you can query and filter
using the content class on the next page.

* PageBuilder. Returns PageBuilder content. It inherits all properties from the
content class.

e UnstructuredContent. Returns HTML content. It inherits properties from the
content class.

» SmartForm. Returns content from Smart Forms, as explained in Converting a
Smart Form configuration to a class on page 192. It inherits all properties from the
content class.

» asset. Returns content from assets. You can filter them using their summary or
path. It inherits properties from the content class.

» Taxonomy. Returns content assigned to selected categories. It inherits properties
from the content class.
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Fields that you can query and filter using the content class

namespace Ektron.Cms.Find.Models

{

public class Content : IHaveReferences

{

public
public
public
public
public
public
public
public
public
public
public
public
public
public
public

Content () ;

string Body { get; set; }
IEnumerable<TaxonomyCategory> Categories { get; set; }
DateTime CreationDate { get; set; }
Author Editor { get; set; }

Folder Folder { get; set; }

long Id { get; set; }

int Language { get; set; }

DateTime ModificationDate { get; set; }
string Quicklink { get; set; }
DocumentReference Reference { get; set; }
string Summary { get; set; }

string Title { get; set; }

DateTime EndDate { get; set; }
EndDateAction EndDateAction { get; set; }

Using Episerver Find with eSync

If you want the Find index to be updated whenever eSync moves content changes
between servers, follow Step 7 in the installation instructions.

It takes longer for changes triggered by eSync to appear in search results than other
content changes. This is because, after an eSync is completed, a full reindex is
launched.

Notes and limitations of Episerver Find integrated with
Ektron

» Basic search, Advance search with match all, none, any word case can search in
fields:

[¢]

o

o

Title
Body

Summary

Editor first name

Editor last name

206 | Ektron 9.10 SP3




Notes and limitations of Episerver Find integrated

° Folder name
° Quicklink
¢ Taxonomy name
» Synonym only works when searching one keyword
» PDF and docx files: search by title only; cannot search by content
» In Library: can only search for images
» Archived content: If "Expired and remove from site” assigned, cannot be searched.

» Search API (expression tree) limitations
» Does not support: ImplicitAnd, Scope, Permission, Boost, Keyword expression

» Supports fields in filter: return and order by:
o Id
° Language
o Folderld
o ContentType
o ContentSubType
o Title
° QuickLink
o Path
o HighlightedSummary
o Description
o DateCreated
o DateModified
o ExpiryDate
o ExpiryType
° FolderName
° Private
o FolderPath
o FolderIdPath

» Not supported fields
o TaxonomyCategory

o Tags

o Author

° Rank

o Size

° GolLiveDate
° MapDate
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o

MapLongitude
MapLatitude
MapAddress
AssetVersion
Siteld

o

e}

e}

e}

Related information

Optimizely Search & Navigation provides extensive capabilities for monitoring search
activity and customizing search functionality on your website. See the following related
information.

» Developer documentation.
http://world.episerver.com/documentation/Items/Developers-Guide/Episerver-
Find/9/

» Searching (Episerver World article).
http://world.episerver.com/documentation/Items/Developers-Guide/Episerver-
Find/9/DotNET-Client-API/Searching/Searching/

» Developer forum. http://world.episerver.com/forum/developer-
forum/Episerver-Search/

+ Get started developing with Find.
http://world.episerver.com/documentation/Other-products/Episerver-Find/Get-
started-with-Find/

» Episerver Find home page. http://world.episerver.com/add-ons/episerver-find/

Using Solr search

Solr is an open-source, enterprise-level search platform, from the Apache Lucene
project, that is known for scalability and performance. In its implementation of Solr,
Ektron uses Apache Tomcat to host the Solr application, and ManifoldCF to manage the
crawling of new or updated content. According to https://lucene.apache.org/solr/, "Solr
powers the search and navigation features of many of the world's largest internet
sites.”

Using Solr, you can search all Ektron content, including Smart Forms and assets.
Ektron's Solr implementation supports advanced search features, such as Refinements,
Synonym Sets, Suggested Results, and Autocomplete. Solr also supports Ektron's
templated search server controls and API. So if you previously worked with these
components, you only need to master a few new concepts to migrate to Solr.
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Solr Search Components

NOTE: To compare Solr with other Ektron search providers, see Search provider
comparisons on page 185.

Solr Search Components

/ Ektron Solr Search \

g A ( \

Ektron Crawler

o | e=
}

Ektron CMS

e
Ektron Admin Service SOIr

|
p—

Ektron Query Services

Ektron CMS

Search Config Crawl
Database Database

The Ektron Solr search provider is made up of several components, which can crawl
your content to index the latest changes, as well as manage search queries. Solr
manages the search for any number of Ektron instances, each of which can support
several sites.

Ektron crawl service

This diagram explains the crawl service's activities.

__________________________________________________________

ManiFold CF

Content Job

Ektron

CMS User Job

J0329UU0)
Aoysoday

10193uUu0) Inding

Community Group Job

Ektron Crawl Service

The Apache ManifoldCF (connector framework) crawls data from a repository connector
to an output connector. Ektron's Solr deployment uses its own repository connector
with the Solr output connector that updates the Solr Index.

When a site is registered, the following steps occur within ManifoldCF.
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1. An Ektron repository connection is created, using database information from the
Ektron site.

2. A Solr output connection is created with a connection to a Solr core exclusive to the
Ektron site.

3. Content, user, and community group jobs are created for each Ektron
repository/Solr output connection pair to crawl the various Ektron items.

Asset transfer service

Ektron's crawl component uses the Asset Transfer Service as the endpoint for crawling
assets. The Ektron Asset Transfer Server, which resides on the Ektron Web server, is
one half of a pair of services that supports the indexing of assets. (The Ektron Asset
Transfer Client resides on the Solr server.) When an asset is indexed, it must be
transferred to a cache on the Solr server before its content can be extracted.

When the crawl service requires an asset, it asks the Ektron Asset Transfer Client to
retrieve it. If the Ektron site and Solr run on the same server, the client directs the
indexer to the asset's location on the file system. If the asset resides on a remote
server, the client requests the asset from the appropriate Ektron Asset Transfer Server
and stores it in cache for indexing.

The crawl database

The crawl database stores and maintains the crawl state and crawl queues during a
crawl.

Ektron Solr admin service
The Ektron Solr Admin service manages

« site registration requests (from the Solr Admin Console)

» crawl management requests (from Ektron and EWS during eSync)

» status requests from the Ektron Workarea's Search Status screen
During site registration, the admin service performs

» validation tasks prior to site registration
» job deletion and creation in ManifoldCF
e Solr core deletion and creation

» search configuration store and Ektron database updates with registration
information

the Solr Admin service also communicates with the crawler component (ManifoldCF) of
the Ektron site and fires an appropriate crawl of jobs for the core.

Ektron query services

This diagram depicts IIS query services that act as a proxy to the Solr counterparts.
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The Query Service routes queries from sites registered with the Solr Search server to
the Solr core that corresponds to the site.

The Query Proposition service is a RESTful service that routes autocomplete queries to
the Solr core that corresponds to the site.

The Search Config database serves as a "centralized store." It maintains configuration
information for search endpoints, Solr, ManifoldCF, Admin Service, and registration
information for the registered sites.

Solr core

This diagram details the Solr core, the rectangle on the right side of the above image.
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————————————— —— — — —— —————————I
Queries Admin Content
Requests

Handlers

Core

One core per site

Solr service (Tomcat)

A Solr core is a single instance of Solr with its own configuration, schema, and
independent index. Each Solr core can be thought of a compartmentalized Solr
application. It has several endpoints, called handlers, that serve requests addressed to
the core.

Ektron's search deployment uses handlers to manage queries (search queries &
completion requests), administrative requests (to manage cores), and content
updating.

Mime types supported by Solr search

Solr's ExtractingRequestHandler uses Tika to lets users upload binary files to Solr, and
then have Solr extract text from and index them. For a list of supported file types, see
https://tika.apache.org/1.4/formats.html.

Also, Ektron has its own list of files types that may be uploaded to the Workarea. You
can only upload supported file types. See Supported types of assets on page 702.

See also: Excluding Library Images When Using Solr Search.

Solr search concepts
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Keyword search

This section explains some inner workings of the Solr search. It is intended to help
explain why you do or do not get certain search results.

Keyword search

Keyword search is the search performed when a user types text or a phrase into a text
field. (A phrase is several words enclosed in quotes. For example, “This is a phrase”).
Keyword search is performed against the content title and the body only, because they
contain the "meat" of a content item.

NOTE: For HTML content, content body corresponds to the content table's content
html column. For PageBuilder pages, content body corresponds to the content
table's content text column.

Content title and body are subject to linguistic processing, which applies rules based on
the language of the search text or phrase. (By default, this is the site language, but it
can be changed via the Search API). For Solr-based search, linguistic processing refers
to stemming and stop word recognition only.

Stemming

Stemming reduces a word to its stem. English examples of stemming:

* engineering > engine
e parsing > pars
» analysis > analysi

Stemming helps a user find desired content because, in most cases, the user is unsure
of the exact text in the document.

Stemming is applied when content is indexed and when query terms are processed.
During indexing, the content language is used to perform language-specific stemming.
During querying, the language of the query (by default, the site language) is used to
perform stemming.

Sometimes, stemming produces false matches. For example, the terms "engineering"
and "engine" are both reduced to "engine" during indexing. So, a query for "engine"
matches a document that contains "engineering". Also, since Solr only performs
stemming reduction, a query containing "ran" does not match a document containing
"running", since these words get reduced to "ran" (query side) and "run"(index time).
Out-of-the-box Solr only supports stemming and not the more extensive
lemmmatization, which provides more accurate results and fewer false positives.

Stop words

Stop words are terms that are removed from queries and indexes because they do not
contribute to the quality of a search. For example, these are English stop words: "the",

in," "an", "a".
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Query expression

The QueryText property of the KeywordSearchCriteria class contains the text or
phrase that a user enters when submitting a keyword search. With regards to Solr, any
query expression assigned to the ExpressionTree property of the
KeywordSearchCriteria class is treated as a filter query. The filter query merely helps
in reduction of the result subset and does not improve relevance.

Rank computation (relevance)

When ranking content returned as search results, Solr uses the quality of a document's
match against query text. Match quality is based on these factors.

» Frequency of search text or phrase in the content.

» Rarity of search terms with regards to the whole corpus of content (the entire site).

» Proximity of search terms in the content. For example, if a query has the phrase
"content repository", content having "The content item rocks" in closest proximity
is ranked higher than content with the terms "lack of actual content in an item."

» If search terms include an OR operator, content with the greatest number of terms
ranks highest. For example, if a query consists of "valid OR resultant OR set OR
items", content with "valid resultant set" ranks higher than content with "resultant
set."

Notes regarding rank computation (relevance)
 When computing rank, Ektron Solr only considers terms in the content's title and
body.

e Only terms entered against the QueryText property of the
KeywordSearchCriteria class are used for rank computation. Other fields
specified in the ExpressionTree property are not considered for rank
computation.

» A match on content title has the same weight as a match on content body.

ContainsExpression vs EqualsExpression

When using Solr, the ContainsExpression can be tricky.

NOTE: A ContainsExpression involves using ContainsExpression directly or
indirectly via SearchContentProperty.<PropertyName>.Contains.

Unlike the C#/.NET string.Contains, Solr's ContainsExpression matches whole
words only—it does not match on substrings. For example, if a text metadata field
contains "Tax Revenue Statement, Year 2012," a contains search returns the content
if a query using ContainsExpression includes "Tax" or "Revenue Statement" or
"Revenue" as whole words. The query is not a match for the substring term "State."
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Also, the containsExpression query is case-insensitive. So for example, "Revenue" is
the same as "revenue" and "rEvenUe."

The EqualsExpression, on the other hand, performs a letter to letter, case-sensitive,
exact search on the entire text of a field.

NOTE: An EqualsExpression involves either EqualsExpression directly or
indirectly via SearchContentProperty.<PropertyName>.EqualTo.

To continue the above example for an EqualsExpression, @ match results only if the
query is submitted as “"Tax Revenue Statement, Year 2012"”. Note the comma in the

query.

Using .Contains with Solr in Ektron version 9.30

When using the Solr search provider in Ektron version 9.30, the FolderId, FolderPath,
and TaxonomyPath .Contains syntax acts like a startswith expression instead of a
Contains one. Examples:
FolderldPath examples
e FolderIdPath .Contains "72/" returns contentin folder 72 and subfolder 73
e FolderIdPath .Contains "72/73/" returns contentin folder 73
e FolderIdPath .Contains "73/"™, "73", "/73/" returns no content

Taxonomy examples
e TaxonomyPath .Contains "12/" returns contentin category 12 and sub-category
13
e TaxonomyPath .Contains "12/13/" returns contentin sub-category 13
e TaxonomyPath .Contains "73/", "73", "/73/" returns no content

Exception

e FolderIdPath or TaxonomyPath .Contains "/" returns contentin the root
folder/taxonomy only

Configuring the Ektron Solr package for Java Heap Memory

The Ektron Solr package has the Java Heap Memory (HSQLDB-Crawl Database,
ManifoldCF-Crawler, and Tomcat-Solr Process) tuned to support the simultaneous
registration and crawling of multiple sites. This tuning is optimized for a server with at
least 8GB RAM and 2 high speed disks (1 for the search index, and 1 for search
installation). The tuning also accommodates servers with more than 8GB RAM.

Because the Solr configuration is less reliant on the Java Heap for loading the index ,
the default tuning should suffice for most production usages. Before changing the Java
Heap configuration, Ektron's Professional Services Group must evaluate your plans to
ensure that correct choices are being made with regards to garbage collection patterns
and search/crawl performance.
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After a site is registered, the first query served by Solr is slower than subsequent ones.
If the Solr server is rebooted, you can expect similar slowness for registered sites. To
avoid this slow first response, create a dummy search request to be run after a site is
registered for the first time. You can also avoid this slow first response by issuing a
search request from a site (for every site) after the Solr search server has been
rebooted.

You may perform additional performance tuning via the Apache Solr site. Before
making any adjustments, you must have a thorough understanding of the technologies.
Be very careful when tuning for performance.

Query suggestions vs query completions

Query suggestions are a search type-ahead feature, in which a search field presents
query options as the user begins to type in characters. Suggestions are based on
previously used, successful queries submitted by other users.

Demo

Search Text: |b 3| |

Note: This sample for Get( backup
banner
banneri
banner?
basze
basic
battery
Query completions are another search type-ahead feature in which the search field
presents query options as a user begins to type in characters. However, in this case,

query options are based on either the search index (the default option) or a dictionary
of terms.

Ektron Solr only supports query completions.

You can change the source of query completions from the search index to a dictionary
of terms. See also: Managing Solr autoComplete on page 300.

With regards to query completions, the search only considers terms from the title by
default. You can use a custom field instead of title. To accomplish this, customize the
configuration during registration. See also: Part 2: Register your Solr site on page 230.

Securing the Solr server

To maximize the security of your Solr server, follow these guidelines.
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» Limit traffic to the immediate network between the Web server and the Solr server.
To do this, open these ports and place these restrictions on them.
o Solr server base port (by default, port 7600): Create a firewall rule that
restricts base port access to the IP addresses of
= the Ektron server

® servers on which users will access the Admin Console to register Ektron
sites for search

o Solr server base port + 1 (by default, port 7601): Create a firewall rule that
restricts access to the Ektron server only.

o Ektron server port 8732: Create a firewall rule that allows access to the Solr
search server only.

» Block unused Solr server ports (for example, ports 80 and 443).
» Use a firewall to lock down port 7602 so it is accessible only on the local machine.

o Restrict which IP addresses can access the Solr site's Web services to Ektron Web
servers that use Solr.

» Leave other needed service ports open (for example, RDP). Use a firewall to lock
these ports down, so they are accessible to localhost only.

Setting up Solr search

Setting up Solr search on a single on-premises (local) server

» For the configuration database, SQL 2008 or higher (Express version is
supported); can be installed to any server, for example the Ektron server, the Solr
server, or any other database server.

Preparing the Ektron server to work with Solr search
1. On the Ektron search server's firewall, open port 8732. This runs Ektron Windows
service and asset transfer server services.

2. Restart the Ektron server to apply all changes, not only those affecting SQL but
also the JDK installation, new environment variables, and so on.

NOTE: You must generate an eSync certificate to start Ektron Windows Service to
register a site.

Preparing the Solr search server to work with Ektron

During Solr installation, the user selects a base port (the default is 7600). The
installation allocates that port and nine above it to accommodate Solr search. For
example, if you use the default value of 7600, ports 7600 through 7611 are dedicated
to Solr search.
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On the Solr search server's firewall, open to the Ektron Web server ports +0 and +1 in
the range—they are used by Ektron’s query and admin services. To continue the default

example, open ports 7600 and 7601.

PREREQUISITES

e Solrserver
° Hardware requirements: minimum 8 gigabytes of RAM, quad core,
64-bit processor

° QOperating system: Windows 2008, Windows 2012, Windows 2016

NOTE: For a production server, use Windows 2008 R2, Windows
2012, or Windows 2016.

° Enable the following
° Roles
® Application Server Role Services
® _NET Framework 4.5

IMPORTANT: With Windows Server 2008 or 2008
R2, be sure that .NET 3.5 is installed before
installing 4.5.

= Web Server IIS Support

= Web Server (IIS) Role Services
= \Windows Authentication feature

® _NET Extensibility 4.5
= ASP.NET 4.5

o Features
= NET Framework > WCF Activation

NOTE: Make sure that HTTP activation is also checked.

® Static content
° SQL browser, if not using default instance

° For optimal performance, use a separate disk (that is, not the
system drive) for index and asset cache

°© May be installed on Ektron server but only in a development
environment.
Consult an Ektron certified partner to determine your server
requirements. Ektron does not recommend installing Solr on a
server that also hosts Microsoft Search Server.

o Java Development Kit 1.7, Windows x64 version.
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To download, go to
https://www.oracle.com/java/technologies/javase/javase?-
archive-downloads.html.

IMPORTANT: If you upgrade the JDK version, you must replace
it in the same directory to which you originally installed it. You
may not install more than one JDK version to that directory.

» An Ektron site installed on an Ektron server. See also: Installing Ektron
on page 9, Upgrading to Ektron 9.10 SP3 on page 37.

NOTE: During the Ektron installation, you should have selected Solr
as your search provider. If you need to change your search provider
to Solr, see Changing your search provider to Solr on page 291.

» The Ektron Solr installation file. Contact your Ektron account manager
to obtain a link to the file.
e Users
° A SQL login account assigned the dbcreator role. This account is
used to create the search configuration database.
° A SQL login account that Ektron search components use to access
the search configuration database.
Both SQL accounts must follow these rules:

m If integrated security is set to true

...and Solr search and the Ektrondatabase are on different
servers, a domain user is required.

...and Solr search and the Ektron database are on the same
server, a local Windows user is required.

® jf integrated security is set to false, a SQL server user.

BEST PRACTICE

Use SQL authentication rather than Integrated Security.
Although Integrated Security is supported, the
connection is made in the context of the search service
account (Windows user) provided during installation. If
this user does not have access to the database, the
connection fails.

° A Windows user account under which Solr services will run. This
account, which manages Solr components and authenticates
queries, must have permission to
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® write to the search 2.0 folder and its subfolders
® gstart the Solr admin service
® |og on as a service

This user can be either a Windows user on the search server, or a
domain user. If it is a domain user, the Netlogon service must be

enabled and running.

3 Local Security Palicy
File  Action

«=|EXE = HE

View Help

>

-i;, Security Settings
2 Account Policies

Palicy

- . | Arccess Credential Manager as a trusted caller
4 | g Local Policies

) . . | Access this computer from the netuork
2 Audit Palicy

| Act as part of the operating systermn
 Add waorkstations to domain
| Adjust rmernory quotas for a process

2 User Rights Assignment
A Security Options
| Windows Firewall with Advanced Seci
j Metwork List Manager Policies
_| Public Key Palicies
| Softweare Restriction Policies

| &lloww log on locally

H Allow log on through Rerote Desktop Services
| Back up files and directories

~| Application Control Policies | Bypass traverse checking

> ,g IP Security Policies on Local Cormpute
| Advanced Audit Palicy Canfiguration

| Change the systemn time

| Change the time zone

| Create a pagefile

| Create a token object

| Create global objects

| Create perrnanent shared objects

| Create symbolic links

| Debug programs

| Deny access to this computer from the network
| Deny log on as a batch job

| Deny log on as a service

| Deny log on locally

| Deny log on through Remote Desktop Services

| Force shutdown from a rernote system

| Generate security audits

|Irmpersonate a client after authentication
Increase a process working set

|Increase scheduling priority

| Load and unload device drivers

|Lock pages in mernory

| Log on as a batch job

iHlLog on as a service

Manage auditing and securite log

| Enable cormputer and user accounts to be trusted for delega..,

Security Setting

Everyone,Adrministrators..,

EKTRONIWUK Admin, EK..,
LOCAL SERVICEMETWO..,
Guest, Administratars,Us..
Ewveryone EKTROMIND 0.,
Adrministrators,Backup ..
Evergone LOCAL SERVIC..
LOCAL SERVICE Admini..,
LOCAL SERVICE Admini...
Administrators

LOCAL SERVICE METWO..,

Administrators
Administrators
Guest

SophosSAMWSI06750,G..,

Administrators

LOCAL SERVICE, METWO...
LoCAL SERVICE METWO..,
Users

Administrators
Administrators
EKTROMINcrmacmore
Administrators,Backup ..

Ldministrator

» Knowledge of Solr, for administrators who want to perform advanced

tasks

Installing Solr on a single on-premises (local) server

After installing Ektron, you can install Solr. This is a 2-step procedure.

1. Install files needed to run Solr.
2. Register the Ektron site with the Solr search engine.
See also: Using Solr search with 3-tier architecture on page 178.
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Part 1: Run Solrinstall.exe

1. Contact your Ektron account manager to obtain a link to download the Solr
installation file.

2. Login as a Windows Administrator user.
3. Download and run the Ektron Solr installation file as an administrator.
4. Accept the license agreement.

Solr Installation B

License Agreement
Pl ad the f i

"

ektron

EKTRON PERPETUAL SOFTWARE LICENSE AGREEMENT

This License Agresment [“Agreement'] containg the terms and conditions upon which Ektron,
Inc., a Delaware Corporation with a principal place of business at 542 Amherst Steet,
Mashua, NH 03063, ["Licenzar'] grants ta you ['Licenzee''] a license to uze the Licenzed
Software [az defined below] on the terms and conditions identfied herein.

DEFIMITIOMNS:

Arnual Maintenance Services Fee: Shall mean the amount identified as such in this
Agreement or accompanying Exhibit.

Authorized Spstem(s]: Shall mean computer systems, storage devices and network.s owned,
operated or under the supervision ahd control of Licenzee.

Authorized User [othenwize referred to as "Mamed User'): For purposes of this Agreement, the
term “Authorized Uzer shall mean any individual emploves, agent or contractor of Licenses
accessing or using the Licensed Software solely on behalf and for the benefit of Licenszee in
the operation of Licensee's business. Such uzer shall have a usemame and password
registered in the Content Management System through single sign on or directly within
Licensors work-area,

< Back | | Mest > Cancel |
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5. Select a folder in which to save the Solr installation files.

Solr Installation [ x|

Ektron Solr Installation

. 3 ed in the following directaory:
ktron

6. You are prompted to select a base port. After you select a port, it and 9 consecutive
ports are designated for Solr use. For example, if you accept the default port 7600
as the base, ports 7600 through 7611 are used for Solr.

Inistal Efield

NOTE: Do not use a port number below 1025. Also, do not use ports 6080,
6081, and 8732: they are reserved for other Ektron components.

222 | Ektron 9.10 SP3




Part 1: Run Solrinstall.exe

Solr Installation E

Service Port Selection

ktron

mized below. [For example, ing a base port of 7EO0

Irvsta Ghiield ’ < Back H Mext » ] Cancel

7. Enter credentials (domain, user name, and password) of the Windows user account

under which Solr query services will run. This account manages Solr components
and authenticates queries. The account must have permission to
« write to the search 2.0 folder and its subfolders

o start the Solr admin service

» lock pages in memory. You can assign this in the machine's Local Security
Policy under Local Policy > User Rights Assignment.

» log on as a service. If the user does not have "Log on as a Service" right, you
are prompted to assign it.

If you are using a domain account, the Netlogon Service must be enabled and
running.
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Search Service Account

kiron

Solr Installation

Please enter the credentials of the Windows user that wil serve a3 your search service account.
Thiz sccourt will be used to manage Solf components and authenticate queries fram your Ekbon
zites,

The search service accourt must have the Log on a2 a service’ nght. This can be assigned via
the ‘Windows Local Secuity Policy management console,

Domain

vserane: [
Passvend (I

8. Enter the SQL Server that will host the Solr configuration database. Then either
select Trusted Connection or enter the username and password of the user who
will create the search configuration database. The user must be assigned the

SQL Server dbcreator role.
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Solr Installation

Search Configuration Database
Dat C ; i

nfiguration dat

| be able

o Tru
socusertome |

L] eso000eees |

InstallEhield [ < Back ” Heut » ] Cancel

9. Enter a unique name for your search configuration database. Spaces are not
allowed.
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Search Configuration Database

Plaaze enter & uniguee name that will be used to identify your conhiguration database,

kiron

10. Enter credentials for a SQL login account that Ektron search components will use to
access the search configuration database.
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Please specily the credentials of the user sccount that will be used by Ekbion seaich
components to accass the search configuration database.

W Trusted Connection

Tee—

Passnordt (e

11. Enter the host name of the server on which you are running the Solr installation.
The Ektron server must be able to access this host.

Ektron Reference | 227




Setting up search for your website

Solr Administration Semvice

Services will ba installed on thiz server to 1ecenve quenas and route administrative requests
ron frerm Ekiron sites 1o Sok, Flease specily the host name for this senver.

Irmpostant: The host name must be accessible from the web server(s] hosting your Eklion
sitez. | nok, quesies and administeative requests o pour site vall not be received.

Host Name:

Apache Solr Installation

Index Locaton

Please speciy the location where Solr shoubd store its index data. For optimal performance, ndex

kfron data should be stored on a fast, local disk wath a large cache,

C:\Pragram Files [#BENEkton\S earch2 INS ol \Index

’rDesthatﬂnn Foldes
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13. Specify the location of your asset cache. The asset cache is used only if the Ektron
asset files are not stored on your Solr search server.

Asset fles from your Eklron sites are cached as part of the indexing process. Flease specily the
lecation whete that cached data should be stored. For optimal pedormance, the asset cache
should be stored on a fast, local disk.

Destnation Folder
ogram Files (xBEMNEkionkSearch
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14. A summary of installation choices appears. If everything looks OK, click Install.

ktron

Solr Installation

Click Install ta beagin the installation,

I wau want ta review or chanae sy of vaur installation settinas, click Back, Click Cancel to exit
Search Service Account:

Configuration D atabaze: _SaliCanfig

Port Summary:

Guary Service Part: TEO0 "
Adrmin Sarvics Port: VB0 *
Tomeat Connector and Manifald CF Port: TEO2
Tomeat Shutdown Fort: TEO3
Manifold CF Database Port: TED4
Azzet Transfer Client Part: 7RO
Praceszs Management Part: TRO9*
Salr Port 7E11

"Plaase add a firawall ssception to allaw communication between the Load Balancer and the
niodes of the cluster and allow communication to the fallowing ports on Load Balancer such that
it is accessible fram the Ektron CMS Site,

<gack || [jrateil | Cancel

Key points on this screen:

» The query service port is always the base port.

» The screen lists your search service account, configuration database, and the
port number assigned to the following:

o

o

[}

Query service. Outbound from Ektron server

Admin service. Outbound from Ektron server

Tomcat connector. For local communications between Solr and Tomcat
Tomcat shutdown. For local communications between Solr and Tomcat
ManifoldCF. For local communications between Solr and ManifoldCF
Asset Transfer Client. Two-way between Ektron and Solr servers

IMPORTANT: The summary screen's first 2 ports have an asterisk (*). Set up
the Ektron server's firewall such that these ports let the Ektron site
communicate with the Solr service.

Part 2: Register your Solr site

1. Remote onto the Solr machine and go to the following URL:
https://YourSolrMachineName:7600/SolrAdminConsole/Index.html.
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If prompted, enter the credentials of the search server user used to install Solr. If
you are uncertain of the username, go to the Windows Services panel, locate the
Ektron Solr Process Manager service, and identify the user in the Log On As
column. Use this user to login to the site listed in step one.

In the Web Server Name field, enter the machine name of the server that
contains the CMS site you are registering and click Connect.

A list of Ektron databases on the server should be listed. Identify the database you
wish to register.

If you deleted the crawl database, click the Start over button, confirm that the
crawl filter and polling interval settings are correct, and hit the Register button.
Take time to consider the crawl filters-your choice can make a considerable
difference in crawl time.

Ektron Database(s)

We found Ekiron databases to configure with Solr. If your site's database has not yet been configured, you can do so

now. If it's already configured, you can start over with a fresh index or edit the existing settings
http://stage, http://stagemultisite %
Database Name: . .

Database Server:
m Start Over

Crawl Filters

Which types of content should be indexed by search? (Only checked items will be crawled.)
HTML and Smart Forms Documents Forums
Products Community Members Community Content

Automatic Polling Interval

How often (in minutes) do you want your CMS site to check for new or updated content and related CMS objects?

Show Advanced Options »

Close

If you are registering the site for the first time, the steps are the same minus the
start over step.
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6. If everything is configured correctly, you see a registration successful message.
Otherwise, search the knowledge base for the error you are receiving. If necessary,
contact Support.

Setting up Solr search in the Amazon cloud

This section explains how to set up Solr search to support an Ektron website deployed
to the Amazon cloud.

Part 1: Set up an Ektron site in the Amazon cloud

When prompted to select a Web Instances Type, select m1.large.

Part 2: Create a security group

The security group authorizes the opening of ports, which access search components
between Ektron and the Solr VM. Two of the ports, selected during the Solr installation,
are base port and base port+1. By default, they are 7600 and 7601.

NOTE: The base port is for the Admin Console/Registration UI and Query services.
The base+1 portis for the Ektron Solr Admin Service.

NOTE: Create the Security Group for the region you selected for the Cloud site (for
example, US East).

1. Signin to the Amazon Web services console.
2. Click Services > EC2 > Security Groups > Create Security Group.
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Part 2: Create a security group

.‘i Services v~  Edit ~
EC2 Dashboard Create Security Group
Events )
Tags viewing: [EC2 Security Groups (Search
.‘

- Group ID Name VP
Instances [1 sg-10ea3078 | udaidemo_port_8732
Spot Requests []  sg-301b6258 () elasticbeanstalk-windows
Reserved Instances

[ ] sgeB876a8e | quick-start-1

= (] sg-at19fa1ca  Web Content Managemer
AMIs [  sg-bc8469d4 | default
Bundle Tasks [l sg-ffeeb194  RpiresSearch

Ol 5g-092bea32 ) ektron-marketplace
Volumes []  sg-6550930e  » eng008acloud-EktronSect
Snhapshots [l  sg-e354488b (P quicklaunch-1
[ ] sg-8db37ee6 | amazona-cosjleg-ec2-54-
Elantin 1D~
3. Add a Name, Description and select No VPC.
Create Security Group Cancel | %
Name: |solrsearch
Description: [Solr Search Demo| X
VPC: |NoVPC

‘ Cancel ‘ Yes, Create |
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4. Click the group and add these 2 inbound rules.

Rule: TCP
Port range: 3389
Source: 0.0.0.0/0

Rule: TCP
Port range: 7600-7601
Source: 0.0.0.0/0

NOTE: For the second inbound rule, you are not required to use ports 7600 and
7601. These are only examples of ports you might use.

@ Security Group: solrsearch

Details Inbound

Create a ‘Custom TCP rule g
new rule:

Port range: 7600-7601
(e.g., 80 or 49152-65535)

Source: 0.0.0.0/0
(e.g., 192.168.2.0/24, sg-47ad482e, or

1234567890,/default)
27 Add Rule

5. Click Apply Rule Changes.
Part 3: Create Solr search VM

In this part, you create a Solr search version on an Amazon virtual machine.

NOTE: Create the Solr Search VM in the same region you selected for the Cloud site.

Sign in to Amazon Web services console.
Click EC2 > Instances > Launch Instance.
Click the Quick Start tab.

Select a Microsoft Windows server that supports Solr search. Do not choose one
that is bundled with a SQL server. See also: Setting up Solr search on a single on-
premises (local) server on page 217

H W=
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Part 3: Create Solr search VM

™

SUSE Linux Enterprise Server 11 Service Pack 2, B4-hit architecture, and HWM bag

3>

SUSE Linux Foot device type: ebhs “irtualization type: hvm

Ubuntu Server 13.10 for HYM Instances - ami-80e67fa0

®

Ubuntu

Ubuntu Server 13.10, with support available from Canonical (http:ffAwaene ubuntu. com

oot device type: ebs Yirtualization type: hvm

1l

By @indows Server 2012 Base _bmi-hB5/cHBA

Windows Wicrosoft Windows 20T Standard edition with B4-bit architecture. [English]

Free tier eligible

Root device type: ebs Wirtualization type: hvm

Microsoft Windows Server 2012 with SGL Server Express - ami-c453

Iy
Ay
Microsoft Windows Server 2012 Standard edition, B4-bit architecture, Microsoft SG
Windows Foat device type: ebs “irtualization type: hvm
Sy Microsoft Windows Server 2008 R2 Base - ami-1e55c8le

5. Click the Select button. A new window appears.
6. Select All Instance Types > M1 large and click Next.
Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual
resources far your applications. Learn more about instance types and how they can meet your computing needq

Currently selected: m1.large (4 ECUs, 2 wCPUs, 7.5 GIE memary, 2 X420

All instance types All instances

o Select an instance type to suit your requirements
Micro instances

Free tier eligible Size ECUs i) vwCPUs i) Memory (GiB) Instance
General purpose t1.micro upto 2 1 0613 EES onl
hemory optimized m1.small 1 1 1.7 1% 160
Storage optimized m1.medium 2 1 37 1x410
Compute optimized 4 2 748 2x420
GPRU instances ml.xlarge g 4 19 4 %420

7. On the Configure Instance screen, check Protect against accidental
termination and click Next.
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Step 3: Configure Instance Details
Configure the instance to suit wour requirements. You can launch multiple instances from the same Al request §
management role to the instance, and more.
Number of instances (j 1
Purchasing option (j Request Spot Instances
Network (j wpc-c93327ah (172.31.0.0/16) (default) | C
Subnet (j Mo preference (default subnet in any Availability Zar v
Public IP (i ¢ Automatically assign a public IP address to your instances
IAM role  (j Mone v
Shutdown behavior (j Stop v
Enable termination protection (j @gainst accidental t@
Monitoring  (j Enable Cloudvatch detailed monitoring
Aopdoliticm el clnoys Pt |

The Storage Device Configuration screen appears. Click Next. The Tag Instance

screen appears.

Add a tag. For the Key, enter search. For the Value, enter solr. Click Next.

Step 5: Tag Instance
A tag consists of @ case-sensitive key-wvalue pair, For example, wou could define a tag with key = Mame and walue = Wekbd
Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximurm) Value (255 characters maximurn)

search salr

Create Tag (Upto 10 tags maximum)

Select the security group you created in Part 2: Create a security group on
page 232 and click Review and Launch.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AVWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into wour instance. Faor Linus AMIS, the private key file allows you to
secuUrely S5H into your instance.

Choose an existing key pair

Select a key pair
JT Y

lacknowledge that | hawve access to the selected private key file (JT.perm), and that without
this file, won't e able to log into my instance.

Cancel

11. Review screen information then click Launch.

12. Select the key pair that you created and click Launch Instances.
If you created a new key pair when you ran the deployment wizard, the
CloudPemFile is created in the Ektron on-premises Windows Service install
directory, C:\Program Files
(x86) \Ektron\EktronWindowsService40\CloudPemFile.

NOTE: If you do not have an existing key pair, create new pair and save the key
pair file on your computer. You will need it later to log in.

Select an existing key pair or create a new key pair X

A key pair consists of a public Key that AVWS stores, and a private key file that wou store. Together,
thesy allow you to connect to your instance securely. For Windows AMIS, the private key file is required
to obtain the password used to log into your instance. Faor Linuxs AMIS, the private key file allows you to
securely S5H into your instance.

Choose an existing key pair

Select a key pair
JT v

lacknowledge that | hawve access to the selected private key file (JT pem), and that without
this file, 1won't be able to log into my instance.

Cancel

13. Move the cursor to the row containing the new instance, click the Name field, then
insert a name.
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NOTE: This step is not required but will ease identification of your VM later.

Launch Instance Actions

Filter: All instances ¥  All instance typs

Mame ?* Instance ID ~  Instal

0dbe0E04 m1.la

14. When the launch is finished, right click the instance and select Get Windows
Password.

Launch Instance Conneact Actions ¥

Filter: All instances ¥  All instance types v

B Hame ¥ + InstanceID - Instance Ty

@  ektronsearg Instance Management

Launch kore Like This
Add/Edit Tags

Create Image

Metworking

Change Security Groups

Attach Metwork Interface

15. Browse to the keypair file described in Step 10, EktronSolrSearchKP.pem, and click
Decrypt Password.
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Retrieve Default Windows Administrator Password X

To access this instance remotely (e.g. Remote Deskiop Connection), you will need your Windows Administrator
password. A default password was created when the instance was launched and is available encrypted in the
System log.

To decrypt wour password, you will need your key pair for this instance. Browse to your key pair, or copy and
paste the contents of your private key file into the text area below, then click Decrypt Password.

The following Key Pair was associated with this instance when it was created.
Key Name  solrsearch

In order to retrieve your password you will need to specify the path of this Key Pair on your local maching:

Key Pair Path Choose File | solrsearch.pem

Orwou can copy and paste the contents of the Key Pair below:

MITEpQIBAAKCAQEAubnRIA+SEESAT10rSwescP4ToSuESVEr47546M4,/ £78WIEsCLIcyvunFSUPEY
SVZNJI/Jt1£5855EloUFFoScRILéziaCKleomTIVt+DsT0Sx7pD1aMvV e 199F UTEOvh HEe KIECIVE
O0zlulOVilFHATS0X11033PWTHZ vASS 13 9ghlos I CKPalgGRMMG/ 0+2RVEZ62 IL6d4 1D e S TVIRS
viD3 ZoT0sEOvEGTHW+0a+h VW IRANKEIII/ RENI W p+ve/ 00rgOGSgivo ) TnLHyerCxD139Dxg

LTIl Dectypt Password

16. You see the decrypted password & hostname. Save them for future access to the
EC2 Instance Remote Desktop Session.

Part 4: Set up the Amazon Solr search VM

On the Solr search Amazon VM (which you installed in Part 3: Create Solr search VM on
page 234), install the Solr search prerequisites.

PREREQUISITES

e Solr server

o Hardware requirements: minimum 8 gigabytes of RAM, quad core,
64-bit processor

o QOperating system: Windows 2008, Windows 2012, Windows 2016

NOTE: For a production server, use Windows 2008 R2, Windows
2012, or Windows 2016.

o Enable the following
° Roles
®= Application Server Role Services
® _NET Framework 4.5

IMPORTANT: With Windows Server 2008 or 2008
R2, be sure that .NET 3.5 is installed before
installing 4.5.
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® Web Server IIS Support

® Web Server (IIS) Role Services
® Windows Authentication feature

® _NET Extensibility 4.5
®= ASP.NET 4.5

°o Features
= NET Framework > WCF Activation

NOTE: Make sure that HTTP activation is also checked.

® Static content
° SQL browser, if not using default instance

° For optimal performance, use a separate disk (that is, not the
system drive) for index and asset cache

° May be installed on Ektron server but only in a development
environment.
Consult an Ektron certified partner to determine your server
requirements. Ektron does not recommend installing Solr on a
server that also hosts Microsoft Search Server.

o Java Development Kit 1.7, Windows x64 version.

To download, go to
https://www.oracle.com/java/technologies/javase/javase?-
archive-downloads.html.

IMPORTANT: If you upgrade the JDK version, you must replace
it in the same directory to which you originally installed it. You
may not install more than one JDK version to that directory.

» An Ektron site installed on an Ektron server. See also: Installing Ektron
on page 9, Upgrading to Ektron 9.10 SP3 on page 37.

NOTE: During the Ektron installation, you should have selected Solr
as your search provider. If you need to change your search provider
to Solr, see Changing your search provider to Solr on page 291.

» The Ektron Solr installation file. Contact your Ektron account manager
to obtain a link to the file.

» Users
° A SQL login account assigned the dbcreator role. This account is
used to create the search configuration database.

° A SQL login account that Ektron search components use to access
the search configuration database.

Both SQL accounts must follow these rules:

240 | Ektron 9.10 SP3



https://www.oracle.com/java/technologies/javase/javase7-archive-downloads.html
https://www.oracle.com/java/technologies/javase/javase7-archive-downloads.html

Part 4: Set up the Amazon Solr search VM

m If integrated security is set to true

...and Solr search and the Ektrondatabase are on different
servers, a domain user is required.

...and Solr search and the Ektron database are on the same
server, a local Windows user is required.

® if integrated security is set to false, a SQL server user.

BEST PRACTICE

Use SQL authentication rather than Integrated Security.
Although Integrated Security is supported, the
connection is made in the context of the search service
account (Windows user) provided during installation. If
this user does not have access to the database, the
connection fails.

o A Windows user account under which Solr services will run. This
account, which manages Solr components and authenticates
queries, must have permission to

= write to the search 2.0 folder and its subfolders
® start the Solr admin service
® |og on as a service

This user can be either a Windows user on the search server, or a
domain user. If it is a domain user, the Netlogon service must be
enabled and running.
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T3 Local Security Policy
File  Action  Miew Help

|

%_;, Security Settings Palicy Security Setting
» 4 Account Policies

"L | Polici | Access Credential Manager as a trusted caller
“Ls ?ca D_ ICIES_ | Access this computer from the netaork Everyone, Administrators..
» | g Audit Policy

. R lseEa e | Act as part of the operating systerm

. R X _:.f]Add wearkstations to darmain EKTROMINWUK Adrmin,EK...
» | Security Options )
s T Windows Firewall with Sdvanced Seci | Adjust mernony quotas for a process LOCAL SERWICE,METWO..,
j Metwork List Manager Palicies ___Allowlog on locally Guest Administrators,Us...
+ [ Public Key Palicies iz Allowy log on through Rernote Desktop Services Everyone EKTROMINDo..
. 7] Software Restriction Policies | Back up files and directories Adrinistrators,Backup ...
y : Application Control Policies | Bypass traverse checking Ewveryone LOCAL SERVIC...
s g IP Security Policies on Local Compute | Change the system time LOCAL SERVICE Admini...
2 | Advanced Audit Policy Configuration | Change the tirme zone LOCAL SERVICE Admini...
| Create a pagefile Administrators

| Create a token ohject
| Create global objects LOCAL SERVICE METWO..,
| Create permanent shared objects

| Create symbolic links Administrators
| Debug programs Administrators
| Deny access to this computer fram the netwark Guest

| Dery log on as a batch job

| Deny log on as a service

| Dery log on locally SophosSAUNME106750,G..,
| Deny log on through Remote Desktop Services

| Enable cormputer and user accounts to be trusted for delega..,

| Force shutdown frorm a rernote system Administrators

| Generate security audits LOCAL SERWICE,METWO..,
|Irpersonate a client after authentication LOCAL SERVICE METWO..,
|Increase a process working set Users

|Increase scheduling priority Adrinistrators

|Load and unload device drivers Administrators

|Lock pages in mernory EKTRONIN\crnacrmore

|Log on as a batch job Administrators,Backup ..

an

MManage auditing and securite log Administrator

» Knowledge of Solr, for administrators who want to perform advanced
tasks

Part 5: Install Solr on the Solr VM
Remote into your Solr VM then complete these steps.

1. Contact your Ektron account manager to obtain a link to download the Solr
installation file.

2. Login as a Windows Administrator user.
3. Download and run the Ektron Solr installation file as an administrator.
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4. Accept the license agreement.

Solr Installation B

License Agreement
F

"

ektron

EKTROM PERPETUAL SOFTWARE LICEMSE AGREEMEMT

This License Agresment [“Agreement'] containg the terms and conditions upon which Ektron,
Inc., a Delaware Corporation with a principal place of business at 542 Amherst Steet,
Mashua, NH 03063, ["Licenzar'] grants ta you ['Licenzee''] a license to uze the Licenzed
Software [az defined below] on the terms and conditions identfied herein.

DEFIMITIOMNS:

Arnual Maintenance Services Fee: Shall mean the amount identified as such in this

Agreement or accompanying Exhibit.

Authorized Spstem(s]: Shall mean computer systems, storage devices and network.s owned,
operated or under the supervision ahd control of Licenzee.

Authorized User [othenwize referred to as "Mamed User'): For purposes of this Agreement, the
term “Authorized Uzer shall mean any individual emploves, agent or contractor of Licenses
accessing or using the Licensed Software solely on behalf and for the benefit of Licenszee in
the operation of Licensee's business. Such uzer shall have a usemame and password
registered in the Content Management System through single sign on or directly within
Licensors work-area,

< Back | | Mest > Cancel |
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5. On the Deployment Type screen, choose Install Solr on a single server.

Solr Installation [ x|

Deployment Type

Solr deployment that

ktron

Tnistal | Shie]d < Back ” Mext > Canicel
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Part 5: Install Solr on the Solr VM

6. Select a folder in which to save the Solr installation files.

Solr Installation B

Ektron Solr Installation

e installed in the following directory:

kiron Prgen |

- Cancel

7. You are prompted to select a base port. After you select a port, it and 9 consecutive
ports are designated for Solr use. For example, if you accept the default port 7600
as the base, ports 7600 through 7611 are used for Solr.

Inistal Efield

NOTE: Do not use a port number below 1025. Also, do not use ports 6080,
6081, and 8732. They are reserved for other Ektron components.
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Solr Installation E

Service Port Selection

ktron

ng a baze port of FEOD

Irvetal Ghiield ’ < Back ” Mext > ] Cancel

8. Enter credentials (domain, user name, and password) of the Windows user account
under which Solr query services will run. This account manages Solr components
and authenticates queries.

The account must have permission to

® write to the search 2.0 folder and its subfolders
® gstart the Solr admin service

® |og on as a service. If the user does not have "Log on as a Service" right, you
are prompted to assign it.

If you are using a domain account, the Netlogon Service must be enabled and
running.
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Part 5: Install Solr on the Solr VM

Solr Installation

Search Service Account

Please enter the credentials of the Windows user that will serve az pour search service account.
k'l'ro n This account will be used to manage Sol components and authenticale queries from your Ektion
sites.,

The search service account must have the Log on as a senvice’ nght. This can be assigned via
the ‘Windows Local Secunity Policy management console,

Domain

Userame: [

G eeeeesseee |

9. Enter the SQL Server that will host the Solr configuration database. Then either
select Trusted Connection or enter the username and password of the user who
will create the search configuration database.
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Solr Installation

Search Configuration Databasze

Databas ation Cre als

W Trus onnectian
1115 | adrninistratar

Lrista el ’ < Back ” Meut > ] Cancel

To get the SQL server name, use the Endpoint field in the Amazon Cloud Instances
screen. Exclude the Endpoint's port number.

RDS Dashboard Launch DB Instance Show Monitoring Instance Actions v
4

Database Filter: All Instances ~ Q, Search DB Instances X

DB Instance « VPC~ Multi-~ Class -  Status Storage -

Reserved Purchases

v [G cashoby No db.m1.small available 30 GB

Snapshots
Endpoin€_cashby.clffvadyréov.us-east-1.rds.amazonaws.cop?l 433 ( available )
Security Groups e

N -
Configuration Details Security and \ ™ Exciude the port [Stancy
Parameter Groups Name: Awailability Zone: number S
Option Groups Engine: sqlserver-ex(10.50.2789.0.v1) VPC ID: nstance

Usermname: administrator Subnet Group:
Subnet Groups ) .
Option Group(s): default:sglserver-ex-10-50 ( in-sync ) Subnets:  None
Events Character Set- Security Groups:  defanlt { active )

The user must be assigned Create Any Database permission on the RDS database
server. See also: Amazon Relational Database Service (RDS) documentation.

10. Enter a unique name for your search configuration database. Spaces are not
allowed.
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Part 5: Install Solr on the Solr VM

Search Configuration Database

Drakaby A

Plaaze enter & uniquee name that will be used o identify your configuration database.

ktron

11. Enter credentials for a SQL login account that Ektron search components will use to
access the search configuration database.
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Search Configuration Databaze
Dat C

k Pleate specily the credentials of the uset account that will be used by Ekbion seach
tron components to access the ssarch configuration database.

W Trusted Connection

STeevE—

Passort (e

12. Enter the host name of the server on which you are running the Solr installation.
The Ektron server must be able to access this host. Your host name may look like
this.

250 | Ektron 9.10 SP3




Part 5: Install Solr on the Solr VM

Solr Administration Service

Tnistal| Shield [ < Back H Hext » ] Caticel

The following image indicates where to get the Amazon load balancer host name.

EC2 Dashboard | Create Load Balancer | | Delete |
Events <
Tags Viewing: |AII Load Balancers EIES»:au:h :I
- INSTANCES []  Load Balancer Name DNS Name Port Configuration
Instances
O A}q udailoadbalancer udailoadbalancer-1018222966.us-east-1.elb.am 80 (HTTP) forwarding to 80 (H
Spot Requests
Reserved Instances O A}qvpctest vpctest-508513581 us-east-1.elb.amazonaws.c 80 (HTTP) forwarding to 80 (H
O A}q udai30tes-ElasticL-1VFPL udai90tes-ElasticL-1VFPLAKD32210-1791161¢ 80 (HTTP) forwarding to 80 (H
= IMAGES O MattTestLB MattTestLB-1415978509_us-sast-1.elb.amazen 80 (HTTP) forwarding to 80 (H
AMIs
Bundle Task O A}q Randytest-ElasticL-L2Q8| Randytest-ElasticL-L2Q8FNTGME4N-1007141% 80 (HTTP) forwarding to 80 (H
undle Tasks
O A}q BobTest2LB BobTest2LB-454043144 us-east-1.elb.amazon: 7600 (TCP) forwarding to 760
=] ELASTIC BLOCK STORE O A}q anotherBobLB anotherBobLB-2098061091.us-east-1.elb.amaz 7600 (TCP) forwarding to 760
Volumes O A}q SolrGaziz-ElasticL-MNMS  SolrGaziz-ElasticL-MNMSJJICEZQN-23661661 80 (HTTP) forwarding to 80 (H
Snapshots Jk SearchTest SearchTest-687844689 us-east-1.elb.amazona 80 (HTTP) forwarding to 80 (H
= NETWORK & SECURITY
Security Groups
Elastic IPs 1 Load Balancer selected
Placement Groups
CGad Balancer® 4 Load Balancer: SearchTest
Key Pairs Description | Instances || Health Check Listeners
Network Interfaces DNS Name: earchTest-687844689.us-east-1.elb.amazonaws.com (A Recor
ipva. Thest SRS I ET falalb TS COT Record
dualstack.SearchTest-687844689.us-east-1.elb.amazonaws.com (A or A4
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13. Select a folder in which Solr will store its index data.

Flease speciy the location where Solr should store its index data. For optimal pesformance, index
data should be stored on a fast, local disk with a large cache,

14. Specify the location of your asset cache. The asset cache is used only if the Ektron
asset files are not stored on the Solr search server.
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Part 5: Install Solr on the Solr VM

Apache Solr Installation

Aszzet Cache Locahon

Asgel fles from pour Eklron sites are cached as pait of the indeiang process. Flease specily the
kfron location where that cached data should be stored. For optimal pedformance, the asset cache
should be stored on & fast, local disk.

C-WProgram Files (xBBNEktron\Searchi D\AssetCache

’—Dest'ﬂatiun Foldes

Installation

Click Install ta beagin the installation,

kiron

[F wous want o review or chanae anu of vour installation settinas, click Back, Click Cancel to esit
Search Service Account:

Configuration D atabage: _SaliCantig

Port Summary:

Query Service Port: 7600
Admin Service Fort: vEO7 ™
Tameat Connector and Manifald CF Part: 7602
Tameat Shutdawn Part: 7603
Manifald CF Database Port: TEO4
Aszet Transfer Clisnt Port: VEOS
Fracess Management Part: TEO9*
Salr Port TE11 "

"Plaase add a firawall ssception to allow communication between the Load Balancer and the
riades of the chuster and allow communication ta the follawing ports on Load B alancer such that
it is accessible fram the Ektron CMS Site,
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Key points on this screen:

» The query service port is always the base port.
» The screen lists your search service account, configuration database, and the

port

o
¢}

o

number assigned to the following:
Query service. Outbound from Ektron server

Admin service. Outbound from Ektron server

Tomcat connector. For local communications between Solr and Tomcat
Tomcat shutdown. For local communications between Solr and Tomcat
ManifoldCF. For local communications between Solr and ManifoldCF
Asset Transfer Client. Two-way between Ektron and Solr servers

IMPORTANT: The summary screen's first 2 ports have an asterisk (*). On the
Ektron server, adjust the firewall to allow these ports to communicate between
your Ektron site and the Solr service.

Part 6: Set up a search load balancer

In this section, you load balance your search. You need to do this so the cloud-based

Ektron site ca

n access search components on the Solr VM, which will be accessible

through the load balancer.

1. From the Amazon Web services console, go to EC2 > Load Balancers > Create

Load Ba
2. Give the

(O8]

lancer.
Load Balancer a name.

At Create LB Inside, choose EC2.

4. Map the base and base + 1 ports (by default, 7600 and 7601) between load

balancer

and Instance. Use TCP protocol, not Http. Click Continue.

that you can

Create a New Load Balancer Cancel [x

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unigue name so

your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances.
By default, we've configured your load balancer with a standard web server on port 80.

identify it from other load balancers you might create. You will also need to configure ports and protocols for

Load Balancer Name: Ektron Solr LB

Create LB inside: g2 -
(what's this?)

Listener Configuration:

Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port  Actions

TCP 7601 TCP 7601

TCP ~ | 7600 TCP ~ | 7600
Continue
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Part 7: Edit health check, create inbound rule, and

5. On the Health Check dialog
» at Ping Protocol, select HTTP.

» at Ping Port, enter the base port. By default, it is 7600.
» at Ping Path, enter /ping.html.

Create a New Load Balancer Cancel [X

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that
pass the health check. If an instance fails the health check, it is automatically removed from the load balancer. Customize
the health check to meet your specific needs.

Configuration Options:

Ping Protocol: |HTTP -

Ping Port: ITGUU
Ping Path: Il’ping|.htrnl
Advanced Options:

. I— Time to wait when receiving a response from
Response Timeout: |5 Seconds the health check (2 sec - 60 sec).
Health Check Interval: IF Minutes Amount of time between health checks (0.1 min
o= - 5 min)
(P Number of consecutive health check failures
Unhealthy Threshold: 2 before declaring an EC2 instance unhealthy.
—_————| Number of consecutive health check successes
Healthy Threshold: 10 before declaring an EC2 instance healthy.

6. The Add EC2 Instances screen appears. Select the instance you created in Part
3: Create Solr search VM on page 234 and click Continue.

7. Areview screen displays the settings. When you are ready, click Create. Amazon
sets up a Search Load Balancer.

NOTE: The health check may fail since Solr Install has not run yet, and
ping.html is not present on the VM.

Part 7: Edit health check, create inbound rule, and verify QueryService URL

1. From the Amazon Web services console, go to EC2, click Load Balancers, and
select the load balancer you created.
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Security Groups
Elastic IPs
Placement Groups
Load Balancers

1 Load Balancer selected

Key Pairs Description Instances
Network Interfaces DNS Name:

Scheme:

Status:

Port Configuration:

DNS Name

udailoadbalancer-1018222968.us-east-1.elb.amazonaws.com

(
udai90tes-ElasticL-1VFPLAKD9ZZ1D-1791161823 us-east-1.elb amazonaws con 80 (HTTP) forwardin|
cashbyekt-ElasticL -EOX1BF89HEXY-766754643 us-east-1.elb. amazonaws com {
MattTestLB-1415978509. us-east-1.elb.amazonaws.com

ekironsolrsearch-297349953 us-east-1 elb. amazonaws com

cL-14NM3L7Q3GIS-379278841 us-

st-1.elb amazonaws com

‘ DNS name ofsearch‘
load balancer

EC2 Dashboard Create Load Balancer | Delete
Events
Tags ! Viewing: | All Load Balancers j'
= " Load Balancer Name
Instances
™ 4 udailoadbalancer
Spot Requests
Reserved Instances © A vpetest
" 4 udai90tes-ElasticL-1VFPLSKDIZZ1D
= 7 4 cashbyekt-ElasticL-EOX1BF8IHBXV
Allls T MattTestlB
Bundle Tasks
" 4 ektronsolrsearch
= ¥ 4 Thursday3-ElasticL-14NM3L7Q3GIS
Volumes
Snapshots

% Load Balancer: Thursday3-ElasticL-14NM3L7Q3GIS

Health Check Monitoring Security Listeners
i

- Thucad/ o Clacticl 1 ANM3L7Q3GIS-379278841.us-east-1.elb.amazonaws.com (A Record)
Health Check tab ficL-14NM3L7Q3GI5-3792768841.us-east-1.elb.amazonaws.com (AAAA Record)

ey’ 3-El3SEICL-14NM3L7 Q3G1S-37927884 1.us-east-1.elb.amazonaws.com (A or AAAA Record)

Note: Because the set of IP addresses associated with a LoadBalancer can change over time,

you should never create an "A" record with any specific IP address. If you want to use a friendly

DNS name for your LoadBalancer instead of the name generated by the Elastic Load Balancing

service, you should create a CNAME record for the LoadBalancer DNS name, or use Amazon Route 53

to create a hosted zone. For more information, see the Using Domain Names With Elastic Load Balancing

internet-facing
1 of 1 instances in service

80 (HTTP) forwarding to 80 (HTTP)

Stickiness: AppCookieStickinessPalicy, cookieName='EktGUID" {edit)

8732 (HTTP) forwarding to 8732 (HTTP)
) Cicoblod  roain

2. On the Amazon Solr server, create an inbound rule to allow connections to Solr
ports.This allows your Ektron VM to communicate with the Solr Admin Console. To

Port Configuratior|

80 (HTTP) forwardin|

vpctest-508513581.us-east-1.elb.amazonaws.com 80 (HTTP) forwardin|
8

80 (HTTP) forwardin|
80 (HTTP) forwardin|
7600 (TCP) forwardi
80 (HTTP) forwardin|

do this:

a. Go to Control Panel > Windows Firewall > Advanced settings >
Inbound Rules > New Rule.

NOTE: Leave firewall status "Turned On".

File  Action

View Help

# windows Firewall with Advanced Security

e 2m=H

¥ Windnws Firewall with advanced 5
B outbound Rules
:i. Connection Security Rules

&, Monitoring

Enabled

'BranchCache Cantent Retrieval (HTTP-In)

BranchCache - Conkent Retrie. ..

all
all

Allow
Allow

ST Filter by Profile
T Filter by State

SF_Filter bv Gronin

b. On the Rule Type screen, choose Port.

c. On the Protocols and Ports screen, choose TCP. In the Specific local ports

field, enter your baseport and baseport + 1. For example, 7600-7601.
d. Click Next then Allow the connection.
e. On the When does this rule apply? screen, check all boxes.

—h

256

. Assign a name to the rule.
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Part 8: Disable "Set Computer Name"

Click the Health Check tab. Click Edit Health Check. Change the value of
ResponseTimeout to any value and save. Verify that this action changes your
load balancer status to In Service.

On the Amazon Ektron server, create an inbound rule to add 8732 as an inbound
port. This allows the Solr Admin Console to communicate with your Ektron VM. To
do this:
a. On the Amazon instance that hosts Ektron, go to Control Panel > Windows
Firewall > Advanced settings > Inbound Rules > New Rule.

NOTE: Leave Firewall status "Turned On".

On the Rule Type screen, choose Port.

On the Protocols and Ports screen, choose TCP. In the Specific local ports
field, enter 8732.

d. Click Next then Allow the connection.
From Amazon EC2 console, obtain the DNS Name of the search load balancer.

EC2 Dashboard Create Load Balancer Delete
Events
Tags Viewing: | All Load Balancers |+ \;
B [ Load Balancer Name DNS Name Port Configuration
Instances . . )
O + udailoadbalancer udailoadbalancer-1018222968 us-east-1.elb.am 80 (HTTP) forwarding to 80 (H
Spot Requests
Reserved Instances O +,vpctest vpctest-608513581 us-east-1.elb.amazonaws.c 80 (HTTP) forwarding to 80 (H
O + udai90tes-ElasticL-1VFPL udai90tes-ElasticL-1VFPLEKD9ZZ1D-1791161¢ 80 (HTTP) forwarding to 80 (H
- O + MattTestLB MattTestLB-1415978509.us-east-1.elb.amazon 80 (HTTP) forwarding to 80 (H
AMIs
O + Randytest-ElasticL-L2Q8] Randytest-ElasticL-L2Q8FNTGMG4M-10071415 80 (HTTP) forwarding to 80 (H
Bundle Tasks
O + BobTest2l B BobTest2LB-454043144 us-east-1.elb.amazon: 7600 (TCP) forwarding to 760
= O + anotherBobLB anotherBoblLB-2098061091.us-zast-1.elb.amaz 7600 (TCP) forwarding to 760
Volumes [ 4 SolrGaziz-ElasticL-MNMS  SalrGaziz-ElasticL-MNMSJJIC6ZQN-23661661 80 (HTTP) forwarding ta 80 {H
Snapshots + SearchTest SearchTest-687844689 us-east-1.elb.amazona 80 (HTTP) forwarding to 80 (H
Security Groups
Elastic IPs 1 Load Balancer selected
Placement Groups
Q(Gad Balancer % Load Balancer: SearchTest
Key Pairs Description || Instances || Health Check || Monitoring | Security || Listeners
Network Interfaces DNS Name: earchTest 68?844689 us-east-1.elb. amazonaws com (A Recar
14580 useamstl o TRAAA Record
dualstack SearchTest 587844689.us-east-1. elb amazonaus com (A or AAj

Verify that the QueryService Url works from the Ektron server via this

URL: https://load balancer DNS name:baseport
number/SolrQueryService/SolrQueryService.svc

Part 8: Disable "Set Computer Name"

1. On the Solr search Amazon VM, press Windows key\S to open the search box

and enter EC2ConfigService.
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2. On the Ec2 properties dialog, uncheck the Set Computer Name box.

Ec2 Service Properties =1 i -
General ||IT|E|§|E | Storage I S upport | Iil
mame

< [] Set the computer name of the instance to ip-<hex Internal 1Py name.

Dizable this feature bo persist your own computer name setting.

dzer Data

[] Enable UserDrata execution for nest service start [automatically enabled at Sysprep)
eqg. <scnplx</sonpty or <powerzshels < /povwershell:

Ewvent Log

[] Output event lag entries on the console for easy monitoring and Settings

debugaing from the client.

W allpaper Infarmation

Check the box to overlay infarmation on the current wallpaper.
Thiz will be generated evemtime a uger logs in.
ncheck the box to reset the background to what was previously et

Mote: These changes will take affect on next boot or restart of the ecZconfig zerice.

Part 9: Register the load-balanced site

Register the load balanced site using the following URL: https://load balancer DNS
name :baseport number/SolrAdminConsole/index.html.

Additional steps if Ektron is installed manually on Amazon EC2

If Ektron was manually installed in an Amazon EC2 environment, and you want Solr
search to crawl Ektron resource files, follow one these procedures to enable that crawl.

Store resource files on the EC2 instance

Follow these steps to allow Solr search to crawl Ektron resource files (assets, private
assets, uploaded images, uploaded files, asset library) on an EC2 instance. To properly
configure this, create an elastic IP for the Ektron EC2 instance. This enables Solr's asset
transfer client to connect to Ektron's asset transfer service.

1. From the Amazon Web services console, go to EC2 > Network & Security
> Elastic IPs.

2. Select the Ektron machine name and click Allocate New Address.
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i‘i Services Edit
e

EC2 Dashboard ' Allocate New Address Associate
Events
Tags Filter: All addresses v o]
Reports

B Address «  Instance ID
Instances [ ] 10720172 245 i-e40083ca (gaziz_S3)
Spot Requests
Reserved Instances ( Ektron machine r‘lame)
AMIs

Bundle Tasks

Volumes

Snapshots

Securiti Groups

Platement Groups

3. The Associated Address dialog appears. Check the Ektron server that will work with
this Amazon Solr instance.

4. On the Solr VM, open the hosts file (C:\Windows\System32\Drivers\etc\hosts).

5. Add a new host file entry. Insert the Elastic IP address of and the name of the
Ektron EC2 instance.

#
# 1@2.54.,94.97 rhino. acme.com # scource seprwver
# 38.205.63.14 ¥.acCme . com # x client host

# localhost name resolution 1s handled within DNS itseldf.
# 127.8.8.1 localhost
# ] localhost

187 .26, 172,245 WIN-PIQKKWHL171] |
m :| machinename)

Store resource files in the Amazon S3
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Follow these steps to allow Solr search to crawl Ektron resource files stored in the
Amazon Simple Storage Service (S3). To set up this capability, update the following
section of your site's siteroot\web.config file, in the <appsettings> section.

<add key="ek CloudStorageType" value="" />
<add key="ek CloudAccountId" value="" />
<add key="ek CloudAccountKey" value="" />
<add key="ek CloudContainer" value="" />

* ek CloudStorageType—Enter AMAZON.
* ek _CloudAccountId—Enter your Amazon account access key.
* ek CloudAccountKey—Enter your Amazon account secret key.
¢ ek CloudContainer—Enter the S3 bucket name.

For these changes to take effect:

1. On the Ektron EC2 instance, restart the EktronWindowsServices40 and
EktronAssetTransferServer.

2. Onthe Solr EC2 instance, restart EktronAssetTransferClient2.0 and
EktronSolrAdminService.

3. Register the site again. See Part 9: Register the load-balanced site on page 258

4. All new resource files will be stored in the S3 bucket. Verify that they are
searchable from the Ektron site.

Setting up Solr Search in the Azure cloud

If you want to deploy an Ektron website to the Azure cloud, deploy Solr search to Azure
cloud, then connect both cloud-based systems, you have 2 options:

» Install an Ektron site to an on-premises server then push the site up to an Azure
VM. Next, deploy Solr to the cloud. Finally, connect both cloud-based systems.
To view these instructions, see Pushing an Ektron site to the Azure cloud and
connect it to Solr search below.

» Install an Ektron site on an Azure VM. Next, deploy Solr to the cloud. Finally,
connect both cloud-based systems.
To view these instructions, see Installing Ektron site on Azure cloud and connecting
it to Solr search on page 280.

Pushing an Ektron site to the Azure cloud and connect it to Solr
search
Part 1: Deploy Ektron Site to the Cloud

Follow the steps in Using Ektron in the Windows Azure Cloud to deploy an Ektron site to
the Azure cloud. But note this important difference:
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Part 2: Create Azure Solr search VM

You cannot update the ektron.cms. framework.unity.config file directly on the
Ektron VM that hosts the Solr search provider. This restriction occurs because, when
the machine reboots, your changes are lost. So, follow these steps to update the
ektron.cms.framework.unity.config file.

1. During the Ektron installation, select Solr. If you did not do this, see Changing your
search provider to Solr on page 291.

2. Copythe siteroot/ektron.cms.framework.unity.config to:
C:\Program Files (x86)\Ektron\CMS400vxx\CommonFiles\Configs

3. Run the initial cloud deployment.

If you need to make these changes after the initial cloud deployment, update the
unity.config filein the
C:\sync\azuredeploy\GUID\HostedServiceName\’HostedServiceName’ web folder.

To upload this file to a cloud-based site, use the EktronConfigUploader.exe utility in
C:\Program Files (x86) \Ektron\EktronCloud\bin\ms\2.0.0.0.

Part 2: Create Azure Solr search VM

Create an Azure virtual machine to host Solr search.
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Log into https://manage.windowsazure.com.

2. Click Virtual Machines > New.

® N U AW

10.

Bl Windows Azure | v

virtual machin

WVIRTUAL MACHIMNE INSTAMNCE!

! VIRTUAL MACHINES s

solrsearch

SolrToDaCloud

¢

CONMNECT

Click Quick Create.

For the new server, enter a DNS Name.

For the image, choose Windows Server 2012.
Choose a large size with at least 8 GB of memory.
Enter your user name and password.

At Region/Affinity Group, select the region selected when setting up the Ektron

site (in Using Ektron in the Amazon EC2 Cloud).
Click Create a Virtual Machine.

Wait until the status changes from Starting (Provisioning) to Running.
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Part 2: Create Azure Solr search VM

11. Select the VM and click Connect.

Bl Windows Azure | v

O @ i

»<

CONMECT

virtual machines

VIRTUAL MACHIME INSTAMCES IMAGES
MAME T STATUS
BobSolrTest +»" Running

chadsearch +»" Running
solrsearch +»" Running
SolrToDaCloud %" Running

o

BobSolrTest2 = &/ Running

12. The following dialog appears. Click OK to connect to the virtual machine.

You have chosen to open:
& solrsearch.rdp

from: https: jmanage.windowsazure.com

Opening solrsearch.rdp

which is a: Remote Desktop Connection (76 bytes)

x|

~What should Firefox do with this file?

" SaveFie

' QOpen with | Remote Desktop Connection (default)

[T Do this automatically for fles like this fram now on.

|

OK
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13. When you are prompted for Windows credentials, prefix your username with the
DNS Name you created in Step 4.

Part 3: Set up Solr search on Azure VM
This section explains how to set up Solr search on the Azure VM.

1. Apply all prerequisites to the Azure VM. You already set up an Ektron site in Using
Ektron in the Windows Azure Cloud (PaaSs).
* An Azure database server is required. You have 2 options:
o Use the database server that hosts Ektron.
o Create a new database server.

» If you installed Ektron manually on an Azure VM (see Installing Ektron site on
Azure cloud and connecting it to Solr search on page 280), follow these steps
to enable the crawling of assets and private assets.

a. On the virtual machine that hosts the Ektron site, locate the Public Virtual
IP (VIP) address.

&3 DASHBOARD  MONITOR  ENDPOINTS  CONFIGURE
@ CPUPERCENTAGE D DISKREAD BYTES/SEC €@ DISK WRITE BYTES/SEC NETWORK IN NETWORK OUT RELATIVE w 1HOUR v C
25.94%
2.14KB/fs
v ALY 0B/s
4 10040 4
web endpoint status quick glance
You have not configured a web endpoint for menitering. Configure ene to get started.
STATUS
COMFIGURE WEB ENDPOINT MONITORING @ Running
DNS NAME
chadvml.cloudapp.net
autoscale status
HOST NAME

To start using autescaling, add virtual machines to an availability set
g ¢ i chadVM1

COMFIGURE AVAILABILITY SET @
PUBLIC VIRTUAL IP (VIF) ADDRES!

99.99.99.999

AUTOSCALE OPERATION LOGS @

INTERMAL IP ADDRESS

b. On the virtual machine that hosts Solr search, open the hosts file (located
in $systemroot%\system32\drivers\etc).

c. Into the hosts file, insert the VIP obtained in Step 1, followed by the
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Part 3: Set up Solr search on Azure VM

hostname of the VM that hosts Ektron.

£ hosts - Notepad
File Edit Format Miew Help
# Copyright (c) 1993-2889 Microsoft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#
# For example:
#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.18 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.
# 127.8.8.1 localhost
# S| localhost
59.99.99.999 chadViMl

On the Azure VM, copy the following into a .bat file and run it. This code fixes a
problem in which Java JDBC to SQL Azure connections are being forcibly closed.

REG ADD HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
/v KeepAliveTime /t REG DWORD /d 30000

REG ADD HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
/v KeepAliveInterval /t REG_DWORD /d 1000

REG ADD HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
/v TcpMaxDataRetransmission /t REG _DWORD /d 10

On the Azure VM, register ASP.NET.
a. As an administrator, open a command prompt.
b. Enter cd C:\Windows\Microsoft.NET\Framework64\v4.0.30319
Cc. Runc:\Windows\Microsoft.NET\Framework64\v4.0.30319>aspnet
reglis.exe -1

Copy your storage access account and primary key to the Azure web.config file.
This enables the Asset Transfer service to correctly transfer Azure assets to Solr
Search VM. To do this:
a. Onthe Azure VM, find your storage account primary key by navigating to
Storage Accounts > your storage account.
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NOTE: You created the storage account when you deployed an Ektron site
to the Azure cloud, as described in Deploying a Site Package to the Azure
Cloud.

b. Click Manage Access Keys.

c. Copy the Storage Account Name and Primary Access Key. you will paste
them in Step g.

d. Log on to the on-premises Ektron server.

e. Open the file
C:\sync\azuredeploy\GUID\HostedServiceName\HostedServiceName

web\web.config.

f. Within the <appsettings> tag, add these keys. Insert the values you collected
in Step 4c.

<add key="ek CloudStorageType" value="AZURE"/>
<add key="ek CloudAccountId" value="storage account name"/>
<add key="ek CloudAccountKey" value="storage account primary key"/>

g. Restart the Azure VM.

5. Push the web.config changes to your Azure site. To do this:
a. On the on-premises Ektron server, goto C:\Program Files
(x86) \Ektron\EktronCloud\bin\ms\2.0.0.0.

b. Open EktronConfigUploader.exe.

c. Enter your storage account name and storage account primary key. (You
obtained them in Step 4.)

d. Click Browse and go to the web.config file that you updated in Step 4.
e. Click Upload.

6. Reboot the Worker Hosted service. This, in turn, restarts the Ektron Windows
service. To do this:
a. Log into https://manage.windowsazure.com.

b. Click Cloud Services.

c. Click your cloud service. (You created the cloud service when setting up the
Ektron site in the Azure cloud.

d. Click Instances.
e. Click the instance hosted service name worker IN 0.
f. Click Restart.
7. Loginto the VM you created in Part 2: Create a security group on page 232.

Part 4: Run the Solr Installation

1. Contact your Ektron account manager to download the Solr installation file.
2. Login as a Windows Administrator user.
3. Download and run the Ektron Solr installation file as an administrator.
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Part 4: Run the Solr Installation

4. Accept the license agreement.

Solr Installation B

License Agreement
F

"

ektron

EKTROM PERPETUAL SOFTWARE LICEMSE AGREEMEMT

This License Agresment [“Agreement'] containg the terms and conditions upon which Ektron,
Inc., a Delaware Corporation with a principal place of business at 542 Amherst Steet,
Mashua, NH 03063, ["Licenzar'] grants ta you ['Licenzee''] a license to uze the Licenzed
Software [az defined below] on the terms and conditions identfied herein.

DEFIMITIOMNS:

Arnual Maintenance Services Fee: Shall mean the amount identified as such in this

Agreement or accompanying Exhibit.

Authorized Spstem(s]: Shall mean computer systems, storage devices and network.s owned,
operated or under the supervision ahd control of Licenzee.

Authorized User [othenwize referred to as "Mamed User'): For purposes of this Agreement, the
term “Authorized Uzer shall mean any individual emploves, agent or contractor of Licenses
accessing or using the Licensed Software solely on behalf and for the benefit of Licenszee in
the operation of Licensee's business. Such uzer shall have a usemame and password
registered in the Content Management System through single sign on or directly within
Licensors work-area,

< Back | | Mest > Cancel |
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5. On the Deployment Type screen, choose Install Solr on a single server.

Solr Installation [ x|

Deployment Type

Solr deployment that

ktron

Tnistal | Shie]d < Back ” Mext > Canicel
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6. Select a folder in which to save the Solr installation files.

Solr Installation B

Ektron Solr Installation

e installed in the following directory:

kiron Prgen |

- Cancel

7. You are prompted to select a base port. After you select a port, it and 9 consecutive
ports are designated for Solr use. For example, if you accept the default port 7600
as the base, ports 7600 through 7611 are used for Solr.

Inistal Efield

NOTE: Do not use a port number below 1025. Also, do not use ports 6080,
6081, and 8732: they are reserved for other Ektron components.
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Solr Installation E

Service Port Selection

ktron

ng a baze port of FEOD

Irvetal Ghiield ’ < Back ” Mext > ] Cancel

8. Enter credentials (domain, user name, and password) of the Windows user account
under which Solr query services will run. This account manages Solr components
and authenticates queries.

The account must have permission to

o write to the search 2.0 folder and its subfolders
o start the Solr admin service

» log on as a service. If the user does not have "Log on as a Service" right, you
are prompted to assign it.

If you are using a domain account, the Netlogon Service must be enabled and
running.
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Search Service Account

kiron

Solr Installation

Please enter the credentials of the Windows user that will serve az pour search service account.
Thiz secount will be used ta manage Solt components and authenticate queries framm your Eklion
sites.,

The search service account must have the Log on as a senvice’ nght. This can be assigned via
the ‘Windows Local Secunity Policy management console,

Domain

Usertiane: [
G eeeeesseee |

[ < Back N Next > I

9. Enter a fully qualified DNS name for the Azure SQL Server that will host the Solr
configuration database. Then either select Trusted Connection or enter the
username and password of the user who will create the search configuration
database. If you enter a user, select someone who is either the server-level
principal login or assigned the dbmanager database role. See also: Managing
Databases and Logins in Windows Azure SQL Database.
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Pleace chogse a SOL Server 1o host the search configuration database that will support the
search components beng nstaled.

You may also specily the account credentials sed to creale the database
Mote: These credenhials are only used to create the configurabon database. You wall be able

to speciky altemate credentials, to be used by search components to connect to ths
database, Iater in the inctallation.

SOL Server: gloB8k8el database, windows net

_. Tusted Connechon

SL User Name: I

L esssenseee

10. Enter a unique name for your search configuration database. Spaces are not
allowed.
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Search Configuration Database

Drakaby A

Plaaze enter & uniquee name that will be used o identify your configuration database.

ktron

11. Enter credentials for a SQL login account that Ektron search components will use to
access the search configuration database.
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Search Configuration Databaze
Dat C

k Pleate specily the credentials of the uset account that will be used by Ekbion seach
tron components to access the ssarch configuration database.

W Trusted Connection

STeevE—

Passort (e

12. Enter the fully-qualified DNS name of the server on which you are running the Solr
installation. The Ektron server must be able to access this host.
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Solr Administration Semvice

Services will be installed on thiz server to ieceive quenas and route administrative requests
ron frem Ektron site: 1o Sok. Flease specify the host name for this server.

Impastant: The host name must be accessible from the web server(s] hosting your Ekbion
sitez. IF nod, quesies and admirisirative requests fiam pour site vall not be received.

Hoatane:

13. Select a folder in which Solr will store its index data.

Apache Solr Installation

Index Locaton

Please speciy the location where Solr showld store its index data. For optimal performance, ndex

kf ron data should be stored on a fast, local disk wath a lange cache,

Diestination Folder
"I:L\Flogram Files [x3ENE kiranhS earch, (NS ek ndex
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14. Specify the location of your asset cache. The asset cache is used only if the Ektron
asset files are not stored on your Solr search server.

ached as part of the indexing process. Fleas
uld be stored. For optimal pelformance, the as

Destination Folder
C:\Program Files [#85]NEkonySearch2 DhAss
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15. A summary of installation choices appears. If everything looks OK, click Install.
Solr Installation -

Installation Summary

Click Install ta beagin the installation,

ktron

I wau want ta review or chanae any of vaur installation settinas. click Back, Click Cancel to exit
Search Service Account:

Configuration D atabaze: _SaliCanfig

Port Summary:

Guary Service Part: TEO0 "
Adrmin Servics Port: VEO7 *
Tomeat Connector and Manifald CF Fort: TEO2
Tomeat Shutdown Fort: TEO3
Manifold CF Database Port: TEO4
Azzet Transfer Client Part; 7RO
Praces: Management Part: 7RO
Salr Part 7E11

"Plaase add a firawall ssception to allow communication between the Load Balancer and the
niodes of the cluster and allow communication to the fallowing ports on Load B alancer such that
it is secessible fram the Ektron CMS Site,

Tja =i el < Back H ['jnstail] ]I Cancel

Key points on this screen:

» The query service port is always the base port.

» The screen lists your search service account, configuration database, and the
port number assigned to the following:
° Query service. Outbound from Ektron server

° Admin service. Outbound from Ektron server

° Tomcat connector. For local communications between Solr and Tomcat
o Tomcat shutdown. For local communications between Solr and Tomcat
o ManifoldCF. For local communications between Solr and ManifoldCF

o Asset Transfer Client. Two-way between Ektron and Solr servers

IMPORTANT: The summary screen's first 2 ports have an asterisk (*). On the
Ektronserver, adjust the firewall to allow these ports to communicate between
your Ektron site and the Solr service.

Part 5: Add Inbound Rules and Endpoints

Add inbound rules to allow TCP communication for Solr Search components and the
Solr Administration Service. You defined these ports while completing Part 4: Run
the Solr Installation on page 266. To do this:
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NOTE: Leave firewall status "Turned On."

1.

W

A o

7.

Go to Server manager > Windows Firewall with Advanced settings >

Inbound Rules > New Rule.
On the Rule Type screen, choose Port.

On the Protocols and Ports screen, choose TCP. In the Specific local ports

field, enter your base port and base port + 1. For example, 7600-7601.
Click Next then Allow the connection.

On the When does this rule apply? screen, check all boxes.

Assign a name to the rule.

Click Finish.

Add 2 endpoints. To do this:

1.

Return to the Windows Azure portal, https://manage.windowsazure.com.

2. Click your virtual machine.
3. Click Endpoints > Add.

BR Windows Azure

bobsolrtest?

&3 DASHBOARD  MONITOR C

Bob5olrTest NAME T  PROTOCOL PU

chadsearch
solrsearch
coliToDaCloud Remote Desktop TCFP 497

Bob5olimest2
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Part 6: Test and register Solr on the Azure VM

4. The following dialog appears. Click the => (next) button.

Add an endpoint to a virtual machine

Traffic coming to this endpoint will be sent to the virtual machine.
@ ADD STANDALONE ENDPOINT

ADD ENDPOINT TO AN EXISTING LOAD-BALANCED SET

(Mone)

GE

5. Add 2 endpoints that make Ektron Solr components on the Azure Solr Search
VM accessible from the Ektron VM. To do this.

« Name: SolrSearchSite
° Protocol: TCP

o Public and private ports: base port (by default, this is 7600)

NOTE: To identify the base port number, log on to the virtual machine,
open IIS, click EktronSolrSearch2.0 > bindings, and view the port
value.

* Name: SolrAdminSvc
° Protocol: TCP
° Public and private ports: base port plus 1 (by default, this is 7601)

« Do not check Create a Load-Balanced Set and Enable Direct Server
Return boxes

Part 6: Test and register Solr on the Azure VM

1. Verify you can reach the Solr Search components by using this ping Url under the
EktronSolrSearch site.

https://DNSname.cloudapp.net:baseportnumber/ping.html

For example, if the DNS name you assigned in Part 2: Create a security group on
page 232 is solrsearch, and your base port is 7600, the URL would be
https://solrsearch.cloudapp.net:7600/ping.html.

2. Register site using this URL.

https://DNSname.cloudapp.net:baseportnumber/SolrAdminConsole/index.html
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See also: Part 2: Add a storage account in Azure manager on page 283

SQL Azure database firewall permissions

» To understand server-level and database-level SQL Azure permissions, refer to this
Azure documentation.
o How to: Configure the Server-Level Firewall Settings (Windows Azure SQL

Database)

o How to: Configure the Database-Level Firewall Settings (Windows Azure SQL

Database)

o Windows Azure SQL Database Firewall

» If your SQL Azure configuration > Windows Azure Services box is checked or
the allow all azure IPs rule is added to your master database using exec sp_
set database firewall rule N'AllAzurelIps','0.0.0.0','0.0.0.0",any
database in this SQL Azure instance is accessible by any Azure IP.

» To grant your Azure Search VM permission to access the search configuration
database (created by the SolrInstall), add your Azure Search VM to your search
configuration database's firewall rules, and remove server-level permissions.
° Add the public virtual IP of your Azure Search VM to your database firewall
rules (after connecting to your search config database). Example:

exec sp set database firewall rule
N'ALLAzureIPs','137.135.70.139','137.135.70.139"

° To delete server-level permissions using the Azure portal:
1. Select your SQL Azure server.
2. Configure it.

3. Remove rules, or revoke them in the master database, using
exec sp delete database firewall rule N'ALLAzureIPs'

Azure recommends waiting 5 minutes for rule changes to take effect.

If you have one IP address in your server-level rule and another IP address in your
database-level rule, both the IPs have access to the search configuration database.
Server-level rules apply to all databases in an instance, while database-level rules

apply to specific databases.

e To list all rules, use

select * from sys.database firewall rules

Installing Ektron site on Azure cloud and connecting it to Solr
search

Follow this procedure if you want to manually install an Ektron site on an Azure VM.
Next, deploy Solr to the cloud. Finally, connect both cloud-based systems.

PREREQUISITES
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EktronCloudSetup.exe.

Part 1: Provision a virtual machine for the Ektron site

Part 1: Provision a virtual machine for the Ektron site

1.
2.

N U AW

Log into https://manage.windowsazure.com.
Click Virtual Machines > New.

BR Windows Azure | v

virtual machin

VIRTUAL MACHIMNE INSTAMCE!

! VIRTUAL MACHINES il

solrsearch

SolrToDaCloud

»<

CONMNECT

Click Quick Create.

For the new server, enter a DNS Name.

For the image, choose Windows Server 2012.
Choose a large size with at least 8 GB of memory.
Enter your user name and password.

Part 1: Provision a virtual machine for the Ektron

» Contact your Ektron account manager to obtain a link to download

At Region/Affinity Group, select the region selected when setting up the Ektron

site (in Using Ektron in the Amazon EC2 Cloud).
Click Create a Virtual Machine.
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10. Wait until the status changes from Starting (Provisioning) to Running.
11. Select the VM and click Connect.

B Windows Azure | v

o M virtual machines

®

VIRTUAL MACHIME INSTAMCES  IMAGES I

VIRTUAL MACHINES NAME T | STATUS
5
BobSolrTest %" Running
BobSolrTest2 = & Running
chadsearch +»" Running
solrsearch +" Running
SolrToDaCloud +" Running
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12. The following dialog appears. Click OK to connect to the virtual machine.

You have chosen to open:
*,—:, solrsearch.rdp

which is a: Remote Desktop Connectian (76 bytes)
from: https:/jmanage.windowsazure.com

What should Firefox do with this file?

% Open with |Fi.e'nnte Desktop Connection (default) :J
= Save File

[ Do this automatically for files like this from now on.

| Cancel I

13. When you are prompted for Windows credentials, prefix your username with the
DNS Name you created in Step 4.

Part 2: Add a storage account in Azure manager

You need a storage account to store site resources in the cloud storage service, and to
store and synchronize assets, private assets, uploaded files, uploaded images and the
asset library. To create a storage account:

1. From the home page of https://manage.windowsazure.com, click Storage. The
Storage screen appears.

2. At the bottom of the screen, click New. The New panel opens.

3. Choose Data Service > Storage > Quick Create.
a. Specify a URL name for your cloud service (for example, cloudservicename).
The .core.windows.net Will be appended to your name to complete the URL.
b. Choose the Location or Affinity Group from the drop-down list. For example,
East US.

c. Leave Enable Geo-replication checked if you have multiple servers.

4. Click Create Storage Account at the bottom of the panel.

Part 3: Install Ektron site on virtual machine
On the Azure VM, install Ektron. See Installing Ektron on page 11.

Part 4: Run EktronCloudSetup.exe on virtual machine
On the Azure VM, install EktronCloudSetup.exe.

Ektron Reference | 283


https://manage.windowsazure.com/

Setting up search for your website

After you download and install ExtronCloudSetup.exe, the Cloud Manager is added to
the Workarea Settings.

Part 5: Run security configurator

1. On the Azure VM, click the Windows Start button > All programs > Ektron >
CMS400 v9x > Utilities > Security Configurator. Right click and choose Run
As Administrator.

If you're using Windows 8 or 2012, press the Windows key (E)/Q then enter
Security Configurator. Right click and choose Run as Administrator.

The security configurator screen appears.

£ Ektron eSync Security Configurator i " & |I:I|£I

— Certificate Generataor

— Generate Certificates
Web Site Description: | [cestom ' crzd D0 j

Site Path: C:hnetpubtlcestormbomad 00rmin
“Web Site |D: 1131918464
Local Server Mame: ICESTORM

D atabaze Server: [localhSCELE #preszs
Dratabaze Mame: cmzd00min

[MNzzard Exsting Feps E

—Apply Remaote Server Certificates

@ Remote Servel  |pyt o on\ExtronCloud\bin\worker\certificate
Certifizate Folder

Statuz Mot started

Help Apply

2. Check the Remote Server Certificate Folder radio button. Then use the browse
button to go to the Extron\EktronCloud\bin\worker\certificate folder.

3. Click Apply.
Part 6: Add inbound rules for ports

On the Amazon Solr server, create inbound rules to allow connections to Ektron port 8732 and
database port (for example 1433). The rule enables the Ektron VM to communicate with the Solr
Admin Console. To do this:

1. Onthe Amazon Solr server, go to Server Manager> Windows Firewall with
Advanced settings > Inbound Rules > New Rule.
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Part 7: Add endpoints for port 8732 and the

NOTE: Leave firewall status "Turned On".

# windows Firewall with Advanced Security

File Action Wiew Help
e 2ms]

@ Windows Firgwall with Advanced S R LT
L CInbound Rules
[

Profile A" Inbound Rules

Al

Cutbound Rules

:'l_. Connection Security Rules
.. Monitaring

Yes
[V s all Yes Allow 7 Filter by Profile
et all Yes Allows T Filter by State
¥ BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retrie... Al Ma Allow

- F  Filter by Gronn

On the Rule Type screen, choose Port.

On the Protocols and Ports screen, choose TCP. In the Specific local ports field,

enter 8732.

Click Next then Allow the connection.

On the When does this rule apply? screen, check all boxes.
Assign a name to the rule.

Click Finish.

Repeat steps 1-7 for the database port.

Part 7: Add endpoints for port 8732 and the database port
1.

Return to the Windows Azure portal, https://manage.windowsazure.com.

2. Click your virtual machine.

3. Click Endpoints > Add.
ll Windows Azure

bobsolrtest?

&3 DASHBOARD  MONITOR C

BobSolrTest NAME T PROTOCOL PU

chadsearch

solrsearch

salffoDaCloud Remote Desktop TCP 497

Bob5oliTest2
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4. The following dialog appears. Click the => (next) button.

Add an endpoint to a virtual machine

Traffic coming to this endpoint will be sent to the virtual machine,
@ ADD STANDALONE ENDPOINT
ADD ENDPOINT TQ AN EXISTING LOAD-BALANCED SET

(None)

©) -

5. Add your Ektron Windows Service port.
« Name: EWSPort

e Protocol: TCP
e Public and private ports: base port 8732
6. Repeat steps 1-5 for the database port.

Part 8: Update the Ektron web.config

1. Onthe Azure VM, open the Ektron site's siteroot\web.config file.
2. Replace the unity.storage section with this:

<unity.storage>
<assembly name="Ektron.Storage" />
<assembly name="Ektron.Cloud" />
<namespace name="Ektron.Cloud.Azure.Storage" />
<namespace name="Ektron.Storage" />
<container name="storageContainer">
<register type="IFileService" mapTo="CloudFileService" />
<register type="IDirectoryService" mapTo="CloudDirectoryService" />
</container>
</unity.storage>

Save but do not close the web.config file. You will update further soon.

3. Obtain your Azure Storage Account Name and Primary Access Key. To do this:
a. In a browser, go to https://manage.windowsazure.com.

b. From the left panel, click Storage. The Storage screen appears.

c. Select the storage account you created in Part 2: Add a storage account in
Azure manager on page 283.
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Part 9: Set up Solr search on the Azure cloud

d. Click Manage Access Keys at the bottom of the page.

s15april Online East LIS

s3april Online East LS

clatabasevhd Online Southeast.

swstorage Online East US

seanchservervm =

solrcms Cnline East LIS

Manage Access Keys

When you regenerate your storage access keys, you need to update any virtual machines,
media services, or applications that access this storage account to use the new keys,
Learn more,

RAGE ACCOUNT NAME

&

searchservervm

PRIMARY ACCESS KEY

Dek+C773aGIUXc | [

SECOMDARY ACCESS KEY

WroBCxvgq3cMh82hEKQHWEjrKdLBOrfwjxs

e. A screen shows your Storage Account Name and Primary Access Key.
Within the web.config file, find the following element:

<add key="StorageConnectionString"
value="DefaultEndpointsProtocol=http;AccountName={0};
AccountKey={1}"/>

Replace {0} with the Storage Account Name you obtained in Step 3. Then,
replace {1}with the Primary Access Key that you obtained in Step 3.

Within the web.config file, locate the <appsettings> section then add these keys
within it.

<add key="ek CloudStorageType" value="AZURE" />

<add key="ek CloudAccountId" value="MyStorageAccountName" />

<add key="ek CloudAccountKey" value="MyKeyValue" />
<add key="ek CloudContainer" value="" />

In the above elements, replace MyStorageAccountName with the Storage
Account Name you obtained in Step 3. Then, replace MyKeyvalue with the
Primary Access Key you obtained in Step 3.

Save and close web.config.

Part 9: Set up Solr search on the Azure cloud

Follow these steps.
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Part 2: Create Azure Solr search VM on page 261

Part 3: Set up Solr search on Azure VM on page 264

Part 4: Run the Solr Installation on page 266

Part 5: Add Inbound Rules and Endpoints on page 277
Part 6: Test and register Solr on the Azure VM on page 279

Unregistering a Solr site

If you remove an Ektron Web site which uses a Solr search server, use this procedure to
unregister the Ektron site from Solr. This is especially important if you will install
another Ektron site in the same location as the one that was removed.

1. On the server on which you completed Part 1: Run Solrinstall.exe on page 221, and
using an HTML5 CSS3-compliant browser, click Windows Start menu > All
Programs > Ektron > Ektron Solr Search 2.0 > Ektron Solr

Administration. If you're using Windows 8 or 2012, press the Windows key (E
)/ Q then enter Ektron Solr Administration. The site registration screen
appears.

2. Enter the host name of the Ektron server then click Connect.

. Click the Search System Management tab.

4. Under Existing Configurations, find the Ektron database that was removed. If
you are unsure, compare the code following the Ektron database name with the
Search Configuration Details screen's Solr Core name field.

(6]

Ektron Workarea = Settings =

@ @ Z L] Configuration >Search Status
sereen
Index Information
The following describes the status of the index associated with your site.
Value
Salr Url http:/WS10875:7602/s0lr — - 1
Existing Configurations
Crawler Url NS 10875:7602/met-crawler-ui N ) Ektron Solr Administration >
We found configurations for these E[ Search System Management tab
registered elsewhere, its configurati
Search Provider Apache Solr
Ektron Database
Solr Core Name def36fla
ws10875\SQLExpress / OnTrek2 (9ad90869)
eki-5t3vik1\SQLExpress / OnTrek (defa6i3a)
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Editing Solr registration information

5. Click the Remove button.

Ektron Solr Administration ~ CMS Site Registration

Search Service Account

What user account should all CMS sites use to authenticate with the query services on this server? This only needs to
be updated if your search senice account credentials change

Domain Ektron1
Username bbolt

Password Test

Existing Configurations Refresh

We found configurations for these Ektron databases on your Solr server. If a database is no longer active or is now
registered elsewhere, its configuration can be removed

Ektron Database

(local\SQLExpress / OnTrek2 (ef4a73f3)

Editing Solr registration information
After a site is configured, the buttons below the database change to Edit and Start
Over.

Ektron Database(s)

We found Ektron databases to configure with Solr. IT your site’
now. If it's already configured, you can start over with a fresh it
http://IEKT-5T3VFK1/0OnTrek

Database Name: OnTrek
Database Server: (local\SQLExpress

Edit

Ektron Database Connection String

How should Ekiron search components connect to your site's ¢

o amr— s A BT Cawrmoroue e dadabome mn—imon T enle Tk

Start Over is a full reconfiguration. The index, schema, and configuration data are
completely overwritten, and the site’s data is re-indexed. Because the index and
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supporting configuration are overwritten, search functionality is unavailable while the
site is being registered and re-indexed.

Consider this option if

* You need to change the site’s connection string, which is used to extract data at
index time.

* You need to change the physical location of the asset files.

» Yourindex is in a state where you want to start fresh.

Edit updates an existing search configuration's settings. The index, schema, and
configuration data remain intact. When settings are saved, the site’s data is reindexed.
Search functionality remains available throughout this process.

Consider this option if you need to

» update the type of data indexed for your site
« change the automatic polling interval
» update advanced configuration options

Uninstall Solr search provider from an on-premises
(local) server

The following scenarios describe uninstalling the Solr search provider.

IMPORTANT: Before uninstalling Solr, back up related files that have been
customized. For example, these Ektron Search2.0 directory files may have been
customized.

* solrconfig.xml

* schema.xml

* dictionary files

* wddf types

* txt files

Simultaneously uninstall Ektron and Solr search provider
To uninstall Ektron and Solr at the same time:

1. Back up any Solr files that have been customized.
2. Use the uninstall procedure described in Uninstalling Ektron on page 33.
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Uninstall Ektron, but do not uninstall Solr search

3. On the Uninstall dialog, check the Remove Ektron Solr Files and Services box.
(B CMS Uninstaller SR

CLOSE VISUAL STUDIO BEFORE CLICKING UNINSTALL!
Choose the site you want to uninstall

Ainetpubwrwwroot0n Trek - Remove Website

Site Version: 9.0.0.1581
Database Name: COnTrek

Remove Websites Database
[T Remove Eltron Application directory fincludes DiH)

[[] Remowve Ektron Solr Files and Services

[ Remove All Sites and Application Directory {ncludes CocH)

Uninstall

Uninstall Ektron, but do not uninstall Solr search provider

To uninstall Ektron but leave Solr installed, use the uninstall procedure described in
Uninstalling Ektron on page 33. On the Uninstall dialog, do not check the Remove
Ektron Solr Files and Services box.

Uninstall only the Solr search provider

To uninstall the Solr search provider:

1. Back up any Solr files that have been customized.
2. Close the four command windows that open at the end of the Solr installation.
3. Run the Ektron Solr installation file as an administrator. (You used this file to install

Solr.)
4. On the screen that has Upgrade and Remove options, choose Remove.

Changing your search provider to Solr

If you selected a search provider other than Solr during site setup and want to change
to Solr, follow these steps.

Change the search provider to Solr and uninstall the Microsoft Search Server.
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Uninstall Microsoft Search Server.

On the Ektron server, open c:\Program Files
(x86) \CMSvXXX\Utilities\SetSearchProvider.

Click setsearchProvider.exe.
Select the website that you want to change.
Select Apache Solr 4.0.

Install the Solr search provider. See Installing Solr on a single on-premises (local)
server on page 220.

Change the search provider to Solr but do not uninstall the Microsoft Search Server.
1.

GvoR W

N o

8.
9.

On the Ektron server, open c:\Program Files
(x86) \CMSvXXX\Utilities\SetSearchProvider.

Click setSearchProvider.exe.
Select the website that you want to change.
Select Apache Solr 4.0.

Install the Solr search provider. See Installing Solr on a single on-premises (local)
server on page 220.

On your search server machine, stop the Search Server Service.

. On your search server, open C:\Windows\System32\SiteConfiguration.exe and

remove your website's entry.
Run an IISReset.
Start the Search Server service.

Monitoring the status of search

The Ektron Workarea provides 2 screens to help you monitor the status of your search.
For information about managing the search crawl, see Managing the search craw/ on
page 387.

Solr search configuration details screen

The Solr Search Configuration Details screen provides information about

Solr server host

Ektron Solr Administration Service URL
Ektron Solr Query Service URL

Solr core name

Query credentials

incremental crawl interval—to adjust, use the Solr site registration screen's
Automatic Polling Interval field.

crawl filters
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Solr Search node status screen

To access the screen, go to the Ektron Workarea > Settings > Configuration
> Search > Configuration.

Solr Search Configuration
The following table describes the Solr search configuration associated with your site.

Value Description
Solr Server Host smacdonald1 The Solr Search Server configured for your site.
Ektron Solr Administration Service http://smacdonald1:7801 The Ekiron Solr administration service URL

associated with your site

Ektron Solr Query Service hitp://smacdonald1:7800/SolrQueryService/SolrQueryService.sve The Ekiron Solr Query service URL associated
with your site

Solr Core Name 8d23f0db Name of the Solr Core associated with your site.

Query Credentials smacdonald1\admin2 The Windows user authorized to communicate

with the guery service.

Incremental Crawl Interval 60 ndicates the frequency of incremental craw
request submissions

Crawl Filters
The following filters indicate what types of content will be included in your index.
Filter Description
HTML Content Included Content blocks, blogs, forums, etc.
Document Content Included Office documents, PDFs, images, etc.
Forum Content Included Discussion topics, replies, eic
Product Content Included eCommerce data, eic
Community Members Included Community users and groups, efc.
‘Community Content Excluded Community workspaces, photos, and related content, etc.

Solr Search node status screen
The Solr Node Status screen provides information about the search crawl on 2 tabs.

 Crawl status tab shows
o The crawl status, as returned by ManifoldCF

° The current and next indexing activities
o For the most recent crawl: start time, end time, duration

o If an incremental crawl request is pending See also: Full vs. incremental
crawls on page 387.
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Crawl Status Process Status

@

Crawl Status
Current Action
Next Action
Crawl Start Time
Crawl End Time

Crawl Duration

Incremental Crawl Request Pending
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Content

Done

Idle

Idle

31972014
5:21:07 PM

31972014
5:21:17 PM

00:00:10

Users

Done

Idle

Idle

3/19/2014
5:21:07 PM

3/119/2014
52117 PM

00:00:10

No

Community Groups

Done

Idle

Idle

319/2014
5:21:07 PM

3/19/2014
5:21:17 PM

00:00:10

No

Description

The current status of the
crawl job as returned by
ManifoldCF.

The indexing request
currently being
processed by the CMS

The indexing request

that will be processed
upon completion of the
current one.

The start time of the
most recent crawl.

The end time of the most
recent crawl.

The duration of the most
recent crawl.

Indicates whether or not
the site has a request for
an incremental crawl to
submit.



Crawl Status Process Status

() Content
Crawl Status Done
Current Action Idle
Next Action Idle

Crawl Start Time 9272014
1:25:38 PM
Crawl End Time 9/2/2014
1:26:01 PM
Crawl Duration 00:00:23
Pending Crawl Incremental

Users

Done

Idle

Idle

9/2/2014
1:25:38 PM

9/2/2014
1:25:51 PM

00:00:13

MNone

Solr Search node status screen

Community Groups

Done

Idle

ldle

9/2/2014 1:25:38
P

9/2/2014 1:25:51
P

00:00:13

MNone

Description

The current status of the
crawl job as returned by
ManifoldCF

The indexing request
currently being
processed by the CMS

The indexing request
that will be processed
upon completion of the
current one

The start time of the
most recent crawl

The end time of the most
recent crawl

The duration of the most
recent crawl

Indicates whether or not
the site has a pending
crawl request to submit

» Process Status tab shows the status of the (Ektron search) Java processes on the
Solr Search server, such as Apache Tomcat, crawl database, and Apache

ManifoldCF.

Crawl Status Process Status

@ Activity
Apache Tomcat Idle
CrawiDB Idle
Apache ManifoldCF Idle

Iz Running?

Yes

Yes

Yes

From this screen, you can launch an incremental or full crawl using toolbar buttons. See

also: Full vs. incremental crawls on page 387.
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Tt Bearch Mode Infg

Request full crawl

Reqguest
incremental crawl

Crawl Status Process Status

@

Crawl Status

Apache Manifold CF status screen

To view the Apache Manifold CF status screen, on the Solr server, click the Windows
Start button > All Programs > Ektron > Ektron Solr Search 2.0 > Tools
> Apache Manifold CF. If you're using Windows 8 or 2012, press the Windows key (

E) /Q then enter Apache Manifold CF.

The Apache Manifold CF screen displays the status of the jobs crawling your Ektron
content. For more information, see ManifoldCF-End-user Documentation.

Apache Solr console

To view the Apache Solr console screen, on the Solr server, click the Windows Start
button > All Programs > Ektron > Ektron Solr Search 2.0 > Tools > Apache

Solr. If you're using Windows 8 or 2012, press the Windows key (E) /Q then enter
Apache Solr.

The Apache Solr console screen provides information about available logging levels,
how to get management information about each core, the Java information about each
core, and so on.

For more information, see Using the Solr Administration User Interface.

Managing Solr administrative tasks

The following topics explain how to perform administrative tasks that are unique to
Solr. The following list shows other search-related functions that apply to all search
providers.

» Basic versus advanced website search on page 353

e The "Did you mean?" feature on page 363

» Managing searchability of Ektron content on page 363
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Solr language support

Managing search results on page 364

Using synonym sets on page 366
Providing suggested results on page 368
Searching the Workarea on page 382
Reporting search activity on page 394

Solr language support

The following languages are supported, along with their two-letter language codes,
without customization. Support is limited to Solr's linguistic capabilities (tokenizing,
stemming, and so on).

* English (en)

* German (de)

o Greek (el)

» Spanish (es)

e French (fr)

e Hindi (hi)

» Italian (it)

» Japanese ( ja)

» Korean (ko)

e Dutch (nl)

* Norwegian ( no)

» Portugese (pt)

e Russian (ru)

e Thai (th)

e Chinese ( zh)

You may customize Solr to support additional languages. Refer to the guidelines
specified <SolrinstallPath>\Search2.0\Solr\core0\conf\schema.xml.

Managing the stopwords list

When processing a search query, Ektron's Solr search ignores all words in the
stopwords file for the selected language. The stopwords list's default location is:
C:\Program Files (x86)\Ektron\Search2.0\Solr\cores\<core id

number>\conf\<lang>\stopwords <languagecode>.txt.
The language code is a 2-character alphabetic code. For example, English is en.

Your Solr core name appears on the Solr search configuration details screen on
page 292.

To modify the stopwords list, add or remove terms and save.
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NOTE: To change the path to the stopwords file, customize the schema.

Filtering results with Solr refinements

Refinements lets users explore search results by applying one or more filters. Here is an
example from epicurious.com. Refinements are often called facets.

SearCh ReSU]-tS recipes articles & guides

show results fc' drink recipes member recipes  all recipes

pumpkin |

showing 1 - 10 of 359 sort by u

Red Fife and Pumpkin Seed Cookies

main ingredient ¥ Epicurious, December 2011

One Sweet Cookie
mealicourse )

cuising y

=i

Classic Vegan Pumpkin Pie

Use these dietary consideration ¥ Epicurious, November 2011

filters to :7 Vegan Holiday Kitchen
pe )
refine search
results. holiday/celebration ]
— _ exgzy, | Pumpkin Flan with Spiced Pumpkin E ¥
\\ \_\ preparation method ¥ TTL“ ﬂ Seeds
\\\\ in season ) = Gourmet, November 2005
o\
Wy
N, : ' =
N part of menu (130} TT‘“ Ginger-Pumpkin Soufflé k.

. Epicurious, November 2005
[t} quick & easy (53)

% wine pairing (234}

. o Warm Pumpkin Salad with Polenta
R heathy (52) TTTT m and Candied Pumpkin Seeds
-

=]

Gourmet, October 2001

search within results

When describing the refinements feature within Ektron's deployment of Solr search, the
following terms are used.

» Facet. A categorization of search results by values of an index field. A facet is
made up of buckets: each bucket contains a collection of values, and the number of
result items that contain that value.

« Refinement Specification. A data structure defining a request for a particular
facet to be returned with the results for the associated query. The specification
may include data (thresholds) defining how the data should be categorized.

+ Refinement. The classification by which you want to restrict a search query. This
can be thought of as an identifier representing a particular facet bucket. By
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applying a refiner to a query, you indicate that you only want to see results within
that facet bucket.

You can create refinements from any indexed content property, Smart Form field, or
content metadata. Content properties are always indexed for searchable content.
Smart Form fields and metadata that you feel may enhance your site’s search
experience can be marked as searchable, at your discretion. To indicate that Smart
Form fields are searchable, check the Indexed box on the properties dialog. For
metadata, choose searchable type.

Use the following fields on the Solr Registration screen to configure certain elements of
working with facets.

e Minimum Facet Count

e Facet Sorting

You request facets by adding refinement specifications to search criteria. A specification
primarily identifies the target field for which a facet should be generated. For example:

criteria.Refinement.Add (new IntegerRefinementSpecification (SearchContentProperty.Size));

If you are working with index fields whose data types may represent ranged values, you
may specify a collection of bounds to help categorize the data.

To access the API for managing refinements:

1. Install the Ektron 9.10 SP3 version of the OnTrek Sample site.

2. From the site's home page, go to Developer Reference > Framework
API > Ektron.Cms.Framework.Search.

3. Look at KeywordSearchCriteria and terms with “refinement” or “facet.”

NOTE: The Ektron Search API supports Solr field types that translate directly to
string, long, double, and DateTime. Other field types (for example, LatLonType) are
not supported as facets.

NOTE: If you do not apply thresholds when submitting a refinement specification for
a field with a ranged-value data type, data is categorized by each individual value.
(Ranges are not auto-generated.)

Every facet bucket references a refinement. The refinement represents a filter that,
when applied to a subsequent query, ensures the results only include items
corresponding to that facet bucket.

BEST PRACTICES FOR WORKING WITH REFINEMENTS

When you work with Solr refinements, consider the following advice.

» Limit the number of refinement fields applied to a query. Six or fewer is a "good
rule of thumb." More than that can be confusing and overwhelming, which
undermines your goal of creating a better experience.

» Use fields with a smaller set of unique values.
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» As you organize content and design Smart Forms, think about key properties that
will enable users to identify content of interest.

» Consider the significance of the property in determining the placement of a facet.
For televisions, brand and price are probably the most significant properties, so
should receive more prominent placement. Less significant properties do not
require faceting and can be displayed within the product listing.

» Tag content. Content tags are a quick and easy way to provide free-form
classifications of your content and be a very effective facet. See also: Tagging
content, library items, users, and groups with keywords on page 1715.

Managing Solr autoComplete

Solr's Autocomplete feature suggests terms based on the user's input. For example, if
you enter ba, autocomplete provides the following suggestions.

Demao

Search Text: |b a |

Mote: This sample for Get( backup

banner
banner1
banner?
baze
basic
battery

If a user selects a word from the list, a query is executed using that word.

Since the suggestion list is based on user input, it changes as a user enters more
characters. By default, the suggestion list is based on words within searchable Ektron
content. If you prefer, you can create a custom autocomplete suggestions list. You
might do this to control which terms appear on the list, thereby directing site visitors to
desired content. If you create a custom list, only its terms appear as suggestions—
Ektron content is ignored. See also: Creating a custom autocomplete suggestions list on
the facing page.

Additional points about working with AutoComplete:

» AutoComplete works with single words only—if the user enters a space,
AutoComplete terminates.
» Suggestion list terms may include a special character, like power-shot

» Special characters (such as exclamation point (!) or period (.)) within a search
term are ignored.
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Enabling autocomplete

Apache Lucene supports the escaping of special characters that are part of the
query syntax. Here is the current special characters list:
+-ss L)y LT\

NOTE: The period (.) is not listed a special character at Apache Lucene - Query
Parser Syntax.

Enabling autocomplete
...via Server Control

To enable autocomplete for a templated server control, modify the
SiteSearchController control by adding the following

property: EnableAutoComplete="true". See also: SiteSearch templated server
control.

When using Solr search with templated controls, note these restrictions:

¢ You cannot retrieve custom content.

» The FacetsView control does not support ranged facets for integer, decimal, and
date properties.

...via API
For a sample of enabling autocomplete via the API:

1. Install the latest version of Ektron's OnTrek Developer Sample site.

2. From the site's home page, go to Developer Reference > Framework
API > Ektron.Cms.Framework.Search > QueryPropositionManager.

On an Ektron server, the page's path is
siteroot\developer\Framework\Search\QueryPropositionManager.

Creating a custom autocomplete suggestions list
Follow these steps to create a custom autocomplete suggestions list.

Part 1: Changing the source of autocomplete suggestions

1. Access the Solr registration screen by inserting the following URL into a browser:
https://localhost:base port/SolrAdminConsole/index.html

For example, if you selected the default base port of 7600 during the Solr
installation, enter https://localhost:7600/SolrAdminConsole/index.html.
2. Under the database that you are working with, click Show Advanced Options.

3. Within the screen section Query Completion Dictionaries, check the box next to
the default dictionary (term list).

4. Click Register.

5. After a few minutes, the change is registered. If the registration is successful, the
change is registered in the Search configuration database.
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Part 2: Create a custom suggestions list

PREREQUISITES

* Your Solr Server and Core Name, available on the Workarea > Settings
> Configuration > Search > Configuration screen.

1. On the Solr search server, open the Ektron Search2.0 folder. (You selected its
location when installing Solr. By default, it is installed to C:\Program Files
(x86) \Ektron\ )

2. Within that folder, open Solr\cores\core number\conf\staticfile.txt.
3. Insert custom words into that file, each on a separate line, and save it.

4. Access the Solr Administrator page: https://Solr server from Search Status
screen/#/~cores/Solrcore name from Search Status screen. For example:
https://localhost:7602/solr/#/~cores/56428657.

5. Select Core Admin > your core > Reload.

rrsy A

Apache ’1 Add Core m = Rename 4& Swap .
Solr - _

56428657 %] Core

4 Optimize

& Dashboard startTime: 19 minutes ago
instanceDir: C:\Program Files (x&86)\Ektron\Search1.0\Solr\cores\56
dataDir: C:\Program Files (x86)\Ektron\Search1.0\Solr\Index\5€

o Java Properties il Index

Thread Dum

— P lastModified: 19 minutes ago
version: 13
numDocs: 314

For more information on using the Custom Suggestions List, see
https://wiki.apache.org/solr/Suggester > Dictionary.

Maximum size of Solr assets

For optimal performance, Ektron imposes a 10 MB limit on assets. Assets greater than
10 MB can be found by searching for their title or description.

NOTE: The description is searchable via the
API's SearchContentProperty.description property.

Accessing Solr API documentation

To access documentation for the Solr search API:
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Troubleshooting Solr

1. Install the current version of Ektron's OnTrek Developer Sample site.

2. From the site's home page, go to Developer Reference > Framework
API > Ektron.Cms.Framework.Search.

3. The search API classes, methods and properties are available for all search

providers, including Solr. Tabs explain behavior or functionality differences for
each search provider.

Ekiron Framework API

Ektron.Cms.Sea r'Ch.DatEREfII'IEIﬂEI'ItSPECIﬂ cation
The DateRefinementSpecification represents a strongly typed refi
Property Description
Property Gets or sets the re
Method
DateRefinementSpecification{DatePropertyExpression)
(DatePropertyExpression, | Collection=BoundedValue=DateTime:
API DateRefinementSpecification{DateMultiValuePropertyExpressiol
SearchManager
ronositiontana DateRefinementSpecification
Data (DateMultivaluePropertyExpression, | Collection=BoundedValue=
AdministratorPermission
AdvancedSearchiriteria Remarks
BoundedFacetBucket
Bounded\alus FAST Search for SharePoint 2010 Solr
‘CurrentlserPermission
Datefacet Specifying explicit bounds for date refinements is not su
DateRefinementSpecification Search for SharePoint 2010. The date ranges will be aut
DecimalFacet

Search Framework API Tutorial is an excellent resource for learning Ektron's Search
APIs.

Troubleshooting Solr

Problem: A request to Manifold CF failed unexpectedly
After completing the Solr registration screen, you see this error:

Validation of your input parameters has failed
A request to Manifold CF failed unexpectedly

Cause: The Search Process services stopped running.
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Solution: Run Process Manager as an administrator (C:\Program Files
(x86) \Ektron\Search2.0\ProcessManager\ProcessManager.exe).

Problem: HTTP Error 500.19 - Internal Server Error
HTTP Error 500.19 - Internal Server Error

The requested page cannot be accessed because the related configuration data for the
page is invalid.

Server Error

Internet Information Servic

- Error 24
HTTP Error 500.19 - Internal Server Error
The requested page cannot be accessed because the related configuration data for the page is invalid.

- Detailed Error Information |

Module IIS Web Core Requested URL http:/ /localhost:7600/SolrQueryProposition/QueryPropositionService.svc

C:\Program Files (x86)\Ektron\Search1.0\Web\SolrQueryProposition

Motification BeginRequest Physical Path
\QueryPropositionService.svc

Handler Not yet determined
Error Code 0x80070021

Config Error This configuration section cannot be
used at this path. This happens when
the section is locked at a parent
level. Locking is either by default
(overrideModeDefault="Deny"), or
set explicitly by a location tag with
overrideMode="Deny" or the legacy
allowOverride="false".

Config File \\?\C:\Program Files (x86)\Ektron
\Search1.0
\Web\SolrQueryProposition
\web.config

Logon Method Not yet determined
Logon User Not yet determined

. Config Source |
16:  <system.webServer-

170 <modnless

18: <add reme ="removesve®

Cause: The modules section is locked at the server level.

Solution: IIS > Configuration Editor > System.webServer/modules > Unlock section.

Actions

="}

0 Configuration Editor

— e _
Secti .u stem.wehfiewelfmodules' - | From: | Default Web Site Web.config |v| =
&

E Deepest Path: MACHINE/'WEBROOT/APPHOST/Default Web Site

(Collection) (Count=42) Configuration
runAliManagedMeodulesForAllRequest False Search Cenfiguration...

M dModulesForWebDavRequ Fal
runManagedModulesForWebDavRequ False ion ~

*(Collection)” Element 3

Edit tems

Problem: Error: (405) Method Not Allowed; also 404.17 may be encountered.
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Known Solr issues and limitations

No search results in the Workarea. You see the following error in the Windows Event
Viewer/WindowsLogs/Application:

Timestamp: 12/16/2013 10:06:32 PM

Message:Ektron.Cms.Search.SearchException: An error occurred while submitting the query.
---> System.ServiceModel.ProtocolException: The remote server returned an unexpected
response: (405) Method Not Allowed.

Cause: WCF Activation is not enabled.

Solution: For IIS 7.5, use the Add Features Wizard. Go to .NET Framework 3.5.1
Features > select both WCF Activation and HTTP activation .

For IIS 8 (Windows Server 2012), use the Add Roles and Features Wizard. The HTTP
Activation feature is located under .NET Framework 4.5 Features > WCF Services.

https://www.iis.net/learn/web-hosting/configuring-servers-in-the-windows-web-
platform/windows-communication-framework-wcf

Known Solr issues and limitations

Installation and launch

» Whenever you use Solr, log in as the user who installed it. Do not let that user's
credentials expire.

» If you need change port numbers selected during installation, you must reinstall
Solr.

» If you upgrade your JDK version, you must replace it in the same directory to which
you originally installed. You may not install more than one JDK version to that
directory.

Site registration

» While re-registering a site, there may be an error (returned by ManifoldCF) while
deleting a pre-existing connection corresponding to your core.

Error description

During site registration, old jobs for existing connectors (output and Ektron
connector) are deleted prior to deleting the connectors themselves. Although the
jobs are deleted, Manifold may perform clean-up operations on deleted jobs.
During clean up, attempts to delete connectors for such jobs may fail.

In this case, the site registration process attempts to delete the connection again
after a specific interval. You can configure the maximum number of re-tries or the
retry interval in the Ektron Solr Admin Service config file (C:\Program Files
(x86) \Ektron\Search2.0\Administrative Service\

Ektron.Cms.Search.Solr.ServiceHost.exe.config). Within that file, edit the
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MaxDeleteAttempts and MaxDeleteInterval properties. Then, restart the Ektron
Solr Admin Service.

Solution

If you see errors like Exceeded MaxTries while trying to delete
output/repository connection in the Ektron Solr Admin Service logs (Verbose
logging), increase these parameters or wait for the jobs to be completely removed
from Manifold CF. Depending on the size of your index, the clean up of a deleted
job may take a few minutes.

After installing Solr, until you register at least one site, if you attempt to browse to
the Solr Admin screen, this message appears: There are no Solr cores running.
Using the Solr Admin UI currently requires at least one Solr core.

After you register a site, this message disappears.

If you edit the schema.xml file and try to re-register your site, an error is thrown.

Error Description

The site registration process encountered an error while attempting to remove
an existing Solr core for your site. Could not find a part of the path
'C:\Program Files (x86) \Ektron\Search2.0\Solr\cores\1ca92f29\conf.

Solution
Stop and start the Manifold Agent and Tomcat.

If you reload a core and try to register your site again, an error is thrown.

Error Description

The site registration process encountered an error while attempting to remove
an existing Solr core for your site. The process cannot access the file
't1og.0000000000000000000"' because it is being used by another process.

Solution

Stop and start Tomcat.

General issues

» If you used the Framework API and templated controls to create search controls
using Microsoft Search Server, you can reuse that code with Solr for the most part.
The Ektron Developer Reference documents functional differences among search
providers.
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Crawling

» Only templated server controls and the Framework API are supported.
° Since version 8.5, the following controls and API are not supported:
® IndexSearch server control

® \Web Search server control
® ProductSearch server control
® CommunitySearch server control

® Search APIs that predate the Framework API
> Ektron.Cms.Framework.Search

» To improve performance, assign to the user account under which Solr services will
run permission to lock pages in memory.

E‘: Local Security Policy

File  Ackion  Wew Help

. - —
& | 1@ XE = | HE
_é Security Settings Policy =
& Account Policies | Bypass traverse checking
=R chal Palicies | Change the system time
4 Audit Policy | Change the time zone
5 User Rights Assignment Create a pagefile
’—él Security Options :Create a token object
~| Windows Fireweall with Adwance Create global obiscts
j Metwork List Manager Policies X )
" Public Key Policies | Create permanent shared objects
| Software Restrickion Policies | Create symbolic links
| Application Contral Policies | Debug programs _
g IP Security Policies on Local Co | Dervy access ko this compuoter From the
| Advanced Aodit Policy Configu |Deny log on &= a batch job
| Deny log on as a service
| Dery log an lacally
| Deny log on through Remote Desktop
| Enable computer and user accounts ko
| Force shukdown from a remote sysker
| Generate security audits
| Impersonate a client after authenticat
| Increase a process working set
| Increase scheduling priority
| Load and unload device drivers
. Lock pages in memory
|Log on as a batch job
| Log on as a service
Crawling

» If a full crawl fails, the next crawl is a full one (even if a request for an incremental
crawl was received).
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Search results

» The search ignores words in a custom summary.

» If you search a Web calendar title, the results include random words with the
search text.

» Some results from PageBuilder pages return concatenated text.

» In some asset summaries, asterisks (*), question marks (), and other special
characters appear.

« Ifyou

1. Import a .doc file to the Ektron Workarea.
2. Copy and paste that file in another folder.
3. Run acrawl.
4. The second document can only be searched by its title.
o Ifyou
Publish a content block.
Crawl the content.
Edit the content block, and set the golive date to a future date.
Publish the content.

Crawl the content, you see this error:
Error: java.lang.IllegalArgumentException: Source input stream may
not be null
« Ifyou

1. Install and register a site.

2. Open the Solr admin console and reload your core.

3. Try to register the site again, you see this error:
The site registration process encountered an error while attempting
to remove an existing Solr core for your site.

The process cannot access the file 'tlog.0000000000000000000'
because it is being used by another process.

u A W N =

4. Toresolve, stop and start Tomcat to register the site again.
» Solr misinterprets some complex queries.

» The Workarea’s search results include content for which the user does not have
read permission. If a user clicks such content, he is denied access.

» If a search term exists in a document in a location beyond 100,000 characters, the
document appears in search results but its highlighted summary is blank.
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Solr ManifoldCF database maintenance

"In a country with high lev. Search

Advanced Search ~

No highlighted summary appears

fworkareaDownloaddsset aspxfid=431 4/21/2014 4.37.01 P

175SPMP

fworkareaDownloaddsset asprid=d24 4/21/2014 1.29:53 P

If desired, you can increase the number of characters beyond which the
highlighted summary appears with search results. If you do, you may see a
degradation in your search's performance. To increase the number of characters,
follow these steps.

1. OpencC:\Program Files (x86)\Ektron\Search2.0\Solr\cores\
[CoreName]\conf\solrconfig.xml.

2. Increase the value of the h1.maxAnalyzedChars property.

<int name="hl.maxAnalyzedChars">100000</int>

Solr ManifoldCF database maintenance
See https://portal.ektron.com/KB/10171/.

Templated search controls

The FacetsView control does not support ranged facets for integer, decimal, and date
properties.

Setting up Microsoft Search Server
2010 Express

IMPORTANT: As of Ektron version 9.3 SP1, Microsoft Search Server 2010 and
Microsoft Search Server 2010 Express are no longer supported.
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This section explains how to install Microsoft Search Server 2010 Express. After
installing it, follow Configuring Microsoft Search Server on page 327 to configure the
search provider. To learn how to use the search, read Using Microsoft Search Server
features on page 352.

Prerequisites

You have purchased and deployed Microsoft Search Server 2010. See also: Product
Licensing Search.

An understanding of Microsoft Search Server 2010, Best practices for Search
Server 2010

Before beginning the installation, review these Microsoft documents.

o Hardware and software requirements: https://technet.microsoft.com/en-
us/library/bb905370(v=office.14).aspx#BKMK _hw_regs

o User requirements: https://technet.microsoft.com/en-us/library/ff717834
(v=office.14).aspx

o Installation of Microsoft Search Server 2010:
https://technet.microsoft.com/en-us/library/ee808898(v=office.14).aspx

Both servers can browse to each other across the network.
The search, SQL, and CMS servers must be on the same domain.

On your Microsoft Search Server 2010 server
o Create a Windows user for search purposes. The user should be
® a domain user

® assigned the "log-on as a service" role

® a member of the administrators group. That user must be logged in when
Microsoft Search Server 2010 is being installed.

o Open port 6080 (used by the Protocol Handler Service)

On your Ektron server
°© Open ports 6080 and 6081 (used by the CMS File Helper Service to
communicate Ektron services and copy files between the Web and Search
servers)

o Set SQL Security to SQL Server and Windows Authentication mode

° Through SQL Management Studio, add the Windows login that you created on
your Microsoft Search Server 2010 server. Assign to that user
® db_creator role

® gsecurityadmin SQL role
Microsoft Search Server 2010 uses that login to access the Ektron database.

BEST PRACTICE
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You should update your Ektron site's web.config file's
<connectionstrings> tag with the username and password of that
SQL user. Set Integrated Securityto False. Then, loginto
Ektron to verify that the connection string is valid. See also:
Managing web.config on page 78.

» On your database server
° Open Port 1433

Installing Microsoft Search Server 2010 Express

1. Install or upgrade Ektron on its server, using the normal procedure. See also:
Installing Ektron on page 9, Upgrading to Ektron 9.10 SP3 on page 37.

2. When prompted to choose a search provider, choose Microsoft Search Server 2010
Express. If you already chose another search provider but want to switch, see
Changing your search provider to Solr on page 291.

Ektron CRAS400,MET =

Search Provider

kf ron leas arch provider you intend to uze with your Ektran site.
gl is Wi i { ChM5S i i wi

ThistallStield ’ < Back ” Mext » l Cancel

3. Continue the Ektron installation.

4. Download Search Server Express 2010 on the server that will host it. See
http://www.microsoft.com/en-us/download/details.aspx?id=18914.

NOTE: If you are using SQL Server 2012, install Microsoft Search Server
Express 2010 SP1.
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10.
11.

12.

13.

Setting up search for your website

Launch the Search Server Express installation file. The installation wizard installs
the necessary prerequisites.

Accept the Microsoft Software License Terms. Click Continue.
When asked to install as a Standalone or ServerFarm, choose ServerFarm.

On the Server Type dialog, choose Complete then click Install Now. The
Installation Progress screen appears.

The following screen appears. Click Run the SharePoint Products
Configuration Wizard now then Close.

rer 2010 Ex ..- i

Microsoft® Search 5e

onfiguration Wizard

o complete configuration of your server, you must run the SharePoint Products
guration Wizard.

Run the SharePoint Products Configuration Wizard now.

The SharePoint Products Configuration Wizard appears. Click Next.

A notice about services that may be affected during the configuration appears.

Click Yes.

The Connect to a server farm dialog appears. Select Create a new server

farm then click Next.

Enter the database server and name along with account information. Then click
Next.
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SharePoint Products Configuration Wizard

Specify Configuration Database Settings

All serversin aserver farmmust sharea configurationdatabase. Typethe databaseserver and database
name, If the database does not exist, it will be created. To reusean existing database, the database mustbe
empty. Foradditional information regarding databaseserver security configuration and network acoess
pleaseseehelp.

Database serven |

Database name: SharePoint_Config

Specify Database Access Account

Select an existing Windows account that this machine will always useto connect to the configuration

database. Ifyour configurationdatabaseis hosted onanotherserver, youmust specify a domainaccount.

Typetheusernamein the form DOMAIN\User_MName and passwordfor the account.

Username:

Password:

14. The Specify Farm Security Settings screen appears. Enter any password. You will
need this password to work with the SharePoint Products farm.

15. The Configure SharePoint Central Administration Web Application screen appears.
Accept the default port number or enter a different one.
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SharePoint Products Configuration Wizarc E : E

Configure SharePoint Central Administration Web Application

A SharePoint Central Administration Web Application allows you to manage configuration settings for a server
farm. The first server added to a server farm must host this web application. To specifya port numberfar the
web application hosted on this machine, check the box below and type a number between 1 and 65535. If
you do not specify a port number, a random one will be chosen.

[7] Specify port number: | 474355

Configure Security Settings
Kerberos is therecommended security configuration to use with Integrated Windows authentication. Kerberos
requires special configurationby the domain administrator. NTLM authentication will wark with any
application poolaccountand thedefault domain configuration. Show memore information.
Choosean authentication provider for this Web Application.

@ NTLM

(") Negotiate (Kerberos)

(<o [ mext> ][ conl |

Under Configure Security Settings, choose NTLM. Click Next.
The Configuration Successful message appears. Click Finish.

The SharePoint Central Administration opens with dialog about Customer
Experience Improvement. Select No (or Yes) then click OK.

The Central Administration > Configure your SharePoint farm page appear. Click
Start the Wizard.

Select Use existing managed account then click Next.
The page to create a top-level website displays. Click Skip.
The Farm Configuration Wizard complete page appears. Click Finish.

On the Ektron server, copy C:\Program Files
(x86) \Ektron\CMS400

versionnumber\Utilities\SearchServer\EktronSearchConfiguration.exe.
On the Search Server Express server, paste and run
EktronSearchConfiguration.exe as an administrator. The Search
Administrator Credentials screen appears.

Enter the domain, username, and password of a user who is a member of the
Windows Administrator group on the Search Server Express server. Click Next.
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EktronSearchConfiguration - InstallShield Wizard

Search Adminiztrator Credentials

ktron

Tiystal| Shield < Back n Met > Cancel

EktronSearchConfiguration - InstallShield Wizard
WebSite location

ter the path pou want the Ektr

ktron

ation Folder

Browsze. .

Tnistal Eneld
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27. Select the port number to use with the Ektron query service website.

EktronSearchConfiguration - InstallShield Wizard [ x|

Ektron website port number

Thistal Shield ’ < Back ” Memt » ] Cancel

28. The following screen appears. Click Yes even though you are using Search Server
Express.

Are you using Microsoft Search Server 2010 as

I.-"'_"‘*-I vour search provider?

k- -

If you are using Microsoft FAST Search for
SharePoint 2010, click 'MNa'.

Yes

29. The Ektron Search Configuration files are installed and configured.
30. You are prompted to run the Ektron Search Configuration Utility. Click OK.
31. The InstallShield Wizard Complete dialog appears. Click Finish.

32. Run the Search Configuration utility on the Ektron server. For documentation of
that process, see Configuring Microsoft Search Server on page 327.
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Setting Up Microsoft Search Server
2010

IMPORTANT: As of Ektron version 9.3 SP1, Microsoft Search Server 2010 and
Microsoft Search Server 2010 Express are no longer supported.

This section explains how to install Microsoft Search Server 2010. After installing it,
follow Configuring Microsoft Search Server on page 327 to configure the search
provider. To learn how to use the search, read Using Microsoft Search Server features
on page 352.

Prerequisites

» You have purchased and deployed Microsoft Search Server 2010. See also: Product
Licensing Search.

» An understanding of Microsoft Search Server 2010, Best practices for Search
Server 2010

Before beginning the installation, review these Microsoft documents.

o Hardware and software requirements: https://technet.microsoft.com/en-
us/library/bb905370(v=office.14).aspx#BKMK hw_regs

o User requirements: https://technet.microsoft.com/en-us/library/ff717834
(v=office.14).aspx
o Installation of Microsoft Search Server 2010:
https://technet.microsoft.com/en-us/library/ee808898(v=office.14).aspx
» Both servers can browse to each other across the network.
e The search, SQL, and CMS servers must be on the same domain.
» On your Microsoft Search Server 2010 server

o Create a Windows user for search purposes. The user should be
® 3 domain user

® assigned the "log-on as a service" role

® a member of the administrators group. That user must be logged in when
Microsoft Search Server 2010 is being installed.

o Verify that the server meets the Optimizing Microsoft Search Server 2010 with
Ektron on page 333

o Open port 6080 (used by the Protocol Handler Service)

Ektron Reference | 317



http://microsoftvolumelicensing.com/ProductPage.aspx?pid=174
http://microsoftvolumelicensing.com/ProductPage.aspx?pid=174
http://technet.microsoft.com/en-us/library/dd183108.aspx
http://technet.microsoft.com/en-us/library/hh418039
http://technet.microsoft.com/en-us/library/hh418039
https://technet.microsoft.com/en-us/library/bb905370(v=office.14).aspx#BKMK_hw_reqs
https://technet.microsoft.com/en-us/library/bb905370(v=office.14).aspx#BKMK_hw_reqs
https://technet.microsoft.com/en-us/library/ff717834(v=office.14).aspx
https://technet.microsoft.com/en-us/library/ff717834(v=office.14).aspx
https://technet.microsoft.com/en-us/library/ee808898(v=office.14).aspx

Setting up search for your website

» On your Ektron server
°© Open ports 6080 and 6081 (used by the CMS File Helper Service to
communicate Ektron services and copy files between the Web and Search
servers)

o Set SQL Security to SQL Server and Windows Authentication mode

° Through SQL Management Studio, add the Windows login that you created on
your Microsoft Search Server 2010 server. Assign to that user
® db_creator role

® securityadmin SQL role
Microsoft Search Server 2010 uses that login to access the Ektron database.

BEST PRACTICE

You should update your Ektron site's web.config file's
<connectionstrings> tag with the username and password of that
SQL user. Set Integrated Securityto False. Then, loginto
Ektron to verify that the connection string is valid. See also:
Managing web.config on page 78.

» On your database server
° Open Port 1433

Microsoft Search Server 2010 features

» A configuration screen for connecting Ektron server with the server hosting
Microsoft Search Server 2010. That screen also monitors the status of search
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crawls.

=1ax|

Site Registration

Content sources for your CMS site must be registered with the Microsoft Search Server, A content source
is @ sat of options specifying the type of content to crawl, whan to perform that crawl, and how desp to
cravl.

«” This site has been registered.

Further changes can be saved by registering you:
I Site Registration CM5 Database: W510552 | CMS400Daveloper
Crawl Management
Site ID: 1
Database: CMS400Developar

Database Server:  WS510652
Site URL: hitp:ffWS10652/CMS400Developar
ersion: 8.5.0.320

CMS Database Connection String:

Zearch Server must connect to your CMS site's database in order to crawl its content. Pleass
verify that the connection string that appears below is valid.

$10652; database=CMS5200Developer; Integrated Security=Falss;user=remote;pwd=remats; | 1)

Crawl Interval:

‘Your CMS site checks to see if content or related CMS objects were added or updated within
the interval configured below. If any changes occurred, a crawl is performed.

Interval: I 300 saconds

Search Server Credentials:

Your CMS site must authenticate with Search Server when submitting a query. Flease enter
the cradantials for 2 Windows user with access to your Szarch Server indexes.

m

Domain: I

Usarnamea: I Administrator

Pasgword: *eeessssss é

+ | Advanced Options...
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Setting up search for your website

» You can also manage search via SharePoint 2010's Central Administration console.

ite

ons -

[ ]

Browse

Page

. _' SﬁgrePointmo Central Administration » Search Service Application: Search Administration

Administration
Search Administration

Farm Search
Administration

Crawling

Content Sources

Crawl Rules

Crawl Log

Server Name Mappings
Host Distribution Rules
File Types

Index Reset

Crawler Impact Rules

Queries and Results
Authoritative Pages
Federated Locations
Metadata Properties
Scopes

Search Result Removal

Reports
Administration Reports

Web Analytics Reports

System Status

Crawl status
Background activity
Recent crawl rate
Searchable items
Recent query rate
Propagation status
Default content access account
Contact e-mail address
Proxy server

Scopes update status
Scopes update schedule
Scopes needing update
Search alerts status

Query logging

Crawl History

Content Source

ektron1SMACDONALDLONTrek
106520nTrek

0652elntranet
WS10196_FrezsReleases
WS10196_FrezsReleazes

WS10196_PrezsReleases

Type
Incremental
Full
Incremental
Incremental
Incremental

Incremental

» Workarea screens that let you
o view the status of search crawls
° begin new ones if needed

Search Status
e~ |

Status Item
Content Source Name
Query Credentials
Crawl Request Pending
Current Action
Pending Action
Crawl Start Time
Crawl End Time
Crawl Duration

Crawl Interval

Ektron 9.10 SP3

Walue

ektron1¥WS10652CME4000eweloper

Administrator

R[]

Idle

Mone

AI212011 2:02:36 PM
A1212011 2:058:16 PM
a0:02:40

a0:0s:00

Start Time

8/29/2011 12:
8/29/2011 12:
8/29/2011 11:
8/28/2011 11:
8/27/2011 11:
8/26/2011 11:

Description

Online for crawling

None

0.00 items per second

8598

0.00 queries per minute

Idle

SMACDONALD1\Administrator

no-reply@ektron.com

None
Idle

Automatically scheduled

1]

Off Enable

On Disable

End Time

35PM  8/29/2011
27 PM  8/29/2011
42 AM  8/29/2011
55 PM 8/28/2011
S5 FM
55 PM  8/26/2011

The index associated with your site.

Duration
00:01:50
00:01:50
00:01:50
00:02:00
00:02:00
00