Ekiron Reference

Ektron 9.20 SP2




Ektron Reference

Ektron 9.20 SP2
November 2017
Optimizely
542 Amherst St.
Nashua, NH 03063

www.optimizely.com

Ektron Reference Release Notes

DA

Web version of the Ektron Reference

http://documentation.ektron.com/cms400/v9.20/Reference/Web/EktronReferenceW
eb.html

Web version of the Release Notes

http://documentation.ektron.com/current/ReleaseNotes/web/ReleaseNotes__
WebHelp.htm

© Optimizely All rights reserved.

Ektron is a registered trademark of Optimizely



http://www.episerver.com/
http://documentation.ektron.com/cms400/v9.20/Reference/Web/EktronReferenceWeb.html
http://documentation.ektron.com/cms400/v9.20/Reference/Web/EktronReferenceWeb.html
http://documentation.ektron.com/current/ReleaseNotes/web/ReleaseNotes_WebHelp.htm
http://documentation.ektron.com/current/ReleaseNotes/web/ReleaseNotes_WebHelp.htm

Table of Contents

Table of Contents

Getting started with EKtron ... 5
Installing EKIrON 9
Upgrading to Ektron 9.20 SP2 ... 35
Securing EKrON 53
Setting Up EKIrON 67
Setting up your CMS folder structure ... 133
Distributing resources with 3-tier architecture ... 159
Setting up search foryourwebsite ... 173
Creating a mobile-driven Web experience ... 449
Analyzing WeDSIteS ... . 475
Editing in EKtron .. . 545
Managing CoNteNt ... 583
Creating Web pages with PageBuilder ... 983
Ektron's social business software ... 1021
Ektron's marketing suite ... 1025
Creating personalized Web experiences withpersonas ...................................... 1039
Connecting visitors with targeted content ... 1055
Measuring Web experiences with multivariate testing ... 1079
Managing calls to action ... 1091
Managing [anding Pages ... 1099
Managing a blog platform ... 1133
Creating and using Widgets ... 1163
Creating menus foryourwebsite ... 1227
Organizing content with taxonomies ... 1245
Creating user-friendly URLs with aliasing ... ... 1285
Navigating a website with breadcrumbs ... 1313
PersonalizingaWeb page ... 1319
Assigning and managing tasks ... 1331
Creating business rules for yourwebsite ... 1353
Sending Web Alert emails to subscribers ... 1361
Working with multi-language content ... 1385
Managing users and USEr groUPS .............cooii oo 1431
Managing user COMmMUNILIES ... 1497
Conducting @COMMEICE ... 1597

Ektron Reference I 3




Targeting content with GeolP information ... ... 1773
Synchronizing Servers UsSiNng €SYNC ... 1779
Viewing network serverdiagnostics ... ... 1895
Using the eWebEdit400 editor ... 1911
GlOS S aANY .o 1947
N X 1949

4 | Ektron 9.20 SP2




1

Getting started with Ektron

Ektron Reference | 5




Getting started with Ektron

Ektron manages the life cycle of content, from creation to approval and publication. It
helps your organization set up a process for overseeing changes to a website,
indicate the status of content within that life cycle, and inform the next approver that
it is their turn to review the content.

Business users, such as marketing or public relations professionals, can author,
manage and publish Web content, build and deploy Web forms, and collect and

leverage visitor information. The editor supports the industry’s best in-context

editing environment, ensuring user adoption and project success.

People interact with your Ektron website in different ways. Some people operate in
different roles, and sometimes different roles overlap in activity. For example, a
developer uses PageBuilder to create page structures, while content authors use
PageBuilder to build a page in those structures. Similarly, some administrators and
developers may perform installation and set-up actions.

The major roles for people interacting with your website are as follows:

» CMS User (Content Author). creates content for your website and may edit
the content in context on the Web page or in the Workarea. Content authors can
have specialized roles and permissions, such as a discussion board
administrator.

o Ektron's marketing suite on page 1025
® Creating personalized Web experiences with personas on page 1039

® Connecting visitors with targeted content on page 1055
® Measuring Web experiences with multivariate testing on page 1079
® Managing landing pages on page 1099
® Managing calls to action on page 1091
® Managing a blog platform on page 1133
® Fktron's marketing suite on page 1025
® Analyzing websites on page 475
® Targeting content with GeolP information on page 1071
o Editing in Ektron on page 545
o Creating PageBuilder pages on page 985
o Editing content on a PageBuilder page on page 989
°o Managing content on page 583
o Working with Ektron content on page 614
o Working with assets in the Document Management System on page 641
o Working with files in the library on page 665
o Working with collections on page 732
° Managing user communities on page 1497
o Working with discussion boards on page 925
o Working with forums on page 937
o Assigning and managing tasks on page 1331
o Working with calendars on page 905
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Getting started with Ektron

» Marketer. marketing campaign managers, lead generation managers, digital
marketers, and content marketing managers.
» Ektron's marketing suite on page 1025

» Creating personalized Web experiences with personas on page 1039
» Connecting visitors with targeted content on page 1055

» Measuring Web experiences with multivariate testing on page 1079
» Managing calls to action on page 1091

» Managing landing pages on page 1099

* Managing a blog platform on page 1133

» Analyzing websites on page 475

» Personalizing a Web page on page 1319

« CMS Administrator. manages the website including access to all content,
taxonomies, users, rules, and settings.
o Setting up your CMS folder structure on page 133

°o Managing content on page 583

o Working with Ektron content on page 614

o Approving content for publication on page 681

o QOrganizing content with taxonomies on page 1245

o Creating a mobile-driven Web experience on page 449
o Synchronizing servers using eSync on page 1779

o Developing wireframe templates on page 999

o Using responsive frameworks with PageBuilder on page 993
o Applying adaptive image resizing on page 464

o Personalizing a Web page on page 1319

o Creating and using widgets on page 1163

o Creating menus for your website on page 1227

o Creating user-friendly URLs with aliasing on page 1285
o Navigating a website with breadcrumbs on page 1313
o Working with multi-language content on page 1385

° Analyzing websites on page 475

o Defining roles on page 1456

o Creating business rules for your website on page 1353
o Working with Smart Forms on page 807

o Viewing network server diagnostics on page 1895

° Managing users and user groups on page 1431

o Sending notifications to a community on page 1535

o Sending Web Alert emails to subscribers on page 1361

« Web Administrator. installs, upgrades, or migrates sites to Ektron and gets
Ektron ready for use.
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Getting started with Ektron

Ektron release notes

Ektron system requirements

Installing Ektron on page 9

Upgrading to Ektron 9.20 SP2 on page 35

Securing Ektron on page 53

Setting up Ektron on page 67

Setting up search for your website on page 173

Ektron Digital Experience Hub release notes on page 445
Distributing resources with 3-tier architecture on page 159
Using LDAP with Ektron on page 1490

» Developer. writes API code, modifies ASPX pages, creates wireframe templates
with PageBuilder, and create widgets to customize your website.

o

o

o

o

[}

e}

e}

o

Framework API

Framework UI

Templated server controls

Server controls

Strategies

Constants

Ektron Markup Language

Creating and using widgets on page 1163

For information about developing a Web strategy, see Creating a mobile-driven Web
experience on page 449.
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Installing Ektron

For information about system requirements for the current release, see System
Requirements. If your system does not conform to them, you should upgrade before
installing or upgrading Ektron.

IMPORTANT: Each deployment has unique requirements. Ektron recommends
that you engage with a Certified Ektron Partner when making decisions about the
needs of your production environment.

License keys

IMPORTANT: Read the Ektron Perpetual License Agreement before installing
Ektron software.

Ektron controls the usage through a license key, a unique code assigned to your
domain. Your license key is included in the email that is sent when you request or
purchase Ektron.

When you login to a website that contains Ektron, it checks the license key(s) against
the domain.

If the URL of a valid license key matches the URL of the site being accessed, the
Workarea appears.

If no valid license key is found for the URL of the site being accessed, Ektron is
disabled and you must log in the with Builtin account to change the License Key.

If you have a broken license key or a license key with an incorrect base URL, an error
message appears in the Ektron Login window. The message states, “Error: A license
violation has occurred and the application is presently locked. Please see your
administrator.” If this message appears, login with the Builtin account and reenter
your license key. If the message continues to appear and you are sure you have a
valid key, contact Ektron Support.

Domains in which you can use a license key

The license key is assigned to a base URL, typically your domain name. For example,
if your domain name is www.mycompany . com, the license key follows this pattern:
WwWw .mycompany.com (expdate) (Modifiers) ?1234567890.

Each domain requires its own license key. For example, to support the domains,
WWW.mycompany.com, sales.mycompany.com and Support.mycompany.com, YOu need
3 license keys.

When you purchase a license key, be sure to register a domain name, not an IP
address. Although Ektron supports IP addresses, the domain that you license
becomes the required URL in the browser address. For example, if you register
192.168.0.1, you would need to access the site as
http://192.168.0.1/somedirectory/myloginpage.aspx. Because users would
typically not identify a Web page by its IP address, register a domain name instead.

Using Ektron without a license key
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Inserting the license key

For evaluation purposes, when you install Ektron, you do not need a license key.
During the installation process, leave the License Key field blank and click Next on
the License screen. This lets you use Ektron as localhost.

Inserting the license key

You are prompted to enter a license key during installation. If you do not, enter it by
choosing Workarea > Settings > Setup > Edit and completing the License Key
(s) field.

When cutting and pasting license keys, keep the full license key intact without adding
or deleting characters. License keys that are changed in any way render Ektron
inoperable.

Upgrading a license key

If you upgrade Ektron and want to replace the old license key with a new one, choose
Workarea > Settings > Setup > Edit. Next, add the license key to the License
Key(s) field. If you want to add new keys in addition to old keys, create a comma-
delimited list of keys in the License Key(s) field.

Installing Ektron

By default, the installation places files in 2 server locations:
e C:\Program Files (x86)\Ektron\CMS400vxX.sample and minimal databases,
documentation, utilities, setup files for creating additional sites.

e C:\Inetpub\wwwroot\site root. bin folder, Web services, scripts, supporting
files, uploaded files and images, graphics used in Ektron, CustomAPI, and so on.

NOTE: The bin folder stores Ektron’s binary executable files. .NET
automatically searches this folder for .dll files.

During installation, the ASPNET or IIS_WPG and IUSR users are given permission to
create folders in these directories:
e C:\Inetpub\wwwroot\site root\uploadedfiles

e C:\Inetpub\wwwroot\site root\uploadedimages

Before you install

1. Create a folder for the site. Make sure the drive and folder to which you install
your Ektron website have sufficient space. Anticipate future needs, since the site
is likely to grow over time.

2. Make sure that Internet Information Server (IIS) is installed on your server. See
Creating multiple websites on a single server on page 90.

3. Install the Application Server role on your server. For more information, see
https://technet.microsoft.com/en-us/library/cc754684.aspx.
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4. Create an IIS site. See also: How to set up your first IIS Web site.
a. OpenIIS.

b. In the left panel, right click the Sites folder and choose Add Web Site.

c. Inthe Add Web Site dialog, insert sitename, hostname, and physical path
for the new site.

IMPORTANT: Ektron does not support the installation of nested sites,
each having its own web.config file. Nested sites can disrupt features,
such as Aliasing, Menus, and eSync.

Also, do not install the site under another application’s folder within Web
root, nor to an IIS Application under another site.

@-id |7 |8
- &5 Start Page
=93 HOTSPARE! (HOTSPARELAdir
-} Application Poals

= @ | Sites
=143 Default Web Site
- | gsprebclient
L et
+-€D hobsparets
P Test
- | F |8

o *d:il Stark Page
=183 HOTSPAREL (HOTSPAREL}Admit
- o Application Paals
- & Sites
-3 Default web Site
- f-hetsparela
@ Correct

5. If you are setting up one website that uses multiple Ektron servers and points to
a single database server, make sure both servers connect to the same database.
This configuration ensures that membership user registrations, forum/blog
posts, statistics, and so on, are the same on both servers. For more information,
see Setting up Ektron on page 67.

6. Decide which search provider you will use. See also: Search providers on
page 174.
If you will use any Microsoft search provider, install it. See also: Working with
Microsoft FAST search on page 414; Setting Up Microsoft Search Server 2010 on
page 293; Using Solr search on page 196
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Installing the Ektron base

7. Enable IIS 6 metabase compatibility and ASP.NET. To do that:

a. From the Windows Control Panel, choose Programs and Features.
b. From the left panel, choose Turn Windows Features On or Off.

@vaj » Contral Panel » Programs and Features - ‘ ¢f| Sea

Tasks i
= Uninstall or change a program

View installed updates
To uninstall 2 program, select it from the list and then click "Uni

(3et new programs online at
Windows Marketplace

: Organize » 1= Views .
View purchased software
o

{digital lacker) Marne Publishe
IS Turn Windows features on or | BN T EE N dE Pty Adobe &

off B2 2dobe Reader 8,10 Adobe §
Eadobe® Photoshop® Album Starter Edition 3.2 http: e
Lo ALPS Touch Pad Driver

.Eraadcam Managernent Programs Broadco
o e B e

c. Click to open Internet Information Services > Web Management
Tools > IIS 6 Management Compatibility.

d. Check IIS Metabase and IIS 6 configuration compatibility.

e. Click to open Internet Information Services > World Wide Web
Services > Application Development Features.

f. Check ASP.NET.
g. Click OK.

8. Obtain a license key from Ektron. Send email to license@ektron.com.

Installing the Ektron base

1.

Contact your Ektron account manager to obtain a link to download Ektron.
Double click the downloaded CMS400Basevreleasenumber.exe file.

Ektron verifies that your server has all required components. You must install
any missing ones before you can continue.
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Installing Ektron

Ektron ChA5400

E ktron CM 5400 Prerequisites Checkhst

4 Check if curent user iz an administratar

4 Check if server iz NTFS

4 Check if system is Win2008 sp2 or greater

4 Check if 15 is installed
4 Check if MET 4.5 iz installed

4 Check if 85P.MET iz installed

4. A screen displays Ektron’s License Agreement. Read it and click I Accept. If you
do not accept, the setup ends.

Licenze Agreement
Fl ad the |

y
ektron

“ READ THIS BEFORE LOADING SOFTWARE™

OUR RIGHT TO USE THE PRODUCT DELIVERED 15 SUBJECT TO THE TERMS AND
CONDITIOMS SET OUT IM THIS LICENSE AGREEMENT. USIMNG THIS PRODUCT
SIGHIFIES vOUR AGREEMENT TO THESE TERMS. IFvOU DO NOT AGREE TO THIS
SOFTWARE LICENSE AGREEMENT, DO NOT DOWMLOAD.

CUSTOMER should carefully read the following terms and conditions befare uzing the
zoftware program(z] contained herein [the "Software"). Downloading and/ar uzsing the
Saftware or copying the Software onto CUSTOMER'S cormputer hard drive indicates
CUSTOMER S acceptance of these terms and conditions. If CUSTOMER does not agree
with the terms of this agreement. CUSTOMER should not download.

Ektron, Ihe. ["Ektron''] grants, and the CUSTOMER accepts, a nontransferable and
nonexcluzive License to uze the Software on the following terms and conditions:

1. Licenze: Licensor hereby grants to Licensee a worldwide, fully paid. royalty free,
imrevocable not-excluzive licenze [the "'License’"] to uze the following Software:

CHSA00.MET [specify Professional with number of LUIRLz and seats, or Enterprise Package
with Lnlimited Usgers and Unlimited URLs on a single server]

Q0 | do not

Lnistaf| field [ < Back H et > ‘ I Cancel J

5. Select Complete to install all components. Or, select Custom to choose which
components to install. You can also choose where to install them.
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Installing the Ektron base

up type.

d. [Fequires the mao

want installed. Recommended for advanced

’ < Back ” Mewt » ] Cancel

6. When you click Next, the install checks for SQL or SQL Express on the server. If
SQL is not installed, a dialog prompts you to install SQL Express.

7. If you will use a remote SQL server, click Continue. If you plan to use SQL
Server on this computer, click the link on the message to install SQL Server
Express 2008 R2 RTM. If you do, the Ektron installation terminates. After

installing SQL Server Express, restart the Ektron installation.
)
Mo SOL Server wasdetected onthis system. SOLServer 20055P2 or gieateris required. 1fyou planonusing

aremote SQL Server. click 'Continue’ to proceed. Adownload link for SQL ServerExpress 2008 B2 RTM is
provided below. Clickingthe SOL Express download ink willclose the Ektion CMSAM0NET mstall

Microsoft SOL Server Express 2008 B2 RTM: http:go. microzoft com/frlink. PLinkld=18E6733

| tomtinue |

4

8. The Ready to Install the Program screen appears. Click Install. The
installation program copies files to the c: \Program Files folder.
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Installing Ektron

Heady to Install the Program

The wizard iz ready to begin installation.

kiron

Instalahiel [ < Back H Fnstall | ] Cancel

IMPORTANT: After completing the installation, further configure your
permissions based on your network security model before using Ektron.

9. Click Yes to check for updates. This verifies that you have the latest version of
Ektron.

Question

.

I I would waou like the inskall ta check For updates?

. r

10. You might be prompted to restart your server. If so, you should restart now.
Otherwise, the installation begins.

IMPORTANT: If this dialog appears, do not run the site setup until the
system reboots.
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Installing a site

InztallShield Wizard Complete

A reboot of your spetem in now required to continue setup of CS400.

| <Back || Finsh | [ Concel |

After you install Ektron, the web.config file is updated as follows.

o ek_sitePath. webroot/siteroot

o ek_buildNumber. Current build number of Ektron

» ek_cmsversion. Current version of Ektron

» Connection String. Information about the database's connection to Ektron
See also: Managing web.config on page 74

Installing a site

NOTE: Continue with these steps after completing Installing the Ektron base on
page 13.

The installation copies the following folders from C:\Program Files
(x86) \Ektron\CMS400vxx to the Web root folder you specify:

« BIN

» workarea

» documentation

» uploaded files and uploaded images

» alogin page

« the Visual Studio solution file

1. You can create a new site manually by clicking the cms400sitesetup.exe file
located in C:\Program Files (x86) \Ektron\CMS400vxx\Utilities\SiteSetup
or by choosing Start > Programs > Ektron > CMS400vXX Utilities >
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Installing Ektron

CMS400 Site Setup. The Setup Type screen appears.

If you're using Windows 8 or 2012, press the Windows key (ﬂ)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

2. Choose an option and click Next.
+ CMS400 Full Installation. For setting up a new site installation.

« CMS400 Upgrade. For upgrading existing site's database and site files.

« CMS400 Database Setup. For setting up a new site database. Site files,
such as .aspx pages, are not included in this setup.

3. Inthe License Key field, enter your primary license key for Ektron. License keys
are typically emailed to your organization when you request a copy of the
application. When cutting and pasting a license key, keep it intact without adding
or deleting characters. If you do not have license keys now, you can insert them
later.

License Key

Iristalatield l < Back ” Mest » ] Cancel

4. Select a site to install. This screen does not appear the first time you run the site
setup for a starter site. If you run it again and have multiple sites, this dialog
appears.
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Installing a site

Please select demo site: E

Ektron Site Selection

ktron

ChS 400 Minsit ontainz the minimum components needed bo run a site.

Tiystal| el ’ Back l ’ Mewut l Cancel

5. Select from the drop-down list the site to which you want to install Ektron. You
created the site when preparing for the Ektron installation, as documented in
Step 4 of Before you install on page 11.

Webzite and Host zelection

kiron

Hast: localhost =

M Enter Host Marually

e tics:

LCancel

Tetallo el Back ] [
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Installing Ektron

6. Enter the destination folder for the site. If your website resides in a folder other

than the default, click Browse and go to that folder. The default reflects your
selection in the previous dialog.

WARNING! Do not install under another application’s folder within the Web
root.

IMPORTANT: Ektron does not support the installation of nested sites, each
having its own web.config file. Nested sites can disrupt Ektron features, such
as Aliasing, Menus, and eSync.

Site Path Directory

zelect another

Cancel

7. Enter the path of the Secure Asset Location. The Site Options screen appears.

IMPORTANT: If you plan to load balance several servers, make sure this
path is the same for all servers in the cluster. See also: Balancing the load on
your servers on page 94.

NOTE: Be sure the drive to which you install the asset library has sufficient
storage space plus room for growth.
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Secure Asset Storage Location

nation Faolder

e |

Cancel

8. You may see the following dialog.

Question

™% FEktron requires IP Restrictions to be set on several folders for
'e' security purposes, This requires the Microsoft IIS Feature to be
= enabled on this server, Waouold waou like For the installation ko enable
this and restrick access ko these specific site Folders? Select “es' to

conkinue or 'Mo’ to cancel the installation and configure this
rnanially,

Click Yes if you want the installation to

a. Enable IIS's IP Address and Domain Restrictions role.

b. Restrict access to the /workarea/webservices and /workarea/services
folders and the /workarea/ServerControlWs.asmx file, so they are only
accessible from localhost.

If you click No, the site installation is terminated.

For more information, see https://portal.ektron.com/kb/10234/.

If you click Yes and complete the installation, you may have to grant permission
to other servers that need to access the restricted folders and file. To do this:

a. GotolIs.
b. Choose the /workarea/webservices folder.
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Installing Ektron

c. Choose IP Address and Domain Restrictions.
Click Add Allow Entry from the right panel

e. Add IP addresses for each server that will access this server's
/workarea/webservices folder.

f. Repeat Steps a through e for the /workarea/services folder and the
/workarea/ServerControlWS.asmx file.
9. On the Search Provider screen, choose the search provider you will use with
Ektron.

Ektron ChAS400.MET

Search Provider

kiron

o Micr

& Micr

ion that iz free to

’ < Back ” Mext > l Cancel

See also: Working with Microsoft FAST search on page 414; Setting Up Microsoft
Search Server 2010 on page 293; Using Solr search on page 196.

10. On the Site Options screen, check each option you want to install.

NOTE: You should generate a security certificate because it lets the Ektron
Windows Service register Ektron sites with Search. Certificates also allow
content scheduling and are required for eSync.

See also:

» Viewing network server diagnostics on page 1895.
» Managing eSync security certificates on page 1830
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Setting up a database

InstallShield Wizard “

Site Options If pou

& eSync Security Certificates

kf ron Bl Diagnostic Utilty

Description:

eSync Secunty:  The eSync feature requires secunty certificates to ensure secure communication
between servers. A tool to generate the certificates will launch after the Site
Setup is finished winning.
You can run this tool later if desired but it must be run prior to using eSync.

Diagnostic Utility: - Provides information about servers in pour Ektron network. (CMS400.MET
server, connected database servers, and other servers with which your web
site has an eSync or Load Balance relationship.)

NOTE: eSync is only available if the eSync modifier is in your license key.

11. After choosing, click Install. The Moving Files dialog appears, and the following
things happen.
« files are copied to the site

» permissions are set for the site’s directories

o ASPNET, IIS_WPG, or Network Service user and IUSR are given permissions
to the directories

» the site is set up to use .NET 4.5
» web.config settings are configured
» IIS is configured

Setting up a database

If you are using a separate database server, you need the following information:

» Database server host name or IP address.

» If the database server is on the same domain as the application server, it
supports NT or SQL authentication.

» If the database server is on a separate domain from the Ektron server, it
supports SQL authentication.

* You have database administrator or database creator privileges .

NOTE: Continue with these steps after completing Installing a site on page 17.

Ektron Reference | 23




Installing Ektron

Your database contains information such as users and content blocks. The database
setup program:

» checks for SQL or SQL Express server. If either is installed on your server, an
appropriate database is set up.

» loads database tables

» updates the web.config file with information about your database connection,
based on your responses

1. You are prompted to set up a database. Click Yes.
rQuestiDn )

@ Would you like to run the database setup at this time?
- i

Mote: You must be able to connect to Microsoft SQL Server 200572008,
SQLExpress 2008 R2 RTM, SQL Server 2012 or a SQL Azure Database to
run this setup.

2. Enter a name for the database.

Database Name

Enter the database name pou would like setup to create.

kiron

l < Back ” MHest » ] Cancel

3. Enter the Ektron administrator user's password. It cannot be admin. You may
also change the user's username if you wish.
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Setting up a database

Ektron CMS400.MET

Admin User

ktron

Usert amne:

[ < Back ” Mext > l Cancel

After completing the installation, Ektron administrators may edit these values in
the Ektron Workarea > Settings > Users screen.

The Ektron administrator user is a member of the Administrators group. Group
members have access to all Ektron Workarea screens.

4. Enter the builtin user’s password. For information about the builtin user, see
Editing the builtin username and password on page 110.
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Builtin User

ktron

U serName:

Iniscallhield l < Back H Mext > l Caticel

5. Click Next. The SQL Server DB Setup screen appears and prompts for database
connection information.

SAL Server DB Setup

Tystal| Shield < Back n Mext > Cancel

» Server. List the database server on this system. To setup the database on
this server, accept the default. Otherwise, enter a SQL or SQL Express
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Setting up a database

server that already exists. For SQL, this would typically be (local) if it's
installed on the local server. Otherwise, enter the Server’s name. For SQL
Express, enter (local) \SQLEXPRESS.

+ Username. Enter the username you will use to access the database.
» Password. Enter the password you will use to access the database.

NOTE: If you want to use NT authentication, leave the username and
password blank. This will set up a trusted connection.

After you complete the screen, the setup verifies the database connection
information. If the database name already exists, you are asked to assign a
different name. When a connection is made and the name is available, the
installation program creates a database using the provided information.

6. If you did not leave the Username and Password fields blank on the previous
screen, the following screen appears.

7. The setup verifies the database connection information. If the database name
already exists, you are asked to assign a different name. If the name does not
already exist and a connection is made, the installation program creates a
database using the provided information.

8. Click Install to begin the installation. The Setup Status screen appears.

Setup Status

The InzstallShield *+izard is installing CRMS400MET SDE

ktron

ions.elntranetibinsD e

[ Cancel

9. When the SDK install is finished, the following screen appears. Click Finish. The
site and database setup portion of the install is complete.
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InstallShield Wizard Complete

kiron

i ]

| i

10. The following screen appears, providing information about setting up a search
provider. The message varies according to the chosen search provider.

Search Configuration: Apache Solr

Iﬁl YWou have selected Spache Solr as the search provider for your Ektron

W site. If wou have installed the Ektron Solr Search components on your

~ search server, ywou can register ywour site with the Ektron Solr
Administration console,

Please see the Ektron Reference for information on how to install the
Ektron search components and register your site,

Ok

11. If you checked the eSync box in Step 9 of Installing a site on page 17, the
following dialog appears.
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2 Ektron eSync Security Configurator

Troubleshooting installation issues

— Certifizate Generator

— Generate Certificates

Site Narme: [l

Site Path: FCinetpubh AT rek,

Web SItE |D HHEHEHEHE RS
= Local Server Hame: SMACDOMALDT

HMHHEHNMHME RN RS

Databaze Server:

REEREHERREE RN RN

D atabaze Mame:

Digeard Exizting Feys r

—&pply Bemate Server Certificates

i HE”:"?'tE Jerver C:hlozal secunty certificate
Certificate Folder

tanage Certz | Help

Status Al sites are now configured for eSyne.

Generate

To learn about eSync security certificates, see Part 2: Generate and copy

security certificates on page 1790.

Troubleshooting installation issues

Error: Failed to Create Directory

CMS400 - InstallShield Wizard

Q Error: Failed to create directory ciiinetpublwswrootCM34003ample as YWeb Application

in [15, Please perform this manually.

o

The possible cause and solutions are as follows:

» User does not have permission to create objects. Grant user permission to create
objects. For information on how to, read IIS Security help topic “Setting NTFS

Permissions for a Directory or File.”

http://localhost/iishelp/iis/htm/core/iidfpsc.htm

» Host is not localhost. Install Ektron on localhost machine only.

Error: Configuration error
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Server Error in '/' Application.

Configuration Error

Description: An srror oocurred during the processing of & configuration fie requined 1o service fhis regquest. Pleass review the specific smar detais below and mosity your configuration file sppropsiatey
Parser Error Message: Urvecoanized sttribute targetFramework’. Note that stirioute names sre case-sensitve

Source Error:

Line BO8: debugging ASP.NET files.

Line BO9: -

Line 810: ccompilation debug="false" targetFramework="4.0">

<buildProvi derss
cadd extensiol

Line 811
Line 813: n='", htm" types"System.Web,Compilation. PageBui 1dProvider” /3

Source File: Clinetpub\sited bweb config  Line: 510

¥ersion Information: Microsoft NET Framework Version:2 0 50727 4206, ASP.NET Yersion 2.0.507278

If Ektron requires .NET 4.0, but you server has a previous version of the Microsoft
.NET framework, Install the .NET 4.0 framework.

Installing Ektron on several servers

Perform these steps on the development server.

1. Complete all steps in Before you install on page 11.
2. Download and run the Ektron installation file, cMS400Basevversionnumber. exe.

3. In Windows Explorer, create a folder to be used for development (for example,
c:/cmsdev).

a. Atthe Setup Type page, select CMS 400 (Complete).

b. On the Site Setup screen, at the Select Site drop-down, select the site you
created in Step 3, dev.example.com. At Select Host, select the host you
entered for dev.example.com.

c. On the Site Path Directory screen, browse to the ¢: \cmsdev folder.

d. Onthe Host screen, enter http://dev.example.com or an IP address. A
window prompts you to define the Asset Storage Location. Enter
C:\assetlibrary\cmsdev and C:\assetcatalog\cmsdev. The Database
Setup utility begins. (See Setting up a database on page 23.)

4. Run the Site Setup utility by choosing Start > Programs > Ektron > Utilities
> CMS400 Site Setup. This installs the site on the development server. (See
Installing a site on page 17.)

If you're using Windows 8 or 2012, press the Windows key (ﬂ)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

a. Enter your database name, cmsdev to continue the example. (Do not leave
it as localhost.)

b. Enter your database server information, then the host, user and password.
The database is created. The site is ready for use.

c. Open Internet Explorerand goto http://yvour web site/login.aspx to
test the site.

d. Log in to make sure the database is working.
Using the steps, install sites to your staging and production servers.
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Uninstalling Ektron

Uninstalling Ektron

Uninstalling removes all Ektron files from your server. You might want to do this if
you installed Ektron, experimented with it, and now want to remove that version and
install a clean, new version.

IMPORTANT: Do not use the Windows Add/Remove programs utility to uninstall
Ektron. Use the uninstall utility instead.

To uninstall Ektron:

1.

2
3.
4

Close all programs that are using your Ektron website. Close all Ektron files.

. GotoC:\Program Files (x86)\Ektron\CMS400vxx\Utilities.

Copy the CMS uninstaller folder to your desktop.

. From that folder, run CMSUninstaller.exe. You can uninstall specific websites,

the Ektron application directory, or all Ektron files.

(B cMS Uninstaller (el e S |

CLOSE VISUAL STUDIO BEFORE CLICKING UNINSTALL!
Choose the site you want to uninstall

AinetpubwwwrootOn Trek * || Remove Website

Site Version: 9.0.0.181
Database Name: OnTrek

| Remove Websites Database
Remove Eltron Application directory (ncludes CeH)

Remowve Ektron Solr Files and Services

Remove All Sites and Application Directory {includes CheH)

| Uninstall |

Effect of removing a website

When you uninstall a website, the following happens.

i

The IIS and Indexing Service stops.
The website's database is deleted.
The website folder's files are deleted.
The IIS and Indexing Service starts.

Effect of removing a website's database

If you check the Remove Websites Database box, the site database is removed.
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Effect of removing the Ektron application directory

If you check the Remove Ektron Application directory box, the following items
are removed.
» All Ektron services

» These Program Files (x86)\Ektron directories (if they exist)
°© CMS400v76

o CMS400v75
o CMS400v70
o Dms400
o EktronWindowsService40
o EktronWindowsService30
o EktronWindowsService20
o EktronWindowsService
o EktronCmsFileHelperService
o EktronNotificationServices
° Plugins
°© CMS400SDK

» Various system directory files

» These registry entries
o Everything under Software\Ektron

o All StarterSite keys
o SDK install key
» The base installer key

Removing search server files and services

If you check the Remove Ektron Search Server Files and Services box, the
services and files that Ektron uses for Microsoft Search Server are removed. (This
action does not remove Microsoft Search Server 2010).

Removing all sites and application directory

If you check the Remove All Sites and Application Directory box, all Ektron files
are removed.

NOTE: After you complete the uninstall, you may need to manually remove the
AssetLibrary, EktronSearchData directories.

Removing third-party programs

To remove all third-party applications required to run Ektron, go to Windows Control
Panel > Uninstall a Program and remove these programs.
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» Your search provider (for example, Microsoft Search Server 2010)
» SQL 2008 R2 Reporting Services Sharepoint 2010 Addin

e Microsoft Sync Framework 2.1 SDK

» Microsoft Visual C++ 2010 x64 Redistributable

» Microsoft Filter Pack 2.0

» Microsoft Visual C++ 2008 Redistributable

e MSXML 4.0 SP2 Parser and SDK

» Microsoft Visual C++ 2005 Redistributable (x64)

» Microsoft Server Speech Recognition Language = Tele (enUS)
» Adobe PDF iFilter for 64bit platforms

» Microsoft Chart Controls for Microsoft .NET Framework 3.5

» Microsoft Server Speech Platform Runtime (x64)

» Microsoft ASP.NET 2.0 AJAX Extensions 1.0

» Microsoft .NET Framework 4 Extended

» Microsoft .NET Framework 4 Client Profile

» Microsoft Sync Services for ADO.NET v2.0 (x64)

« Microsoft Report Viewer Redistributable 2008 SP1

» Microsoft Office 2003 Web Components

NOTE: Some applications may have been installed before you installed Ektron.

Installing help files on a local server

Beginning with Ektron Version 8.5, Ektron online help files reside in an Ektron-hosted
Web server instead of a folder on your Web server. If you block your users'
workstation access to the Internet, help files are not available, and users see an error
when they click the help button. To remedy this issue, either change the firewall to
allow access to the internet, or install help files locally.

PREREQUISITE

* You can download files to the Ektron server.
» You can edit files in your website's siteroot folder.

Step 1: Download and install the help folder on your

Web server

1. Click the following link:
http://documentation.ektron.com/cms400/v9.30/Reference/Zip/EktronReferen

ce.zip.
2. Download the .zip file to your Ektron server.

3. Create a folder called help in the Workarea folder, typically
inetpub/wwwroot/your-website/Workarea/.
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4. Unzip the file to your Ektron help folder, typically inetpub/wwwroot/your-
website/Workarea/help. (You can install help to any website folder.)

NOTE: If you installed help to another folder, replace the web.config default
value with the complete URL to that folder. For example: <add key="ek
helpDomainPrefix" value="http://www.example.com/help" />

Step 2: Change your website's web.config file

1. Edit your siteroot/web.config file.

2. Find ek helpDomainPrefix.

3. If you installed the help folder to this website's Workarea folder, remove the path
value. For example:

<add key="ek helpDomainPrefix" value=""/>

If you installed help to another folder, replace the default value with the
complete URL to that folder.
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The upgrade procedure copies Ektron’s latest features to your Web server. Ektron is
installed to its own folder, C:\Program Files (x86)\Ektron\CMS400v92. This
means Ektron can coexist with previous versions on the same machine—the template
directories are independent.

If you are upgrading from version 8.00 or higher, follow the instructions in this
section. If you are upgrading from an Ektron version prior to 8.00 and need
assistance, please contact Ektron technical support.

For information about the current release's system requirements, see System
Requirements. If necessary, upgrade your infrastructure before beginning the Ektron

upgrade.

Consider the following information before upgrading:

Warning! During the upgrade procedure, your website’s Bin, Workarea and
Documentation folders are removed. Any customized files in these folders will be
lost. Only store custom files in these folders when absolutely necessary. Even
then, keep a backup file in another folder.

Important! You cannot upgrade Ektron sample or starter sites because they are
designed to demonstrate the product's latest features, so each version is
uniquely created to support a release.

Important! Each deployment has unique requirements. Ektron recommends
that you engage with a Certified Ektron Partner when making decisions about the
needs of your production environment.

The Site Setup utility uses files in the cMS400v9x base folder to create and upgrade
Ektron sites. The base folder contains these subfolders.

AssetManagement. Folders and files for the Document Management Functionality
Bin. Required .NET assemblies
CMSServiceUpdate. Files to update your services

CommonFiles. Application Global Resources, Web References and Starter
Application files

Documentation. Documentation. The site setup procedure copies this directory
to the workarea directory when setting up a site.

EktronAsyncProcessor Service. Files needed to add Asynchronous Processor
for Web Alerts

StarterSites. Files for starter sites that have been added
StudioHelp. Files for adding API help to Visual Studio
SyncUpdate. Files to update eSync

Utilities. Utilities for
° database upgrade

o database application strings update
o email encrypt password tool
o a setup SharePoint Portal
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Backing up databases

o Document Management Registration tool
° Load Balancing service files
» Workarea. Scripts used for the Workarea

NOTE: The contents of this folder are later copied to a website folder,
typically in the Web server’s Web root. The sample provides a good way to
learn how to work with an Ektron site.

Backing up databases

To protect your database, back it up before upgrading. During the upgrade, Ektron
attempts to back up your database. If that fails, use the following MSDN link for
instructions on backing up and restoring your database via SQL Server.

* Backup SQL Server

NOTE: On that web page, links for restoring a backed-up database are at the
bottom of MSDN resources.

Before restoring a SQL database, either stop the Ektron Windows service or force all
connections closed. You need to do this because the Ektron Windows Service
accesses the database. To view and update the status of the service, go to
Computer Management > Services and Applications > Services. For more
information, see Handling background processing functions with the Ektron Windows
Service on page 128.

Upgrade overview

The upgrade procedure performs these tasks.

1. Installs new files to new directories. See also: Installing the Ektron base on
page 13.
2. Removes the following folders (and their subfolders) from and copies new
folders to your site directory.
» bin
» workarea
 Documentation

WARNING! Any customized files in these folders will be lost. So, only store
custom files in these folders when absolutely necessary. Even then, keep a
backup of customized files in another folder.

3. Updates the web.configfile.
4. Updates your databases using the upgrade and language update utilities.

NOTE: The upgrade automatically starts the IIS and Search services.

Performing the upgrade
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If you have not done so already, install a Search provider. You must use an
external search provider if you want to use search with Ektron. See also: Setting
up search for your website on page 173.

. Copy the Assets folder.

NOTE: This step is only relevant if you are using Microsoft Search Server
2010 on a server that is different from your Ektron server.

For Microsoft Search Server 2010 to index your Ektron assets, they must be
copied from the Web server to the Search Server. This process is handled in the
background once your site is up and running. However, if your site has a large
number of assets, the initial copy may get clogged. To avoid this problem,
inspect the size of your Ektron site's Assets folder. If it exceeds 1 gigabyte,
follow these steps. Failure to do so may result in errors.

a. Create a folder on your search server to hold the assets. The folder's path
must match the path to your Ektron site's Assets folder and include
EktronSearchData between C:\ and the beginning of the path.

For example, if your site's Assets folder is
C:\inetpub\wwwroot\OnTrek85\Assets, create a folder on your Search
Server named
C:\EktronSearchData\inetpub\wwwroot\OnTrek85\Assets.

b. Copy the Assets folder from your Ektron site folder to the Search Server
folder you created in Step a.

. Follow the steps of the installation procedure, Installing the Ektron base on

page 13, which instruct you to install Ektron and restart your server. Continue to
the next step when the Site Setup Selection appears.

. The Setup wizard appears. (If this screen does not appear, launch it by following

this path from the Windows Start menu: Start > Programs > Ektron >
CMS400vxx > Utilities > Site Setup. If you're using Windows 8 or 2012,

press the Windows key (E)/Q then enter CMS400 Site Setup.)
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CMS5400 Setup Wizard

1zard will allo I_J|:|Q[E||:|Ef_. ar reinsia

2 your heeds.

etup tupe vou would like tause from the follawing:

6. Choose an application directory. If you are not sure, use the default
(C:\Program Files (x86) \Ektron\CMS400vxx). This directory stores Ektron
components and utilities.
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NOTE: This dialog appears only if Setup cannot detect the location of the
site’s application directory.

CM5 400 Application Directory

7. If your server operating system accommodates multiple websites, select the site
to which you want to upgrade Ektron. Otherwise, accept the default.

Please select which site and host you would like to use B

Website and Host selection

kiron

=
. localhost A

Erter Host:

LCancel

TstAE Tl Back ] [
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. Select the path of the website you are upgrading. Note that the upgrade only
updates the web.config file, Ektron assembly files, and Web services/Workarea
components. It does not update your templates nor other files not mentioned
above.

Site Path Directory

Please select the directory where your CMS400 site is located. This uparade will only update
kfron Ektron CMS files. &ll user added templates, files and folders will remain untouched.

estination Folder
c:hinetpub\wwwroot

9. The following message appears. Click Yes to back up your site.

WARNING! Ektron strongly recommends backing up your site before
continuing the upgrade. If you choose No and the upgrade fails, you cannot
revert the files to their original state.

@ Wiould wou like the inskall to backup vour site? IF nok, it is

recommended vwou back it up now before continuing.

10. If you choose to back up your site, a dialog asks where to store the backup, and

provides a suggested folder.
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Ektron CMS400.NET
Site Backup

twhiens pow want your site o be backed up too

Jestination Folder

Browze...

11. If you chose to back up your site, you may see the following dialog.

Question

™. Ektron requires IP Restrictions to be set on several Folders For
'e' security purposes, This requires the Microsaft 115 Feature to be
== enabled on this server. Would vou like for the installation to enable
this and restrick access ko these specific site Folders? Select "es' to

conkinue or "No' ko cancel the installation and configure this
manually.

Click Yes if you want the installation to

a. Enable IIS's IP Address and Domain Restrictions role.

b. Restrict access to the /workarea/webservices and /workarea/services
folders and the /workarea/ServerControlWs.asmx file, so they are only
accessible from localhost.

If you click No, the site installation is terminated.

For more information, see https://portal.ektron.com/kb/10234/.

If you click Yes and complete the installation, you may have to grant permission
to other servers that need to access the restricted folders and file. To do this:

a. GotolIs.
b. Choose the /workarea/webservices folder.
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c. Choose IP Address and Domain Restrictions.
Click Add Allow Entry from the right panel
e. Add IP addresses for each server that will access this server's
/workarea/webservices folder.
f. Repeat Steps a through e for the /workarea/services folder and the
/workarea/ServerControlWsS.asnx file.
12. On the Search Provider screen, determine which search provider you will use
with Ektron.
Ektron CMS400.MET

Search Provider

that iz free to

’ < Back ” Mext > l Cancel

See also: Setting up search for your website on page 173.

13. The Site Options screen appears. Check the box next to each option you want to
install. Boxes are grayed out if an option is not available for your site. See also:
» Viewing network server diagnostics on page 1895

» an eSync security certificate. See also: Managing eSync security certificates
on page 1830.

» Using Ektron’s Developer SDK
14. After choosing, click Install.

NOTE:
eSync is only available if you have the eSync modifier in your license key.
SDK is only available if Visual Studio 2010 is installed on your server.
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InstallShield Wizard
Site Dptions

ktron

:, and templates

PCI Compliance:

Tt Efield I < Back U Irstall ] Cancel

15. You are asked if you want to update your siteroot/widgets directory. Click Yes
to install the latest widgets. Before doing so, rename any customized widgets in
that folder; otherwise, they will be overwritten.

16. You are notified that files are moving to the starter site directory. The Choose
Destination Location screen appears.

17. Enter the path to your AssetManagement Directory.

NOTE: This dialog appears only if the upgrade cannot find the
AssetManagement directory.
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CM5400 - InstallShield Wizard

Choose Destination Location

Select folder where setup will install files. I E T~

Fleaze enter the the path bo wour current &zzeth anagerment Directan).

C: M netpubbissnaroothCh S 400E s ampletd zzethd anagemen

Browse. ..

< Back " Mest = ][ Cancel

18. If you chose to do so, your site is backed up. Next, the bin, Workarea and other

19.

20.

files are updated. Any missing permissions or Index catalogs are added.

WARNING! The previous version’s bin and Workarea folders are removed
from your website. Any customized files within these folders are lost. Do not
store custom files in them unless absolutely necessary. Even then, always
keep a backup file in another folder.

Your web.config file is updated with information needed to run Ektron. If other
applications use the web.config file, their sections are unaffected.

A dialog asks if you want to upgrade the database. Select Yes to upgrade. If you
select No, the site will not work properly until the database upgrade has been
run. To upgrade the database at a later time, run the Site Setup and select
Database Upgrade. The site setup is located in Start > Programs > Ektron
> CMS400vxX > Utilities > CMS400 Site Setup. If you're using Windows 8

or 2012, press the Windows key (E)/Q then enter CMS400 Site Setup.
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21. If you selected yes, the Database Upgrade Wizard appears. Click Install.

CM5400 Database Upgrade

will allow: pou to upgrade your C

22. This screen prompts for database connection information.

Ektron CMS400.MET
S0L Server DB Setup

Lnistalletied < Back H Mewt > Cancel
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Server. List the database server on this system. To set up the database on this
server, accept the default. Otherwise, enter a SQL or SQL Express server that
already exists. For SQL, this would typically be (local) if it's installed on the local
server. Otherwise, enter the Server’s name. For SQL Express, enter
(local)\SQLEXPRESS.

NOTE: This dialog appears if you are using SQL Authentication. If you are
using Windows Authentication, skip to the next step.

23. A dialog appears asking you to back up your database. See also: Backing up
databases on page 37

............. e e e L

24. If you clicked Yes, select the location of your database backup. If this path does
not exist on your database machine, the backup will fail. Otherwise, skip to the
next step.

Database Backup Directory

culd like to backup your databaze. This path must ale

Ektron Reference | 47




Upgrading to Ektron 9.20 SP2

IMPORTANT: If the backup fails, the following message appears: Warning!
The install could not backup your database. Please manually back it
up now before continuing. You should manually back up your database
before clicking OK.

25. If your license key was not generated for the 9.x Release, you are prompted to
enter a 9.x license key. If you do not have an 9.x license key:
o Complete the upgrade.

» Obtain a 9.x license key from Ektron (send email to license@ektron.com).

» Login as builtin user. See also: Editing the builtin username and password
on page 110.

» Insert the key into the Settings > Configuration > Setup screen's >
General tab >License Key(s) field.

26. If you selected Microsoft Search Server as a search provider, the following
screen appears.

worn S ==

v The Microsoft Search Server needs to be upgraded for your search to

I hawve the latest updates. Please run the C:\Program Files

(x86)\Ektront CMS4000vE5S Litilities\ SearchServer EktronSearch Configurat
ien.exe on your Microsoft Search Server, If this has already been done
then click yes to re-register your website,

» If you have already upgraded the search server to use the Search
components, click Yes. (This would typically be the case when an Ektron
site on the server is already using search).

» If you have not set up a search provider, or the Ektron search components
have not yet been installed or upgraded to , click No.

After completing the Ektron CMS installation, install the search provider and
the search components.

If you chose Solr, the following dialog appears. Click OK.
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Search Configuration: Apache Salr @

e . You have selected Apache Solr as the search provider for your Ektron
' site, If wou have installed the Ektron Solr Search cormponents onyour
~ search server, you can registeryour site with the Ektron Solr
Sdministration console,

Please see the Ektron Reference for information an how to install the
Ektron search components and register your site,

To complete the search setup, log on to the search server, click the Windows
Start menu > All Programs > Ektron > CMS400Vxx > Utilities > Search

Configuration. If you're using Windows 8 or 2012, press the Windows key (ﬂ
)/ Q then enter Search Configuration.

The Connection Information screen appears. See also:

o Installing Solr on a single on-premises (local) server on page 208
o Setting up Microsoft Search Server 2010 Express on page 286
o Setting Up Microsoft Search Server 2010 on page 293
o Working with Microsoft FAST search on page 414
After upgrading your site and rebuilding the solution, you are ready to use Ektron.

If you did not run the database upgrade or language update during the installation,
you need to do it manually. The next sections explain how to do that.

Troubleshooting upgrade problems

Problem 1: After upgrade, Ektron does not load properly. Also, an error icon
appears next to your templates when you open the project in Visual Studio.NET. The
problem is that your .NET references need to be updated.
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Solution 1: To verify the problem, open the Ektron solution file in Visual Studio.NET
(webroot\siteroot\cms400sitename.sln; for example, cms400Intranet.sln) and
look at the template files. If your references are broken (as shown in the sample
screen on the left), delete all Ektron references. Then, add new references with the
same name from the webroot\siteroot\bin folder.

Problem 2: When viewing a page containing Ektron server controls or API calls, the
page returns a fatal error Compiler failed with Error Code 2000. Detailed
compiler output may say Fatal error BC2000: compiler initialization failed
unexpectedly: The filename, directory name, or volume label syntax is
incorrect. This error message might appear after an upgrade.

Solution 2: To remove the error message, open up your site's .sIn file in Visual
Studio. Then, rebuild the solution using the Build > Rebuild solution menu option.

In this case, the error can be resolved by correcting the database settings in
web.config.

NOTE: To use SQL Authentication with Microsoft SQL server (as opposed to
Windows Authentication), you must have the database 'Security' properties set to
allow "Windows and SQL Authentication." After changing this setting, you must
restart SQL Server for it to take effect.

Problem 3: After upgrading from Ektron version 4.8 or earlier, Metadata is no longer
applied or required when adding or editing content.
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Solution 3: In Ektron version 4.8 or earlier, Metadata is applied globally. In later
versions, metadata is applied to each folder individually. Child folders can inherit the
metadata from a parent folder or they can have their own metadata settings. To set
the metadata settings back to global:

1. Inthe Workarea, click the site root folder.
Next, choose View > Folder Properties.
Click Edit Properties.
Click the Metadata tab.

Check the all of the appropriate check boxes for Assigned and Required
Metadata.

6. Click Save.

If you have not broken inheritance on any of the folders, your metadata settings are
applied globally.

A

UTC datetime storage in the database

If you upgrade from an older version of Ektron, the UTC Converter is automatically
run after the database upgrade is complete.

Dates in the CMS are stored in UTC rather than in the server time zone, and display in
the local user’s selected time zone. The dates default back to the server time zone if
the user is not logged in.

UTC Converter

In order to complete your upgrade, all dates in the database must be converted to LITC.

Site Information

Site:

Connection: |server={local),database=52 tcOnTrek

Time fone

(@ Web Server and Database Server are in the same time zone.

() Web Server and Database Server are in different time zones. | wart to select:

Run Close

1. Choose one of the Ektron sites from a provided list.
2. Choose the time zone from which to convert data.
3. Click Run. The conversion occurs and UTC automatically closes.

NOTE: If UTC Converter is opened while running an upgrade, you are not
permitted to change the "Site."
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After installation, you can find the UTC converter at C: \Program Files
(x86) \Ektron\CMS400v93\Utilities\UTCConversion\UTCConverter,
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WARNING! Securing your Ektron site is critical to you and to anyone using your
site. Failure to implement security measures can make your site vulnerable to
cyber-attacks and other security threats. You should complete the actions in this
section to make Ektron as secure as possible.

Security updates are available for Ektron versions 8.02, 8.5, 8.6, 8.6.1, 8.7, 9.00,
9.10, and 9.20, including all service packs from 8.02 to 9.10 SP2. For information,

see Security Update 3.

» Change the password for the Admin and Builtin users.
o Do not use easy-to-guess passwords (because thieves use automatic

programs to test for easy passwords).
° Do not use passwords that you use for other systems (because if thieves
gain access to passwords on one system, they will try them on others).
» Update browsers to take advantage of advances in technology (including
security).
» Apply available service packs and updates for CMS, .NET, and Windows.

Changing the admin password

NOTE: If you changed the admin password during site setup, you do not need to
change it again.

IMPORTANT: You should create your own Administrator user and delete the
Admin user. Also, delete unnecessary users from Ektron.

In the Workarea, choose Settings > Users.

Click the Admin user.

Click Edit Users.

Enter the new password in the Password and Confirm Password fields.

Click Save.

uaua A W N =

Changing the builtin password

NOTE: If you changed the builtin user password during the site setup, you do not
need to change it again. See Editing the builtin username and password on

page 110 for additional information. Also, the “builtin” user does not appear in the
Users list. This user appears on the application setup screen.

Workarea > Settings > Configurations > Setup.

Click Edit.

Find the Built In User field.

Enter the new password in the Password and Confirm Password fields.

Click Update.

NOTE: If you cannot sign in to Ektron because the builtin user password was
changed and you do not know the new password, use the

a p W N B
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Changing the everyone group permissions

BuiltinAccountReset.exe utility. This resets your Ektron user / password to
Builtin / Builtin. This utility is located in C:\Program Files
(x86) \Ektron\CMS400versionnumber\Utilities.

Changing the everyone group permissions

By default, the root folder in Workarea provides the Everyone Group with all
permissions except Overwrite Library. You should review the permission needs of the
Everyone Group when you add a folder. See also: Managing folder and content
permissions on page 152.

1. Go to Workarea > Folders > Folders. The View Contents for Folder "Root"
appears.

2. Choose View > Properties.

3. Choose View Permissions (.fﬁ’). The View Permissions for Folder "Root"
appears.

4. Click on the Everyone group. The Edit Permissions for Folder "Root" appears.

5 & Folders & || upoaTe @
=] MainSite

= Con s
e Campaigns

=i Clients

Client Quotes 82 C1S user grou
Client Testimonials
® Community
@ ) Company Everyone i 7 Fi 7 Fl 7 Ei 7 i

My Accoun it Enable All Disable All

5. Check the permissions that you want and click Update.

Removing sample users and sample
membership users

Ektron includes sample CMS users and membership users for evaluation and
demonstration purposes. Remove these users when they are no longer needed.

» CMS users have access to the Workarea and can be content authors,
administrators or developers. These users count towards the number of users in
your license.
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» Membership users are typically people who only interact with your website but
have limited privileges to Ektron. They cannot use the Workarea and do not
count towards the number of users in your license.

NOTE: Some users in the following lists might not appear in your user list. Also,
you might have sample users that appear in your users lists. This depends on your
Ektron version.

Ektron users. See also: Managing users and user groups on page 1431
o jedit
° tbrown
° jsmith
° Vs
Membership users. See also: Membership users and groups on page 1499

° jmember

° member@example.com
° north

° supermember

° west

Removing Ektron users

1. Inthe Workarea, choose Settings > Users.

2. Check the box next to each user that you want to remove.
3. Click Delete (J%).
4,

Click OK.

Removing membership users

1. Inthe Workarea, choose Settings > Community Management >
Memberships > Users.

2. Check the box next to each user that you want to remove.
3. Click Delete (.%).

4. Click OK.

Disallowing group user accounts

A group account is an account used by more than one person to log in to Ektron using
the same username and password. This is a serious security issue because it
prevents you from tracking user activities in your Workarea. Group accounts violate
Ektron's license agreement.

Securing services
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IMPORTANT: Typically, the \workarea\services\path is used in 3-tier
implementations. Review your site architecture and configure access to support
accordingly.

You need to restrict services to specific IP addresses in IIS 7.

1. From the Windows Start menu, choose Run, then type INETMGR. If you're using

Windows 8 or 2012, press the Windows key (E) /Q then enter INETMGR. IIS
Manager appears.

2. Go to your website > Workarea > services.
3. Double click IP Address and Domain Restrictions.

™E Internet Information Services (IIS) Manager -0l x|

@... ] [ 1 v WIN-7SUK92QASAV b Sites » gitel » Workarea P services b IED |E:.E:Zlv

File View Help

@ Workarea/services Home

Open Feature

; ilter: | Go - \g v ; J Exph
FrameworkU Filter: Go - lgiShow Al |Groupby:  _ 4 Explore

| images @ r\?\ i=M \QJ ] Ed?t Permissions. ..
| ImageTool 4= e B - Manage Folder £
ASP Authentication Authorization Compression
Rules Browse Folder

N - [@] Browse site1 on *:80 (http)
-0 @ E,[glls ﬂ He.\p

Default Directory Error Pages Failed Request
Document Browsing Tracng Rules

| Moss
| MyWarkspace
“| Notifications

Online Help

~| Packaging B o
_| PageBuilder Q?i1 '_q\;
- Fesandtzation Handler HTTP Redirect

PrivateData Mappings

@ = A
Logging MIME Types Modules Output
Bundmanager Caching

1550

subscriptions S% s
| sync = =
7| TargetedContent E‘T&“&St S5L Settings
| template 9
| threadeddisc
| ToDo Management

Tree
| UrlAliasing D
| UserProfile

wamenu b Configuration
| WebCalendar Editor |
| webservices =

Widgets
rmd
4]

Ready

5

€

4. Inthe Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog
box appears.

5. Select Specific IP Address, enter the IP address of the Web server, and click
OK.
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Add Allow Restriction Rule d |

Allow access for the following IP address or domain name:

¥ Specfic IP address:

|111.22.3.4{

™ IP address range:

QK I Cancel

6. In action pane, click Edit Feature Settings. The Edit IP and Domain

Restrictions Settings dialog box appears.
7. Choose Deny from the drop-down and click OK.
Access for unspedfied dients:
Allow j
Allow

Securing WebServices

You need to restrict Web services to specific IP addresses in IIS 7.

1. From the Windows Start menu, choose Run, then type INETMGR. If you're using
Windows 8 or 2012, press the Windows key (ﬂ) /Q then enter INETMGR. IIS

Manager appears.
2. Goto your website > Workarea > webservices.
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3. Double click on IP Address and Domain Restrictions.

File  view Help

- Workarea/webservices Home
y il |5=’ .| 2 Explore
| MyWorkspace = » . == Edit Permissions. ..
| Notifications Filter: - Go - g Show All | Groupby: Area SR
| Packaging ASP.NET = Manage Folder &
| PageBuilder - Browse Folder
| Personalization =0 ‘m’ li;i [y [ 9,,, rg] Browse smacdonald1 on
| PrivateData L] z L= 192.188.14,23:80 (http)
| resources NET NET .NET Error NET {NET Profile  .NET Trust ®
B search Authorizati,..  Compilation Pages Globalization Levels &) Help
= - Online Help
7 sE0 - = al
| services IiE ab! gﬁf L_j' & L“ ol
d = = =]
| seundmanager Application Connection  Machine Key  Pages and  Session State  SMTP E-mail
1 550 Settings Strings Controls
| subscriptions
1 sync
| TargetedContent s
template -
1 = X &
| threadeddisc @ g\_,? . =0 E ‘g| ;
ToDo = E = - a9
= T ASP Authentication Authorization CGI Compression Default
| Tree
- Rules Document
| UrlAliasing
[ | UserProfile T :ll = L Emh —
= 7 ne z
-] wamenu EE,;,-' Iji ﬂ@ <,‘:_1 _GE_ <‘FE
Directory Error Pages Falled Request  Handler HTTP Redirect HTTP
Browsing Tracing Rules Mappings Respo...
®-[ Widgets L = : iy e %
5 ¥ed i = j &l i =
-] Xt IF Address Logging MIME Types Modules Output Regquest
-7 XmlFiles 1 and Dom... Caching Filtering
B QA L
[ | temp -
Ready €.

4. Inthe Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog
box appears.

5. Select Specific IP Address, enter the IP address of the Web server, then click
OK.

Add Allow Restriction Rule d |

Allow access for the following IP address or domain name:

¥ Spedfic IP address:

|111.22.3.4{

™ 1P address range:

o

al}
7]
-~
[=]

QK I Cancel

6. In action pane, click Edit Feature Settings. The Edit IP and Domain
Restrictions Settings dialog box appears.
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Choose Deny from the drop-down and click OK.

Access for unspedfied dients:

Allow j

Allow
QK I Cancel |

Securing ServerControlWS.asmx

1.

w

From the Windows Start menu, choose Run, then type INETMGR. If you're using

Windows 8 or 2012, press the Windows key (E) /Q then enter INETMGR. IIS
Manager appears.

Go to your website > Workarea.
Click Content View at the bottom of the window.
Right click ServerControlWS.asmx and choose Switch to Features View.

File  view Help

Adions
FEEIEY | Workarea Content g ServercontroWS.asm
minsite = T
OrTrek Filter: =+ [Go - lShow Al | Group by: Mo Grouping v ASP.NET Web Service
" App_Browsers Mame I Type il =/| Switch to Features View
- App_Code ] reterror.aspx.cs Visual C# Source file —=
+- | App_Data | Roles.aspx ASP.NET Server Page 8| Browse
-] App_GlobaResources ] Roles. aspx.cs Visual C# Source file Edit Permissions. ..
:_ App_WebReferences ] Seesmic.asm ASP.NET Web Service Last Modified: 3/25/2013 1:46:34
| AssetManagement 5] selectereatecontent.aspx ASP.MET Server Page PM
| assets ‘ﬁ selectcreatecontent.aspx.cs Visual C# Source file Size: 0.06 KB
- bn =] selectFolder.aspx ASP.NET Server Page B rereh
- 1:::”&”13 ] selectFolder.aspx.cs Visual C# Source file =
i =] selectusergroup.aspx ASP.NET Server Page ® Helb
o] .CS Visual C# Source file Online Help
QZSE : - Switch to Features View Page
% logs #] setcookie.aspx.cs &l Browse = file
PrivateAssets =] settings.aspx Page
. : profie 2] Settings.aspx.cs Edit Permissions. .. e S J
~_| uploadedfiles 72| share.aspx G Refresh Page
+ uploadedimages ‘ﬁ share.aspx.cs _ —————————=file
idgets, _j showcontent. aspx '@‘ Help Page
<] showcontent. aspx.cs Online Help e file
- js\gnamre.aspx SFCT Server Page _ILI
| - -
- il | B
- wwwroot hd . -
Ready Gfl.:i
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5. Double click IP Address and Domain Restrictions.

File  view Help
@ - e m] ServerControlWS.asmx Home
' |21 |8 Manage Folder -
PrivateData - -
S resources Filter: « (fllco - Fhshowal |Groupby: Area e Browse Folder
= == Browse smacdonaldlon
. ppiication onnection achine Key Bges an: ESSI0n -mai )
=1 Z:‘:;m Settings Strings Controls - 192.168. 14.23:80 (http)
[H-[] services ﬂ Help
[~ "] soundmanager s Online Help
-7 sso _
(-] subscriptions Qi !\MJ . =l E z:‘éj ]
| syne = B B = (/]
TargetedContent Asp Authentication Authorization CGI Compression Default
| template Rules Document
B[] threadeddisc - 5 o 1 T ==t
= ] P W =y
- TeDo E:/,_ /| |ﬂ: ﬁ@ 4= 9a C:E
& TFIEEI. . Directory Error Pages Failed Request  Handler HTTP Redirect HTTP
B-[] UrlAliasing Browsing Tracing Rules  Mappings Respo...
-] UserProfile
-] wamenu = =% i G="
J = = L. =
[#-[ ] webCalendar EL_ Jj'\ <'F::>n g “l o=
| webservices 1P Address Logging MIME Types Modules Output Request
| Widgets and Dom... Caching Filtering
Xsd o
- =
-] Xt @E 3
- #] ServerControlWs.asmx =i
8- XmiFiles S5 Settings  WebDAV
B3 QA Authori...
I — -
B temp [~ |
B[P wawroot -
‘ [ Content Ve
Ready €.

box appears.
Select Specific IP Address.

Add Allow Restriction Rule

Allow access for the following IF address or domain name;

{* Spedfic IP address:

|111.22.3.4{

™ IP address range:

o

s}
%]
)
[=]

o |

Cancel

In the Action pane, click Add Allow Entry. The Add Allow Restriction Rule dialog

Enter the IP address of the Web server and then click OK.

2

9.
Restrictions Settings dialog box appears.

In action pane, click Edit Feature Settings. The Edit IP and Domain
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10. Choose Deny from the drop-down and click OK.

Access for unspedfied dients:

Allow j

Allow
QK I Cancel |

Securing assets and user folders

As of version 8.50, user data is no longer indexed directly under the Assets folder.
The /users/ folder may expose user data, such as your users email addresses, when
browsing to this folder. Prevention was made within the Ektron handlers to address
this issue in version 8.00, but you should review and remove the following folder
[site root]\Assets\users if you have version 8.50 or later. If the users folder
exits, you should delete it.

Defining the default file types for assets

Enable only file types that your website needs to support.

1. Go to Workarea > Settings > Configuration > Asset Server Setup.
2. Click Edit File Types (1£).

3. Add or remove file types that your website needs.

4. Click Save (&),

Enabling firewall use

» Only open port 80 for standard websites. If you enable SSL, open port 443 also.

» If you need FTP, open port 21, but restrict access to IP addresses that need to
FTP access to your server. The same applies for SFTP, FTPES, SSH for their
respective ports.

» Do not open remote desktop ports, SQL ports, SMTP ports, or any other port
unless absolutely necessary. Instead, use a VPN tunnel through the firewall for
access to these services. Even FTP can be made accessible through a VPN tunnel.

Setting up SSL

Ektron strongly recommends configuring a secure socket layer (SSL), especially if
you are using Active Directory integration. SSL encrypts user names and passwords
during transmissions to the Ektron server that are otherwise sent as clear text. See
Updating web.config to use SSL on page 73.
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If your Web server does not have an SSL certificate, install one. If you set up an SSL
certificate and configure Ektron to use it, the login page is launched in a Secure
Socket Layer.

After completing this procedure, the Ektron Workarea and your website require the
https protocol—URLs beginning with http no longer work.

To set up SSL for Ektron:

PREREQUISITE

Your server has an SSL certificate. See http://technet.microsoft.com/en-
us/library/cc731977%28v=ws.10%?29.aspx.

1.
2.
3.

7.

Open the siteroot\web.config file.
Set the value of ek UseSsSL to true.

Set the value of ek_SSL Port to the server port that you want to use for SSL
communications.

Set the value of ek_ecom ComplianceMode to true.

. Save siteroot\web.config.

Configure IIS so that your site uses SSL only. To do this:
a. Open IIS Manager.

b. Select your Ektron website.
From the right panel, select Bindings.
Click Add.
In the Type drop-down, choose https.
In the SSL certificate drop-down, choose your server's SSL certificate.
Click OK.
From the IIS Manager's center panel, click SSL settings.
i. Check Require SSL.
See also: How to Set Up SSL on a Server.

o0 4 0 A o

If you are using a self-signed certificate, follow these additional steps.

Open IIS Manager.

Select your Ektron website.

From the right panel, select Bindings.

Select https and click Edit.

On the Edit Site Binding screen, click View....

® oo T O
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f. On the General tab, copy the value next to Issued by.

Certificate

General | petails | Certification Path |

5; Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
+ Al issuance policies

Issued to:

Essued by: ahc-serverﬂ

valid from &/ 21} 2011 to & 15 2021

[.r’ You have a private key that corresponds to this certificate.

g. Open your Windows host file.
h. Insert the URL copied in Step 7f.

Additional security measures

The following measures are also recommended.

» Encrypt cookies in web.config.

<add key="ek EnableCookieEncryption" value="true" />

NOTE: After making this change, you must reset IIS.

« Enable Captcha for new user signup and other membership features. Captcha
prevents automated tools from creating unwanted data and traffic on your site.
Set the Membership server control's EnableCaptcha property to true. See
Membership Properties.

« Enable IP filtering on all FTP sites, and WWW sites as needed. Use Ipsec filters to
accomplish this. See How to configure TCP/IP filtering in Windows 2000.
» Install needed services only (for example, FTP, www, SMTP, NNTP).

» If you make a backup of web.config, do not use another extension. The
.config extension is secured, but another extension may make the backup file
readable. (For example, web.BAK.config is secured, but web.config.BAK iS
not!)

» Remove test scripts you may have left on your site.
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Additional security measures

If you zip up databases and code, do not leave . zip files on your site.
Do not use IIS on a domain controller.

Never use virtual directories across servers.

Never install websites on the system drive.

Remove NTFS write permissions wherever possible. See How IT Works: NTFS
Permissions.

Configure a default website with extremely secure settings (for example, require
SSL, Integrated Windows authentication only, accessible from only one IP, NTFS
permissions to none on an empty home directory, and so on), then stop the site.
This results in a broken default website that 80% of hackers will blindly attack
instead of your real website.

Configure websites so that the host header matches the site's DNS name. Do
this for both HTTP and HTTPS. Do not configure the default website with
host header. This should prevent 90% of automated hacking tools from
working by sending them to your crippled default website. To do this:

1. Open IIS Manager.

Right-click your website icon.

On the Web Site tab, click Advanced.

Click the IP Address then Edit.

Enter the host header in the Host Header field.
6. Click OK to save.

Enable IIS auditing.

Enable W3 extended logging. Verify that the logged information is appropriate.
Consider enabling the following items:
o Date and time

o IP address of client
o IP address of server
o Server port
o Username
o HTTP method used to access your site
o URI Stern
° URI Query
o Status of request
See Extended Log File Format and W3C Extended Log File Format (IIS 6.0).

v AN

Set permission for IIS logs to system and local administrators only.

Remove write permissions to hklm\software for non-admin accounts.
o Administrators & System: Full

o Everyone: Read/Execute

Restrict NTFS permissions to all executable files on the system.
o Administrators & System: Full

o Users: Read/Execute
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IUSR account: execute permissions sparingly

See How IT works: NTFS Permissions.

» Restrict NTFS permissions to any script interpreters, such as Perl.

e}

[e]

o

Administrators & System: Full
Everyone: Read/Execute
IUSR account: execute permissions sparingly

» Ensure that the Everyone group has read-only permissions for these directories.

e}

e}

[e]

o

Web root

%systemroot%

%systemroot%\system32
%systemroot%\system32\inetsrv
%systemroot%\system32\inetsrv\asp
%systemroot%\program files\common files\
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Setting up development and staging
environments

You can set up your Ektron website in the following ways. You decide which
configuration is the best fit for your particular situation.

Virtual staging

Use Ektron’s approval process and scheduled publishing of content to manage when
content goes live.

Case 1: Virtual
Staging

gy =

Staging is accomplished through
Ektron CMS workflow process.

» Best choice when changes to templates and library files are infrequent
* No special implementation guidelines; just an installation on one server

» When upgrading this type of site, make a temporary copy of the site (both
display layer and database) on a separate server to test the upgrade

Same server, same database

» Production and development/staging sites use separate copies of Ektron but
reside on same server and point to same database

» Ektron’s settings, managed content, and library files are identical between sites
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Same server, different databases

Case 3: Same
Server, Same DB

- T
—

|

Copy DB 1o I

I tast upgrade |
-

e

To set up this configuration:

» To maintain file paths between sites:

o Create separate websites in IIS.

o Assign different ports to the production and development/staging sites. For
example, the production site is http://www.example.com, and the
development/staging site is http://www.example.com:8080.

» Both sites must use the same pathing relative to the Web root. For example,
www.example.com\Workarea\applicationAPI.asp and
dev.example.com\WorkarealapplicationAPI.asp.

» Because both sites use the same database, editing and publishing content on
one site affects the other site. As a result, the development/staging server
always has the freshest content.

» Make the Ektron uploadedimages/ and uploadedfiles/ folders IIS virtual
directories that point to the same physical directory.

» Template changes must be copied between sites. The best way to copy site
templates and other assets is eSync. This is described in Synchronizing servers
using eSync on page 1779.

o If eSync was not implemented and changes to these items are infrequent,
you can manually copy them.

To test and QA an upgrade, make a temporary copy of the site’s display layer on a
separate server connected to the development/staging database.

If the development/staging database is the master, back it up before upgrading.

Same server, different databases

» Production and development/staging sites use separate copies of Ektron’s
display layer, reside on same server, but point to different databases

» Changes to content, configuration, or library files made in one site must be
copied to other site
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Case 2: Same

Server, Different DBs

Production
Sita DB

of Content

500 Regplication

To set up this configuration:

» To maintain file paths between sites:

Create separate websites in IIS.

Assign different ports to the production and development/staging sites. For
example, the production site is http://www.example.com, and the
development/staging site is http://www.example.com:8080.

Separate the databases for isolation.

One database is the master, and the other is a copy

Only edit content in the site connected to the master database

Remove the Ektron login page from the site connected to the copy database

» To copy the Ektron database, your best choice is Ektron’s eSync feature. This is
described in Synchronizing servers using eSync on page 1779.

« If you have not implemented eSync, copy site content using a replication tool for
the database.

SQL Server 2008 SDK Replication: See SQL Server Replication.

» Library files. Make sure the Ektron uploadedimages/ and uploadedfiles/
folders IIS virtual directories point to the same physical directory.

» Templates and other file system assets—The best way to move these is eSync. If
that was not implemented and changes to these items are infrequent, you can
manually copy them. For automated replication, use a product such as Microsoft
Application Center.

» Upgrading Ektron. To test an upgrade, make a temporary copy of the site’s
display layer on a separate server connected to the development/staging
database. If the development/staging database is the master, back it up before
upgrading.

Separate servers, same database

» Production and development/staging sites reside on separate servers, which
point to the same database.
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Separate servers, separate databases

» Ektron settings, content, and library files are identical between sites.
» Changes to templates must be copied between servers.

Case 4. Separate
Servers, Same
Database

B
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CMS
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Library Contanl

To set up this configuration:

» Configure Ektron’s Load Balancing feature to copy uploaded images and files
between the servers.

» The best way to move site templates and other assets is eSync. This is described
in Synchronizing servers using eSync on page 1779.

» If that was not implemented and changes to these items are infrequent, you
can manually copy them. For automated replication, use a product like
Microsoft Application Center.

» When upgrading Ektron:

Back up the file system of the development/staging server.
Make a temporary copy of the production server database.
Switch the development/staging site to use the copy.

Test and QA the upgrade on the development/staging server.

R

Separate servers, separate databases

» Production and development/staging sites are installed to separate servers and
point to different databases

» Changes to content, configuration, or files must be copied between sites.
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To set up this configuration:

Both sites must have the same pathing relative to the Web root, for example,
www.example.com\Workarea\applicationAPI.asp and
dev.example.com\WorkarealapplicationAPI.asp.

Separate the databases for isolation.
» One database is the master, and the other is a copy

« Only edit content in the site connected to the master database

» Remove the Ektron login page from the site connected to the copied

database
The best way to copy site templates and library files is eSync. This is described in
Synchronizing servers using eSync on page 1779.

» If that was not implemented and changes to these items are infrequent, you
can manually copy them. For automated replication, use a product like
Microsoft Application Center.

To copy the Ektron database (containing HTML and XML content), your best
choice is Ektron’s eSync feature.

» If you have not implemented eSync, copy site content using a replication
tool for the database, such as SQL Server 2008 SDK Replication. See
SQL Server Replication.

Make sure the Ektronuploadedimages/ and uploadedfiles/ folders IIS virtual
directories point to the same physical directory.

When upgrading Ektron:

Back up the file system of the development/staging server

Make a temporary copy of the production server database
Switch the development/staging site to use the copy
Test and QA the upgrade on the development/staging server

e
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Copying the site and database to other servers

Copying the site and database to other servers

When your project is ready to be tested in house, move the site to a staging server.
When the project is ready to go live, move the site to a production (live) server. You
can use the same database for all environments. Back up that database often to keep
it safe. Alternatively, create a separate database for each server.

To create new environments:

1.

6.

On the same server or a separate server, create new folders for Ektron:
C:/cmsstage and/or C: /cmsproduct.

. InIIS, create a new domain for each server. http://stage.example.com points

to c:/cmsstage and http://www.example.com points to c¢: /cmsproduct.

. If all environments are on the same server, you do not need to copy other

folders. But, if you are using a separate server for each environment, copy the
c:/assetcatalogand c:/assetlibrary folders to the other servers.

. For the database, access the SQL manager and make a backup of the

development database. Then, create new databases for staging and production.
Finally, restore the backup of the development database to the staging and
production databases.

. In the staging and production environments, open web.config. Then, update

the database connection information so that it points to the new databases.
Test the staging and production environments.

Setting up the certificate for IS 7

See Configuring Internet Server Certificates (IIS 7).

Updating web.config to use SSL

1.
2.

Open the siteroot/web.config file.

Find these settings.

<add key="ek UseSSL" value="false" />
<add key="ek SSL Port" value="443" />

. Setek UsessL to true.

WARNING! If ek UsessL is true, but you did not install the certificate to the
Web Server, you cannot log into Ektron.

. Setthe ek SsSL Port to 443 (unless you specified another SSL port).
. Find the following line: <add key="WSPath" value="http://server

name/site name/Workarea/ServerControlWS.asmx" />

. Change http to https.
. Edit the <wsHttpBinding>/<security> element so it looks like this:
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<security mode="Transport">
<transport clientCredentialType="None"
proxyCredentialType="None" realm="">
</transport>
</security>

8. Save and close the file.

Managing web.config

Ektron’s web.config file lets you control many key functions of your content
management system. When you install Ektron, web.config is placed into
webroot/siteroot.

If your server is currently running another .NET application, you must merge that
web.config file with this one. To distinguish Ektron’s tags, they begin with ek and
reside within the <appSettings> tags of the web.configfile.

The following sections show the settings in the web.config file.
Analytics

» See Running Google Analytics on page 502.
Connection strings

For SQL Server, use this connection string to define an SQL server.

e name. ektron.DbConnection
» providerName. System.Data.SglClient

» connectionString. this part of the connection string contains the following
element.

» server. the name of the database server to which Ektron is installed. If installed
locally, the value is localhost. This value is set during installation, at the Host
screen.

« database. use the name of the database.
» Integrated Security. use True or False. True. use integrated security.

» user. If required, specify the username used to connect to the DSN. This user
account must have at least read and write permissions to the database.

NOTE: This value can be blank if you are using Windows authentication.

« pwd. If required, specify the password for the username given. It should match
your database name.

NOTE: This value can be blank if you are using Windows authentication.

IMPORTANT: After changing any database settings, you must stop and
restart the Ektron Windows Service. See also: Handling background
processing functions with the Ektron Windows Service on page 128.

appSettings
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ek_AdvancedWorkflowEnabled. Enables or disables advanced workflow;
when set to false the original (basic) approval functionality is available.

ek_appName. The name of the application, CMS400. You typically would not
change this value.

ek_appPath. This element is prefixed by the ek_sitePath value and describes
the location of the Workarea folder. This file stores external applications (such as
eWebDiff), templates, and the images folder.

ek_appImagePath. The folder that stores Ektron images, such as toolbar
icons. Only change this value if you need to move the images folder to another
location. This value is prefixed by the value in the ek _appPath variable. By
default, ek appPath is set to webroot/siteroot/workarea/. So, by default, this
folderis set to webroot/siteroot/workarea/images/application/.

ek_appXSLTPath. The folder that stores XSLTs. Only change this value if you
need to move the XSLT folder to another location. This value is prefixed by the
value set in the ek _appPath variable. By default, ek appPath is set to
webroot/siteroot/workarea/. S0, by default, this folder is set to
webroot/siteroot/workarea/Xslt.

ek_buildNumber. Value set by the installation program. You typically would
not change it.

ek_cmsversion. Value set by the installation program. You typically would not
change it.

ek_enableLegacyBlogFields. Determines whether the Summary tab displays
the 9.00 fields for Tags, Traceback URL and Pingback URL when you create a
blog post. In 9.10, the defaultis false. Setting it to true uses the functionality
from 9.00 and earlier versions. (Blog subjects will display but will not allow
changes to be saved without setting the value to true.)

ek_LDAPMembershipUser. Integrate membership users with LDAP or Active
Directory. Set the value to True for Membership Users to be authenticated using
LDAP/AD.

ek_RedirectFromLoginKeyName. Provides a mechanism to return from the

login page to the previous page, specify the query string key-name. By default

the value is RedirectUrl. Currently, the redirect works in 2 instances.

1. When a user tries to use a forum but is not logged in, it sends them to a

login page and returns them. The value in this key used in conjunction with
the ek RedirectToLoginURL key sends the user from a forum page to a
login page and back to the previous page.
For example, a user tries to reply to a forum post but is not logged in. The
user is sent to the login page, then returned to the original page.

2. A user sends a private message to another user or group administrator from
the SocialBar server control. In this case, once the message is sent, the user
is returned to the page from which he/she clicked private message.

For example, you visit a community group’s page and click Private
Message Admin. You are directed to the private message screen. When

Ektron Reference I 75



Setting up Ektron

you click post, you return to the community group’s page. For additional
information, see ActiveTopics.

ek_RedirectorInstalled. Turns the redirector on or off. Turning the redirector
on alloes you to alias your website's URL. The default is False.
° True. Aliasing turned on.

o False. Aliasing turned off.
See also: Creating user-friendly URLs with aliasing on page 1285.

ek_RedirectorManualExt. Set a comma-delimited list of Web page extensions
for which you will create aliased pages. For example, .aspx, .htm, .html. By
default, the list contains.aspx. See also: Creating user-friendly URLs with
aliasing on page 1285.

NOTE: You can enter several extensions. Each extension must begin with a
period, and the last extension must be followed by a comma (,).

ek_RedirectToLoginURL. The URL of a login page to which to redirect a site
visitor who is not logged.
ek_sitePath. The location of Ektron relative to the Web root. This value is set
during installation at the Site Path Directory screen. If you move Ektron to
another folder, you must update this value.
ek_TreeModel. Choose whether or not to use Ajax for the folder tree in the
Workarea.

° 0. use the legacy folder tree in the Workarea.

o 1. use Ajax for the folder tree in the Workarea.

NOTE: This key has been removed from the web.config file. However,
you can still use this key by adding it between the <appsettings> tags.
For example, <add key="ek TreeModel” value="0">changes the
Workarea folder tree to legacy.

ek_workareaDateFormat. Choose how to display dates in some areas of the
Workarea.

° long. example: Tuesday May 21, 2014

o short. example: 5/21/2014
ek_xmlPath. The location of the xmlfiles directory. The ek sitePath path is

prefixed to this location. Only change this value if you want to move the location
of the xml files relative to the Web root.

GoogleMap. Enter connection information for using Google Maps with the
Mapping feature in Ektron. See also: Map.

VirtualEarthMap. Enter connection information for using Bing Maps for
Enterprise with the Mapping feature in Ektron. See also: Map.

Images

These images appear before a user logs in, so cannot be stored in the database.
Update as needed. Their location is set in the ek appImagePath variable. See also:
ek _appImagePath.
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 ek_Image_1. close button

» ek_Image_2. small login button

» ek_Image_3. big login button
SMTP server configuration

See Enabling email notification on page 98.

+ ek_SMTPPass. The password set up to send and receive email
» ek_SMTPPort. The port your system uses to retrieve email
» ek_SMTPServer. The server that processes email
» ek_SMTPUser. The username set up to send and receive email
Mail format
+ ek_MailFormat. The format of the email created in Ektron.HTML generates
email in HTML format, while Text generates plain text email.
SSL support

See Updating web.config to use SSL on page 73.

» ek_SSL_Port. SSL port used by Web server.
» ek_UseSSL. Determines if server uses SSL for security.
Active Directory Server Configuration

See Using Active Directory with Ektron on page 1464.

 ek_ADAdvancedConfig. Enable Active Directory advanced configuration.
» ek_ADEnabled. Whether Ektron uses Active Directory support.

» ek_ADPassword. Password for the Active Directory server.
 ek_ADUsername. User name for the Active Directory server.

 ek_AUTH_Protocol. The directory access protocol used with the Active
Directory feature. The default value is LDAP. Other protocols are GC (global
catalog) and WINNT.

Menu settings

 ek_MenuDisplayType. Determines the appearance of the content menu that
appears within every content block after the user logs in.

NOTE: This setting only works if ek UserMenuType is set to zero (0).

» 0. Horizontal—menu icons are arranged horizontally
» 1. Vertical—menu icons are arranged vertically and include the tooltip text

+ ek_UserMenuType. Determines the appearance of the content menu that
appears within every content block after the user logs in.
° 0. New dynamic menu—only appears when user moves cursor over content
block

o 1. Old classic menu—always appears

o 2. Menu without borders—a silver pin head appears above content that has
a menu available. Hovering over this pin produces a menu.
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Multilingual settings

+ ek_DefaultContentLanguage. Sets the 4 digit, decimal representation of the

default content language. For example, American English is 1033. See also:
Setting the default language on page 1390.

ek_EnableMultilingual. Enable or disable multilingual content support.
o 1. enable

o 0. disable

See also: Enabling/disabling support for multiple language content on
page 1387.

ek_ServerURL. Mainly used in Web services to determine a remote server
location. For example, in a Web farm environment, the content server can reside
in @ remote location. In this case, the developer’s content is replaced with this
value, so all <img src=""../>and <href... references point to server named
here instead of the local one.

Machine translation

Lets you enter the path to the Google Translation Service API key. See also: Enabling
machine translation on page 1410.

Miscellaneous settings

ek_assetPath. The folder that stores assets. Only change this value if you need
to move the Assets folder to another location. Note that this value is prefixed by
the ex appPath value. By default, ek appPath is set to webroot/CMS400Min. So,
by default, this folder is set to webroot/CMS400Min/assets.

ek_BatchSize. The number of files that can be uploaded at one time. The
default is 4, but it can be any non-negative number.

NOTE: Users can upload any amount of files. The system handles them 4 at a
time.

ek_CacheControls. Enable or disable caching for Ektron server controls. See
also: Caching with Server Controls.
° 0. Disable

o 1. Enable

ek_EditControlMac. Defines the editor used by a Macintosh operating system
user. See also: Changing the default editor on page 575.

ek_EditControlWin. Defines the editor used by a Microsoft Windows operating
system user. See also: Changing the default editor on page 575.

ek_EnableMessageBoardEmail. Set to True to enable e-mail notification
when a user posts a message to a user or community group’s message board. If
true and a user posts to another user’s message board, the board's owner is
notified. If true and a user posts a message to a community group’s message
board, all group members are notified. This setting does not affect content
messages. See also: Sending notifications to a community on page 1535.
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ek_helpDomainPrefix. The path to the help files. By default, help files are
located on an external server and the path is

http://documentation.ektron.com/cms400/v[ek cmsversion]/webhelp

Change this path if you install help files on a local server. See also: Installing
help files on a local server on page 33.

ek_InvitationFromEmail. The "From” email address used when a user sends
an Invitation. Invitations are emails that are sent to non-system users asking
them to join your site. See also: Invite server control.

ek_LinkManagement. This setting determines if Ektron uses linkit.aspx when
inserting a quicklink. By default, it is set to false. If set to true, when a user
inserts a quicklink, Ektron inserts a special link instead of a quicklink. A special
link determines the correct quicklink to use when a site visitor clicks it. For
example, a user adds a content block to folder A. A quicklink to that content is
a.aspx?1id=10. Later, if an administrator changes the folder’s template but
doesn’t update the quicklink within the content block, the quicklink is broken. To
avoid this problem, enable link management.

ek_LogFileName. Path to the log file name for the message queue

ek_loginAttempts. Ektron has a login security feature that, by default, locks
out a user after 5 unsuccessful attempts to log in. See also: Restricting login
attempts on page 108.

ek_LoginScreenWidth. The width of the login screen in pixels. You may need
to widen the screen if you are using Active Directory and database names are
long.

ek_PageSize. This setting determines the maximum number of items that can
appear on a page before it “breaks.” When a page breaks, additional entries
appear on another screen, and the following appears near the bottom of the list:
Page 1 of 2

[First Page] [Previous Page] [Next Page] [Last Page]

NOTE: The above text changes depending on the page you are viewing.

ek_QueueName. Path to the message queue.

ek_ShowWorkareaRetErrorReferrer. Choose whether to enable referrer
debug information on the RetError.aspx page.
° True. enable

o False. disable

ek_ToolBarFormatTag. This setting only applies after a user logs in to your
site. Change this setting if the colored border that surrounds content looks
wrong. (The border color indicates the content’s status.) By default, <table>
tags create the border. If the border looks wrong or inappropriate, change
setting to div. If you do, <div> tags are used to draw the border instead of
<table> tags. This change typically solves the problem.

ek_WorkarealLibSearchResultMode. Sets the Workarea Library search-
results mode.
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o text. returns a text only version of the library search results.
o mixed. returns text and images associated with library search results.
o graphical. returns a images associated with library search results.

» ek_XliffVersion. Define the XLIFF version to use when exporting files. See
also: Exporting content to XLIFF on page 1410.

« WSPath. Determines the location of the Web services page used by the server
controls at design time.

system.diagnostics

» LoglLevel. Enter a numeric value that determines the level of message logging.
By default, diagnostic messages are logged in the Event Log. Choices are:

1—Error: log errors.

2—Warning: log errors and warnings.

3—Information: log errors, warnings and informationals.
4—\Verbose: Everything is logged.

ektronCommerce

IMPORTANT: Ektron has discontinued new development on its eCommerce
module. If you have a license to eCommerce, you will continue to receive support,
but if you need to upgrade, contact your account manager for options.

See Conducting eCommerce on page 1597.

 ek_ecom_ComplianceMode. When set to true, your site is Security
Compliant. This means the Workarea is encrypted in an SSL session and Logging
is started.

 ek_ecom_DefaultCurrencyld. Select the default currency and enter its
Numeric ISO code. This should be done before creating your product catalog.
See also: The default currency on page 1630.

WARNING! Do not change the default currency or measurement system
after your eCommerce site is live.

» ek_ecom_TestMode. When set to true, payments are sent to a test gateway
instead of the actual one.

» ek_MeasurementSystem. Select whether to use English or Metric
measurements for your packages. See also: Configuring packages on
page 1654.

mediaSettings
See also: Managing multimedia assets on page 649.

- application/x-shockwave-flash. Define the relationship between the
Shockwave Flash mime type and the Flash player.

» audio/mpeg. Define the relationship between the MPEG audio mime type and
the Windows Media Player.
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+ audio/x-ms-wma. Define the relationship between the MS-WMA mime type
and the Windows Media Player.

« audio/x-realaudio. Define the relationship between the realaudio mime type
and the Real player.

» audio/x-wav. Define the relationship between the WAV mime type and the
Windows Media, Quicktime and Real players.

» audio/x-wav-default. Define the relationship between the WAV default mime
type and the Windows Media Player.

» Flash-CLSID. The class ID for the Flash player.

+ Flash-Codebase. Location of the code base plug-in for Flash player.

* Quicktime-CLSID. The class ID for the Quicktime player.

» Quicktime-Codebase. Location of the code base plug-in for Quicktime player.
» Realplayer-CLSID. The class ID for the Real player.

» Realplayer-Codebase. Location of the code base plug-in for Real player.

» video/mpeg. Define the relationship between the MPEG video mime type and
the Windows Media Player.

» video/quicktime. Define the relationship between the Quicktime mime type
and the Quicktime player.

» video/x-avi. Define the relationship between the AVI mime type and the
Windows Media, Quicktime and Real players.

» video/x-avi-default. Define the relationship between the AVI default mime
type and the Quicktime player.

» video/x-msvideo. Define the relationship between the msvideo mime type and
the Windows Media, Quicktime players.

» video/x-msvideo-default. Define the relationship between the msvideo
default mime type and the Windows Media Player.

» video/x-ms-wmv. Define the relationship between the MS-WMV mime type
and the Windows Media Player.

» video/x-realvideo. Define the relationship between the realvideo mime type
and the Real player.

« WindowsMedia-Codebase. Location of the code base plug-in for Windows
Media Player.

 WindowsMedia-CLSID. The class ID for the Windows Media Player.
Miscellaneous
« HttpHandlers. This section sets how the URL Aliasing feature handles URLs with
certain extensions. If you have any extension you do not want aliased, add it

below the following line using the same syntax.

add verb="*" path="*.png" type="URLRewrite.StaticFileHandler,
Ektron.Cms.URLRewriter" />

« maxRequestLength. This setting determines the maximum size of files that
can be uploaded to your server. The default setting is 204,800 kilobytes, or 200

Ektron Reference I 81




Setting up Ektron

MB. Enter the desired value in kilobytes. To convert megabytes to kilobytes, go
to OnlineConversion.com.

» session state. Mode—determines the storage option for session data. Ektron
supports all session-state modes listed in this article: Session-State Modes.

Migrating your site to Ektron

This section explains how to migrate your website to Ektron, as follows.

» What to copy to your website
» Setting up and deploying templates

Before you migrate

» Ektron requires a physical installation of the product. If you do not have physical
access to the machine, someone with access to the machine must run the install.
For more information, see Installing Ektron on page 11.

» After you install Ektron, verify that it is properly installed by using the starter
site. By default, the sample website is located at the following address on the
machine to which Ektron is installed.
http://localhost/siteroot/default.aspx

If you can browse the starter site and it works properly, Ektron is properly
installed.

BEST PRACTICE

Keep a working version of the starter site to help you debug
problems. For example, if you encounter errors on your site, try to
reproduce on the starter site. If you can, that may indicate a problem
with the installation. If you cannot, the installation is probably OK and
an external factor is causing the problem.

Setting up a new site

NOTE: You can use the Site Setup utility to perform these tasks by choosing Start
> Programs > Ektron > CMS400 > Utilities > Site Setup. See Installing a
Site on page 17.

If you're using Windows 8 or 2012, press the Windows key (E)/Q then enter
CMS400 Site Setup. Right click and choose Run as Administrator.

1. Copy application core files. Copy these files from the siteroot/workarea folder
into your site folder. These files operate the Workarea, library, and content
functions.

2. Set up the database. Content is stored in a database. To learn how to set one up,
see Setting up a database on page 23.

3. Modify application parameters. Modify the web.config file installed to the Ektron
site root directory. In that file, update the <ConnectionString> tags to point to
your server, database, user, and pwd.
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NOTE: If you are using SSL, web.config settings are explained in Setting up
SSL on page 62.

. Create a Login Page. You can either copy the one from the starter site or create
your own. See also: Log-in server control.
. LogIn
a. Browse to the login page you created and click Login. A login dialog box

opens asking for a username and password.

b. Enter the admin username and password and click Login. (You selected

these while installing Ektron.) You are logged into Ektron.

. Modify configuration settings. Click Workarea to modify these settings.

» Set up Active Directory. If plan to use Active Directory, configure this now.
The settings for Active Directory can be found in the Settings >
Configuration folder. Refer to Using Active Directory with Ektron on

page 1464.

Modify the Setup screen. The Ektron setup section is located under the
Settings > Configuration folder. The setup section lets you configure
items such as your license key, style sheet support, and default language.
See Modifying setup information on page 121.

Set up Metadata. Ektron includes extensive metadata support. Settings for
metadata definitions can be found under the Settings > Configuration
folder in the Workarea. You can have as many metadata definitions as
needed. See also: Working with Metadata on page 747.

Set up Smart Forms. You can also set up your Smart Forms. You create XML
files externally or via the Data Designer. Next, a Smart Form is assigned to
content blocks and folders. See also: Working with Smart Forms on

page 807.

. Create Ektron users. If you are not using Active Directory support, add users
manually. The maximum number of users is determined by your license key. For
instance, if you purchase a 10-user license, you can enter 10 users. If you
exceed the licensed number of users, you may get locked out of Ektron. Every
user must belong to a group. When you first add a user, the user is automatically
added to the Everyone group. You can create more user groups and add users to
them as desired. See also: Managing users and user groups on page 1431.

. Configure content and forms folders. Create folders to organize content blocks
and forms. Create as many folders as you want. Each folder level can go as deep
as you want. See also: Planning your CMS folder structure on page 134.

. As you create folders, you can assign a default template and style sheet. The
default template is used when a new content block is created and Ektron creates
a Quicklink that points to the new content block. If you do not provide a default
template, it is inherited from the parent folder.

After creating the folders, assign permissions and workflow to them. Permissions
can be assigned to a user or a user group. The same is true for workflow.

BEST PRACTICE
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Limit permissions for the "Everyone” group, as this gives every user
permissions to content. Similarly, limit the “Everyone” group’s
inclusion in the workflow to restrict which users can publish content.

10. Create templates. Templates determine the look and feel of the site. Masthead,
navigation, and footer graphics are all part of the template. Use server controls
to insert Ektron content into a template. For a list of server controls, see Server
Controls.

BEST PRACTICE

Because dynamic templates include URL parameters, make each
main landing page and other important pages static tags. This makes
it easier for you to remember if you need to provide that link to
someone.

For instance, each main landing page from your home page could use
the static tag. Then, as you go deeper into that section, subsequent
pages use a dynamic tag.

11. Migrate or create content. You can create or migrate your content. If you are
migrating content from an existing site, add a new content block, and cut and
paste the content into the Ektron editor.

NOTE: All images and files must be uploaded and inserted into the content
separately.

12. Deploy the content. Deployment from development to production is as simple as
moving the files over. To properly deploy your new Ektron website:
a. Copy all assets (templates, images, files, and so on) from your development
box to your production machine.
b. Move the database. You have 2 choices
» point your data source on the production machine to the database you
were using.
» copy the database, move it to your production server, and point a data
source to that.
13. Optionally, for email notification to work in Ektron, make sure the SMTP service
is setup and running in IIS, and that it points to a valid mail server. See Enabling
email notification on page 98.

Setting up an additional site

After installing Ektron, it is easy to create another site. While creating the new site,
you can create a sample or minimal site and database. To create a site for your
content, you typically install a minimal site and database, then create your Web page
templates. Later, add users and content.
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Setting up an additional site

1. Set up New Site.
a. Create a new folder in the Web root folder to contain the site files.

b. From the Windows Start menu, choose Start > Programs > Ektron >
CMS400 > Utilities > SiteSetup.

If you're using Windows 8 or 2012, press the Windows key (E)/Q then
enter CMS400 Site Setup. Right click and choose Run as Administrator.

c. Follow the steps for creating a new site, as described in Installing a site on
page 17. When prompted to select a folder to which you want to install the
files, choose the folder you created in Step 1.

2. Set up New Database. After installing an Ektron site, it is easy to create a new
database. You can create either a sample or minimal database. When creating a
database for your content, you typically install a minimal database.

a. From the Windows Start menu, choose Start > Programs > Ektron >
CMS400 > Utilities > SiteSetup .

If you're using Windows 8 or 2012, press the Windows key (E)/Q then
enter CMS400 Site Setup. Right click and choose Run as Administrator.

b. On the Setup Type screen, choose CMS400 Database Setup.

Setup Type

Select the setup tupe that be

ch zetup twpe pou would like to uze from the following;

O ChSA00 Full Inztallation

® CMS400 Data

Instal Ehield i T e e e BT el v e
it Ll J 1 |

c. Follow the steps for creating a new database, as described in Setting up a
database on page 23.

3. Create Project in Visual Studio.NET. To work with the new site in Visual
Studio.NET, you must create a new project for it. To do that:
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a. Go to the folder that contains the new site.

b. Double click Ektron’s solution file. If you are using the minimal database, the
file is cMS400Min.sln.
At this point, you can build the project and log in. If you cannot log in

because you have not set up the license key, use the builtin account: by
default, the username is builtin and password is builtin.

IMPORTANT: You should only use the builtin account temporarily. As
soon as possible, you should insert the license key and log in under a
user name assigned in Ektron.

To learn about creating templates and using server controls, see Ektron
Server Controls.

Supporting multi-site configurations

Ektron’s multi-site support lets you set up and manage several websites under one
CMS. (The multi-site support feature does not support multiple databases.) You
manage content in the additional sites the same way you work with content in the
root site. You log into a root site then begin editing content in an additional site.
Regardless of which site you are using, you can use the library to insert common
hyperlinks, images, files, and quicklinks.

IMPORTANT: Place any file (such as an XSLT file) that needs to be shared among
sites in a multi-site environment in a virtual folder. Also, you cannot create a
quicklink within content, a collection, menu, and so on to a form that resides in
another site.

PREREQUISITES

o All sites reside on the same server.

» Each site has a multi-site license key. To purchase additional licenses,
contact Ektron sales.

Advantages of multi-site configurations:

e The URL can indicate the nature of the site to visitors
° www.example.com

° support.example.com
o forums.example.com

» All sites can share a single database
°o common content, but appear within their own site and templates

° ashared library of images and files. These files can be stored once; authors
can insert them into content from any site.

In the Workarea, sites appear in Ektron’s folder structure with a globe icon.
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Best practices for working in a multi-site

A folder to which a production domain is assigned is a domain folder. Links to content
in a domain folder are activated via 1inkit.aspx, which redirects to the appropriate
domain name using the appropriate template for the folder or content.

Best practices for working in a multi-site environment

BEST PRACTICES

IMPORTANT: Do not remove your root site!

» Log into the root site before working with the root site or any secondary site.
o Exception: If you are a content author, log into the site for which you are
authoring content.
« Do not log into a secondary site then add files to a different secondary site.
There are 2 ways to install multi-site support. (The automatic setup is easy to use
and minimizes issues.)

» Automatic multi-site setup below
» Setting up Ektron on page 67

Automatic multi-site setup

IMPORTANT: Before creating a multi-site configuration, you must have installed
an Ektron website. All installed folders must remain in that site. The original site
cannot have virtual folders. Also, you cannot nest a multi-site under another IIS
site.

1. Create each new site in IIS. See http://www.iis.net/learn/manage/creating-
websites.
2. Run the Multi-Site Setup Wizard.

a. Double click c:\Program Files
(x86) \Ektron\CMS400vxx\Utilities\MultiSiteInstall\Multisite.exe

b. Use the pulldown to select the site you created in Step 1.
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c. Select your host.
Please select which site and host fer your multisite X

e W

Ektron CM5400 Site Setup %

Fleaze zelect the site you would like to install to.

Select Site: Default 'web Site v]

Drefault web Site

ektronhelp

SharePaint \Web Services

SharePoint Central Administration 4
Selact Haozt: ShareFaint - 80

[ Ember Host b anually

d. Enter a path to the new site.

MultisiteSetup - InstallShield Wizard S|

Site Path Directory
. e

Toinstall to this folder, click Mest. Toinzstall to a different folder, chck Browse and select
anather folder.

Setup will ingtall the zite files into the fallowing folder.

D estination Folder

C:hinetpubhssaroothSite Browsze. . |

| I Carcel I

e. Identify your main website; that is, the site to which this multi-site is being
added.
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MultisiteSetup - InstallShield _ |

Site Path Directory - .QM

Fleaze chooze the main website

Destination Faolder

C:hinetpubhwsnroothOnT rek

.............

f. When prompted to add a multi-site key, click Yes.

g. Enter alicense key for the new site. This step copies the new site's license
keys to the database.

h. Enter information about the new site's database.
i. Follow the remaining screens in the wizard.

3. Assign multi-site capabilities in Ektron.
a. Loginthe Workarea.

b. Click Content.
c. Click the site root folder.

NOTE: Site folders must reside within the site root folder.

d. On the View Contents of Folder screen, create a new top-level site folder for
each site by choosing New > Site.

e. Assign site folder properties as you did for the root folder. The Multi-site
Configuration fields appear on the lower section of the screen.
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Add a Subfolder to folder "Root”

€| ADDFOLDER (2]

Taxonomy Templates Flagging Metadata Web Alerts Smart Forms

Site Name:

Description:

Style Sheet: o Trak/

TO Tl

Staging Domain: bttp:f

roduction Domain: -y

Office Documents: PR

Prrtrretre
Please Hote: POF generation must also be enabled in the configuration file of the Ektron windows Service

* [existing documents are not converted undil re-published)
ContentSearchable: Inherit parent configuration

Mantant Saarchahkla

f. In the Staging Domain field, insert your staging domain.

IMPORTANT: Production and staging URLs must be unique across
multi-sites. In other words, in a multi-site configuration, one site's
production or staging URL cannot be the same as another site's
production or staging URL.

g. Inthe Production Domain field, insert your production domain.
h. Click Add Folder. Within Ektron, new sites are indicated by a globe icon.

Creating multiple websites on a single server

NOTE: This text is adapted from Microsoft’s IIS help.

IIS lets you create multiple websites on a single server.

Before adding a website

Adding a website to a server requires careful preparation before running the Website
Creation Wizard. Consider these recommendations.

» Review the methods of hosting multiple websites, and determine which one is
appropriate for your environment.
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Multiple websites can use the same IP address. But if you decide to use a unique
IP address for the new website, obtain a static IP address from your organization
or ISP. Then, configure the server’s TCP/IP settings.

If you use a host header name to identify the new website, select a unique
name. On a private network, the host header can be an intranet site name. But
on the Internet, the host header must be a publicly available Domain Name
System (DNS) name, such as support.microsoft.com. Register a public DNS
name with an authorized Internet name authority.

Update your name resolution system (typically DNS) with a new record that
contains the new IP address and site name. For more information, see Domain
Name Resolution in IIS help.

Standard Internet services use TCP port 80 by default. It is not recommended to
use any other port for HTTP services.

If you use a non-standard TCP port number to identify a new website for special
situations (such as a private website for development/testing), select a TCP port
number above 1023. In this way, the number does not conflict with well-known
port numbers assigned by the Internet Assigned Numbers Authority. (For more
information about IANA and port assignments, see List of TCP and UDP port
numbers.)

Use Windows Explorer to create a home directory for the content. Create
subdirectories to store HTML pages, image files, and other content as needed.

To organize home directories for multiple websites on one server, create a top-
level directory for all home directories, then subdirectories for each site.
You can create a home directory

° on the local server
° as a uniform naming convention (UNC) path on a network share
° as a URL that redirects clients to a different Web server

You can also create virtual directories that map to physical directories. For more
information, see “Setting Home Directories” and “Using Virtual Directories” in
IIS help.

Determine whether to generate the website’s identification number
incrementally or from the website name.

Create a home page that clearly identifies the new site.

Adding a website

IIS provides 2 methods for adding a new website.

The Website Creation Wizard
The iisweb.vbs command-line script

IMPORTANT: You must be a member of the Administrators group on the local
computer to perform the following procedure (or procedures), or you must have
been delegated the appropriate authority. As a security best practice, log on to
your computer using an account that is not in the Administrators group, and then
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use the Run as command to run IIS Manager as an administrator. From the
command prompt, type runas /user:administrative_accountname "mmc

%systemroot%\system32\inetsrv\iis.msc".

Using IIS 7's website creation wizard

1.
click Add Web Site.

*E Internet Information Services (115

@ « | % » swacoona: »

File  Wiew  Help
e-H|7 |8

-5 Start Page
E‘HE] SMACDOMALDT (SMACDONALD1 A
= L=} Application Paols

=
& Gwebsts>

&3 Refresh

kel k-

-E-E-E-E- e

2. Click Next. The following dialog appears.

In IIS Manager, expand the local computer, right-click the Sites directory, and

Add Web Site EE3 |

Site name; Application poal;
|| IDeFault.ﬁ.ppPDDI Select.., |
—i_onkent Direckory
Physical path:
Pass-through authentication
Conneck as... | Test Setbings. ..
— Binding
Twpe: IP address: Port:
Ihttp j IP.II Unassigned j IEI:I
Host narnme:
Exarmple: wany, conkoso,cam ar marketing, conkasa,com

¥ Start web site imrnediately

= |

Cancel
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o Site Name. Enter the website name.

» Application Pool. Click Select if you want to select a different application
pool than the one listed in the Application Pool box. If you do, the Select
Application Pool dialog box appears. Select an application pool from the list
and then click OK.

» Physical path. Enter the physical path to the website's folder. Or, click the
browse button (...) to go the file system and find the folder.If the physical
path that you enter is to a remote share, click Connect as... to specify
credentials that have permission to access the path. If you do not use
specific credentials, select the Application user (pass-thru authentication)
option in the Connect As dialog.

» Type. Select the protocol for the website from the Type list.

o IP Address. The default value in the IP address box is All Unassigned. If
you must specify a static IP address for the website, type the IP address in
the IP address box. All Unassigned refers to IP addresses assigned to a
computer but not a specific site. The default website uses all IP addresses
not assigned to other sites. Only one site can be set to use unassigned IP
addresses for a given port number. For more information on how sites are
identified, see Creating Multiple FTP Sites in IIS help.

» Port. Enter a port number. The TCP port is assigned to port 80 by default.
To use a nonstandard port number to create a unique identity for a private
website, enter a new port number above 1023.

 Host name. Optionally, enter a host header name for the website.If you
are adding additional sites to a single IP address by using host headers, you
must assign a host header name containing the full name of the site, for
example, world.optimizely.com/ektron/.

» Start website immediately. Check this box if you do not have to make
any changes to the site and want it to be immediately available.

Adding a website with a command line script in lIS 7
To add a site, use the following syntax:

appcmd add site /name: string /id: uint /physicalPath:
string /bindings: string

The variable namestring is the name, and the variable iduint is the unsigned integer
that you want to assign to the site. The variables namestring and iduint are the only
variables that are required when you add a site in Appcmd.exe.

NOTE: If you add a site without specifying values for the bindings and
physicalPath attributes, the site will not be able to start.

The variable physicalPathstring is the path of the site content in the file system.

The variable bindingsstring contains information that is used to access the site, and
it should be in the form of protocol/IP address:port:host header. For example,
a website binding is the combination of protocol, IP address, port, and host header. A
binding of http/*:85: enables a website to listen for HTTP requests on port 85 for all
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IP addresses and domain names (also known as host headers or host names). On the
other hand, a binding of http/*:85:marketing.contoso.com enables a website to
listen for HTTP requests on port 85 for all IP addresses and the domain name
marketing.contoso.com.

To add a website named contoso with an ID of 2 that has contentin c:\contoso, and
that listens for HTTP requests on port 85 for all IP addresses and a domain name of
marketing.contoso.com, type the following at the command prompt, and then press
Enter.

appcmd add site /name: contoso /id:2 /physicalPath: c:\contoso /bindings:http/*:85:
marketing.contoso.com

See also: Appcmd.exe (IIS 7).

Balancing the load on your servers

Load Balancing has 2 purposes:
» Provides redundancy for your website—if one server fails, a second can handle
requests
» Balances requests—distributes requests across multiple servers
To enable load balancing, set up several servers that include the same files.

IMPORTANT: The physical path to the Ektron website must be the same on all
load balanced servers. Also, sticky sessions must be enabled.

Purchase load balancing equipment to evenly distribute content requests among
servers. Then, whenever an image or file is uploaded, regardless of the Web server
the user is working on, the asset is replicated on all servers.

The client browser is unaware that more than one server is involved. All URLs point to
a single website. The load balance software resolves them.

Ektron provides different strategies for load balancing library images and files and
DMS assets. See also: eSync in a load-balanced environment on page 1870.

Load-balancing library images and files

Library load balancing is important when your configuration consists of 2 or more
websites that share one database. When uploaded, library files are saved to the site
root folders uploadedfiles and uploadedimages.

To support load balancing, library files on all servers must be identical. To maintain
this state, whenever a user uploads a library item, it is copied to the corresponding
folder on other servers in the configuration.

1. Openthefile c:\Program Files
(x86) \Ektron\EktronWindowsServiced0\Ektron.ASM.EktronServices40.ex

e.config using a word processor such as Notepad.
2. Setthe value of the LibraryLoadBalanced property to 1.
3. Setthe value of the AssetslLoadBalanced property to 1.
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Load-balancing assets

4. Set the value of the LoadBalServerCount property to the number of servers in
your load balance cluster.

5. Save the config file.
6. Restart the Ektron Windows Service.

Mame - Descripticn Status Startup Type Lg ~
. Ektron Asset Transfer Server This service ... Running  Automatic Lc
. Ektron CMS5 File HelperService Used for file.. Running  Automatic Lc
. Ektron Motification Service This service ... Running  Automatic Lc
4 Ektron Windows Services 4.0 This service ... Running  Autol Start
Ektron Workflow Timer Service  This service .. Running  Autor
+: Encrypting File System (EFS) Provides th... Manu; Siup
Extensible Authentication Proto... The Extensi... Manu; Pause
« Function Discovery Provider H...  The FOPHO... Manu; Resume

Function Discovery Resource P...  Publishes th... Manu;
Auton

+; Google Update Service (gupdate] Keeps your .. Al Tack
asks
. Google Update Service (gupdat.. Keeps your .. Manu;

-~ o — - n . = Refrach

See also: Handling background processing functions with the Ektron Windows
Service on page 128.

Load-balancing assets

Asset load balancing is important when your configuration consists of 2 or more
websites that share one database. To balance requests to work with assets across
multiple servers, Ektron ensures that each server in the configuration has a copy of
every asset.

So, after setting up asset load balancing, any asset added to one server is copied to
the corresponding folder on the other servers in the configuration. There is no limit to
the number of servers that can be load balanced.

To set up load balancing for assets, follow these steps on all servers in the load
balance configuration.

1. Within the /siteroot folder, open the AssetManagement.config file using a
word processor such as Notepad.

2. Change the value of the LoadBalanced element to 1.

Save the file.

4. Open the following file using a word processor such as Notepad:

C:\Program Files (x86)\Ektron\EktronWindowsserviced0\
Ektron.ASM.EktronServices40.exe.config

[68)

5. Setthe value of the LibrarylLoadBalanced property to 1.

6. Set the value of the LoadBalServerCount property to the number of servers in
your load balance configuration.

7. Save the config file.
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8. Repeat steps 1 through 7 on each server in the load balance cluster.
9. Log on to Ektron. This action sets up the load balance software in the database.

Refreshing load-balanced files

* You must be a member of the Administrators group to access the
Load Balancing screen.

» Your Ektron license key contains a load balance component

Asset and Library files may become out-of-date or lost due to equipment failures,
power outages, or other events. You Load Balance software may have the ability to
sync these files.

Ektron also provides a screen which ensures that all files in the DMS Assets folders
and the Library Files and Images folders are identical across the servers in the

LB configuration. In addition, the Refresh screen ensures that the contents of the
siteroot\Templates and siteroot\Workarea folders are identical across servers.

NOTE: For load balancing refresh to work properly, open Port 8732 on load
balanced servers.

To refresh load balanced files:

1. Workarea > Settings > Configuration > Load Balancing.

Load Balancing

(] @

Refresh Load Balanced Files
Click Start to force a refresh of DMS assets and library images and files across all Start
servers in a load balanced configuration.
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2. Click Start. A status screen appears.

Load Balance Refresh Status

w" Load balanced file folders are refreshed.

Uploaded Files Refresh Started
Uploaded Files Refresh Ended
Uploaded Images Refresh Started
Uploaded Images Refresh Ended
Private Assets Refresh Started
Private Assets Refresh Ended
Assaet Library Refresh Started
Asset Library Refresh Ended

Completed Load Balance Refresh |:||

Load Balance Refresh Complete

3. Verify that the status screen shows servers you expect to be refreshed. Server
name WS10155 is circled in the example.

IMPORTANT: If you click Start and the screen quickly returns and files do
not refresh, or if a server is missing from the status list, check Load Balancing
settings in Extron.ASM.EKtronServices40.exe.config.

4. When finished viewing the status, click Close.

Load-balancing status

* You must be a member of the Administrators group to access the
Load Balancing screen.

» Your Ektron license key contains a load balance component
To check the load balancing status:

1. Workarea > Settings > Configuration > Load Balancing.

2. Click the toolbar button (‘&). The status screen shows either the previous
refresh or the current refresh in progress

Setting up a user for the Ektron database

The installation automatically sets up user permissions based on data collected
during setup. However, if you have issues with user permissions, this section
describes how to install manually.
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NOTE: If you are using SQL Authentication, you only need to set up the SQL user.
If you are using Windows Authentication, you need to set up IUSR and an IIS_
WPG or Network Service user.

1. Inthe SQL Server Management Studio, select Security > Logins.
2. Right click and select New Login.

3. Onthe Login dialog, click Search to the right of the Login name field. Network
Service

4. Select your server.

5. Enter ASPNET, IIS_WPG, or Network Service user (depending on your
Windows version).

6. Click Add then OK.

7. Select your Ektron database. Then, assign permission to read and write to that
database.

8. Run the grant permission script.

NOTE: Before doing this, review your users and their permissions. Adjust as
necessary for your configuration. Also, if you use Windows Authentication and
all users are domain users (and the database administrator wants it this
way), you may not have to perform this step.

a. Open SQL Server Profiler.
b. Choose File > Open.

c. Openc:\Program Files
(x86) \Ektron\CMS400vnn\Utilities\SiteSetup\Database\cms400

permissions.sqgl. (nNn represents the release number)

d. Within that file, replace [MACHINENAME or DOMAINNAME\USERNAME] with
your domain name, backslash (\), and ASPNET (the ASP.NET machine
account). For example, [ws10080\ASPNET].

NOTE: If you are using Microsoft Windows 2003 Server or Microsoft
Widows Vista, the useris 11s wpG. For example, [ws10080\IIS WPG]. If
you are using Microsoft Windows 2008 Server, the user is Network
Service.

e. Click Execute Query (F).

f. Replace the text between square brackets with your domain name,
backslash (\), and the IIS Internet Guest Account. For example,

[ws10080\IUSR ws10080]. Click Execute Query ( }).

g. Ifusing SQL server authentication, replace the text between square
brackets with the SQL server authentication name only. Do not include the

domain name. Click Execute Query ( *).

Enabling email notification

Microsoft’s SMTP service can be set up to send an email that notifies a user when a
task (such as approving a content block) was performed or needs to be performed.
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This section explains how to enable email notification in Ektron.

To process email, Ektron uses CDOSYS. Using Simple Mail Transport Protocol (SMTP)
and the Network News Transfer Protocol (NNTP) standards, CDOSYS enables
Windows applications to route email and USENET-style news posts across multiple
platforms. CDOSYS lets authors create and view sophisticated emails using HTML
and data sources.

NOTE: If CDOSYS is not installed on the SMTP email server, it tries to use the
CDONTS mail server protocol.

For CDOSYS to work, set up the SMTP server on your Ektron server or a remote
system that sends and receives email. It is good practice to run SMTP on a server
separate from your Ektron server. However, your Ektronserver must relay email
messages to your SMTP server.

NOTE: To access an SMTP server on a local or remote system, consult your
organization's email administrator.

» Local. Before setting up an SMTP server locally, install IIS. Below are examples
of SMTP server settings on a local system.

“ek SMTPServer" value=“localhost”
“ek SMTPServer" value=%127.0.0.1"
“ek SMTPServer" value=“myname”

« Remote. Set up an SMTP server on a remote system. Below are examples of
SMTP server settings on a remote system.

“ek SMTPServer" value="smtp.example.com”
“ek SMTPServer" value=“example.com”

Use this article to configure SMTP in IIS7: Configuring SMTP E-mail in IIS 7.

Next, configure Ektron to use SMTP.

1. Openthe siteroot/web.configfile.
2. Find the section with these settings.

<!-- SMTP Server configuration -->
<add key="ek SMTPServer" value="localhost" />
<add key="ek SMTPPort" value="25" />

<add key="ek SMTPUser" value="" />
<add key="ek SMTPPass" value="" />
<add key="ek SMTIP EnableSsL" value="" />

3. Setthe ek SMTPServer value.

4. Setek sMIPPort to the port your system will access to retrieve email. In most
cases, the port is 25. If that is not the case, consult your organization's email
administrator.

5. Set ek SMTPUser to the username that is set up for the SMTP server to send and
receive email. Typically, the username is an email address, such as
"ek SMTPUser" value="yournamel@example.com".
This retrieval of email is based on how basic authentication is set up for you. You
do not need a username when using a local SMTP server. Check with your
system administrator for details. If you are using a remote system for accessing
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email, you must provide an authenticated username before you can send or
receive email.

6. Setek sMTPPass to the password set up for the SMTP server to send and
receive email. This password is based on basic authentication. Ektron only
accepts encrypted passwords.

7. To encrypt the password, use Ektron's password encrypting tool.
a. OpencC:\Program Files (x86)\Ektron\CMS400vxx\Utilities

b. Run EncryptEmailPassword.exe. The E